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Section 1: INTRODUCTION

The U.S. Trade and Development Agency (USTDA) has provided a grant to the Romanian
Special Telecommunications Service (Grantee) in order to fund the cost of goods and services
required for Technical Assistance on the proposed Next Generation Network Infrastructure
(NGN) for Emergency Management Project (Project) in Romania (Host Country), which will
upgrade existing telecommunications infrastructure and improve the Host Country’s capacity to
manage possible as well as actual emergencies. The Grant Agreement is attached at Annex 4 for
reference. The Grantee is soliciting technical proposals from qualified U.S. firms to provide
expert consulting services to carry out the Technical Assistance.

1.1 BACKGROUND SUMMARY

Existing telecommunications infrastructure in the Host Country is limited in its functionality,
bandwidth capacity, geographical reach and transmission/storage security. The Host Country
government, through the Grantee, intends to develop a NGN Infrastructure for Emergency
Management that will address these shortcomings via a comprehensive information and
communications technology (ICT) system upgrade. In addition to its explicit objective — enabling
considerable, sweeping improvements in emergency management and response capabilities
across the nation — this Project will provide a functional blueprint for future ICT upgrades in a
number of other areas, which ultimately will result in the Host Country government’s total
reliance on a faster, more dependable and entirely interconnected telecommunications
infrastructure in and among ministries and other facilities.

A background Definitional Mission is provided for reference in Annex 2.

1.2  OBJECTIVE

The Grantee is a public institution of the Host Country, organized and functioning under the Law
no. 92/1996 which oversees and coordinates ICT activities for public authorities and others as
specified by law. The Grantee is responsible for providing communications network services for
emergency management (including multiple emergency management agencies within government
as well as first responder organizations). In the first phase of a World Bank Hazard Risk
Mitigation and Emergency Preparedness Project being implemented in Romania, plans were
made for an Emergency Management Information System (EMIS). Though EMIS is not yet
officially underway, execution of the Project will ensure the proper functioning and capacity for
the EMIS system and its various software applications (many of which use image data and other
high-data volume files).

A NGN is a packet-based network that provides telecommunications and other services, and that
makes use of multiple broadband and other technologies irrespective of the underlying telecom
infrastructure (e.g. wire line, mobile, satellite, fiber optic, etc.). It offers unrestricted user access
to different service providers and supports generalized mobility, which allows consistent and
ubiquitous provision of services to users.



The Grantee is committed to realizing the Project for which Technical Assistance is sought
herewith. The Project will help the Grantee to:

" upgrade the existing national network infrastructure in order to increase bandwidth
capacity and capabilities to offer expanded services for emergency management, while at
the same time increasing reliability and quality of service;

* extend the network geographically, from existing points of presence into the main city of
each of the Host Country counties, in order to offer an equal level of services (voice, data,
video, mobility);

» establish a national data and recovery center - an essential requirement in times of crisis;

and

* strengthen cyber security services over its networks. The NGN enables encryption and
other features that provide heightened levels of security.

The Technical Assistance entails preparatory work for a system-wide upgrade such that the
Grantee can provide NGN services to the Romanian General Inspectorate for Emergency
Situations (GIES) and Emergency Operational Center (EOC), along with the latter’s participating
agencies. The specific end-goal is to advance critical emergency management and response
capabilities throughout the Host Country. The Technical Assistance will provide support and
technical expertise to the Grantee for the design and implementation of an NGN in order to
support its activities with the following entities:

= GIES (and by extension the EOC)

* EI12 intervention agencies (i.e. dispatch operations for the Host Country 911 type
system)

counties operations centers (i.e. county PSAP)

Other participating agencies for purposes of data collection and dissemination

Fixed and mobile public ICT utilities operators (i.e. private sector service providers)
Technology providers (i.e. hardware and software vendors)

The Terms of Reference (TOR) for this Technical Assistance is attached in Annex 4.

1.3  PROPOSALS TO BE SUBMITTED

Technical proposals are solicited from interested and qualified U.S. firms. The administrative and
technical requirements as detailed throughout the Request for Proposals (RFP) will apply.
Specific proposal format and content requirements are detailed in Section 3.

COST will not be a factor in the evaluation and therefore, cost proposals should not be
submitted; upon detailed evaluation of technical proposals, one firm will be selected for contract
negotiations. The amount for the negotiated contract has been established by a USTDA grant of
U.S. $700,000.



14 CONTRACT FUNDED BY USTDA

The negotiated contract will be funded by USTDA in accordance with the terms and conditions
of its grant to the Grantee. The contract must include certain USTDA mandatory clauses relating
to nationality, taxes, payment, reporting, and other matters. The USTDA nationality requirements
and the USTDA mandatory clauses are attached at Annexes 3 and 4 for reference.



Section 2: INSTRUCTIONS TO PROPOSERS

2.1 PROJECT TITLE

The Project is called “Next Generation Network Infrastructure for Emergency Management
Project.”

2.2  DEFINITIONS

Please note the following definitions of terms as used in this RFP.

The term "Request for Proposals” means this solicitation of a formal technical proposal
including qualifications statement.

The term "Offeror" means the U.S. individual, or U.S. firm, including any and all
subcontractors, which responds to the RFP and submits a formal proposal and which may
or may not be successful in being awarded this procurement.

2.3  DEFINITIONAL MISSION REPORT

USTDA sponsored a Definitional Mission to address technical, financial, sociopolitical, .
environmental and other aspects of the proposed Project. A copy of the Report is attached at
Annex 2 for background information only.

24  EXAMINATION OF DOCUMENTS

Offerors should carefully examine this RFP. It will be assumed that Offerors have done such
inspection and that through examinations, inquiries and investigation they have become
familiarized with local conditions and the nature of problems to be solved during the execution
of the Technical Assistance.

Offerors shall address all items as specified in this RFP. Failure to adhere to this format may
disqualify an Offeror from further consideration.

Submission of a proposal shall constitute evidence that the Offeror has made all the above
mentioned examinations and investigations, and is free of any uncertainty with respect to
conditions which would affect the execution, and completion of the Technical Assistance.



2.5 PROJECT FUNDING SOURCE

The Technical Assistance will be funded under a grant from USTDA. The total amount of the
grant is not to exceed U.S. $700,000.

2.6 RESPONSIBILITY FOR COSTS

Offeror shall be fully responsible for all costs incurred in the development and submission of the
proposal or any other cost incurred by Offeror prior to issuance of an agreement or contract.
Neither USTDA nor the Grantee assumes any contractual obligation as a result of the issuance of
this proposal request, the preparation or submission of a proposal by an Offeror, the evaluation of
proposals, or final selection.

2.7 TAXES

Offerors should submit proposals which note that in Annex 4, USTDA Mandatory Contract
Provisions, USTDA funds are not to be used to pay taxes or duties under the laws of the Host
Country.

2.8 CONFIDENTIALITY

The Grantee will use its best efforts to preserve the confidentiality of any business proprietary or
confidential information submitted by the Offeror which is clearly designated as such by the
Offeror.

A Non-Disclosure Agreement shall be signed with the Offeror which is invited to negotiate the
contract. This Agreement shall not infringe on the Offeror’s obligations to provide information
to USTDA, including the confidential and public final reports.

2.9 ECONOMY OF PROPOSALS

Proposal documents should be prepared simply and economically, providing a comprehensive
and concise description of the Offeror's capabilities to satisfy the requirements of the RFP. There
is no necessity for expensive bindings, colored displays, or other promotional material unless
such material is absolutely pertinent to the proposal. Emphasis should be placed on completeness
and clarity of content.

2.10 SUBSTANTIVE PROPOSALS

The Offeror shall certify (a) that its proposal is genuine and is not made in the interest of, or on
the behalf of, any undisclosed person, firm, or corporation, and is not submitted in conformity
with, and agreement of, any undisclosed group, association, organization, or corporation; (b) that
it has not directly or indirectly induced or solicited any other Offeror to put in a false proposal;
(c) that it has not solicited or induced any other person, firm, or corporation to refrain from



submitting a proposal; and (d) that it has not sought by collusion to obtain for himself any
advantage over any other Offeror or over the Grantee or USTDA or any employee thereof.

2.11 CONDITIONS REQUIRED FOR PARTICIPATION

Only U.S. firms are eligible to participate in this tender. However, U.S. firms may utilize
subcontractors from the Host Country for up to 20 percent of the amount of the USTDA grant.
USTDA nationality requirements are detailed in Annex 3.

- 212 LANGUAGE OF PROPOSAL

All proposal documents shall be prepared and submitted in English, and only English.

2.13 PROPOSAL SUBMISSION REQUIREMENTS
The Cover Letter in the proposal must be addressed to:

ENG. MARCEL OPRIS

DIRECTOR

SPECIAL TELECOMMUNICATIONS SERVICE
323A, SPLAIUL INDEPENDENTEI

SECTOR 6, 060044 BUCHAREST

ROMANIA

TEL: +40 21 202 21 41
FAX: +40 21 311 20 39

An Original, two (2) hard copies and one (1) electronic copy of your proposal must be
received at the above address no later than May 14, 2008, 4:00pm local time.

Proposals may be either sent by mail, overnight courier, or hand-delivered. Whether the proposal
is sent by mail, courier or hand-delivered, the Offeror shall be responsible for actual delivery of
the proposal to the above address before the deadline. Any proposal received after the deadline
will be returned unopened.

Upon timely receipt, all proposals become the property of the Grantee.

2.14 PACKAGING

Each proposal must be sealed to ensure confidentiality of the information. The proposals should
be individually wrapped and sealed, and labeled for content including "original" or "copy number
x"; the original, two (2) hard copies and one (1) electronic copy should be collectively wrapped
and sealed, and clearly marked for content.

Neither USTDA nor the Grantee will be responsible for premature opening of proposals not
properly labeled.



2.15 AUTHORIZED SIGNATURE

The proposal must contain the signature of a duly authorized officer or agent of the Offeror
empowered with the right to bind the Offeror. The original Power of Attorney granting the right
to bind the Offeror shall accompany the proposal.

2.16 EFFECTIVE PERIOD OF PROPOSAL

The proposal shall be binding upon the Offeror for ninety (90) days after the proposal due date,
and Offeror may withdraw or modify this proposal at any time prior to the due date upon written
request, signed in the same manner and by the same person who signed the original proposal.

2.17 EXCEPTIONS

Firms agree by their response to the RFP announcement to abide by the procedures set forth
therein. Material modifications in the TOR or responsibilities of the parties will not be accepted.

Any exceptions in the proposal shall be clearly identified, and shall include the scope of such
exception, and its impact, on the procurement. The Grantee shall make final determination as to
the responsiveness of such exceptions and their acceptability.

2.18 OFFEROR QUALIFICATIONS

As provided in Section 3, Offerors shall submit evidence that they have relevant past experience
and have previously delivered advisory and Technical Assistance services similar to those
required in the TOR.

2.19 RIGHT TO REJECT PROPOSALS

The Grantee reserves the right to reject any and all proposals and to accept or reject any or all of
the items in the proposal, and to award the contract in whole or in part if it is deemed in the best
interest of the Grantee.

2.20 PRIME CONTRACTOR RESPONSIBILITY

Offerors have the option of subcontracting parts of the services they propose. The Offeror's
proposal must include a description of any anticipated subcontracting arrangements, including
the name, address, and qualifications of consultants and subcontractors. USTDA nationality
provisions are set forth in detail in Annex 3. The successful Offeror shall cause appropriate
provisions of its contract, including all mandatory USTDA clauses, to be inserted in all
subcontracts ensuing to ensure fulfillment of all contractual provisions by subcontractors.

10



2.21 AWARD

An award resulting from this RFP shall be made to the best qualified Offeror, taking into
consideration the evaluation factors set forth herein; however, the right is reserved to reject any
and all proposals received and, in all cases, the Grantee will be the judge as to whether a proposal
has or has not satisfactorily met the requirements of this RFP.

2.22 COMPLETE SERVICES

The successful Offeror shall be required to (a) furnish all supplies, supervision, transportation,
and other execution accessories, services, and facilities; (b) provide and perform all necessary
labor; and (c) in accordance with good technical practice, with due diligence, and in accordance
with the requirements, stipulations, provisions and conditions of this RFP and the resultant
contract, execute and complete all specified work to the satisfaction of the Grantee.

2.23 INVOICING AND PAYMENT

Deliverables under the contract shall be delivered on a schedule to be agreed upon in a contract
with the Grantee. The Contractor may submit invoices to the designated Grantee Project Director
in accordance with a schedule to be negotiated and included in the contract. Upon approval of
each invoice, the Grantee will forward the invoice to USTDA which will process payment to the
Contractor. All payments by USTDA under the Grant Agreement will be made in U.S. currency.

11



Section 3: PROPOSAL FORMAT AND CONTENT

To expedite proposal review and evaluation, and to assure that each proposal receives the same
orderly review, all proposals must follow the format described in this section.

Proposal sections and pages shall be appropriately numbered and the proposal shall include a
Table of Contents. Offerors are encouraged to submit concise and clear responses to the RFP.
Proposals shall contain all elements of information requested without exception. Instructions
regarding the required scope and content are given in this section. The Grantee reserves the right
to include any part of the selected proposal in the final contract.

The proposal shall consist of a technical proposal only. No cost proposal is required as the value
of the USTDA grant is established at U.S. $700,000.

Offerors shall submit one (1) original, two (2) hard copies and one (1) electronic copy of the
proposal. The electronic copy shall be in searchable .pdf format. Proposals received by fax or e-
mail cannot be accepted.

The following sections and content are required for each proposal:

Transmittal Letter,

Cover/Title Page,

Table of Contents,

Introduction and Executive Summary,

Company Information,

Organizational Structure, Management Plan, and Key Personnel,
Technical Approach and Work Plan,

Experience and Qualifications, and

Miscellaneous

Detailed requirements and directions for the preparation of each section are presented below.

3.1 SECTION 1: INTRODUCTION AND EXECUTIVE SUMMARY

An Executive Summary should be prepared describing the major facts or features of the proposal,
including any conclusions, assumptions, and generalized recommendations the Offeror desires to
make. Offerors are requested to make every effort to limit the length of the Executive Summary
to no more than five (5) pages.

12



3.2 SECTION 2: COMPANY INFORMATION
3.2.1 Company Profile

Provide the information listed below relative to the Offeror's firm. If the Offeror is proposing to
subcontract some of the proposed work to another firm(s), similar information must be provided
for each subcontractor. Offerors are requested to limit the length of the Company Profile
Information to one (1) page per firm.

1. Name of firm and business address, including telephone and fax numbers.

2. Year established (include former firm names and year established, if applicable).
3. Type of ownership and parent company, if any.

4. Project Manager's name, address, telephone and fax number, if different from (1).

3.2.2 Offeror's Authorized Negotiator

Provide name, title, address, telephone and fax number of the Offeror's authorized negotiator.
The person cited shall be empowered to make binding commitments for the Offeror and its
subcontractors, if any.

323 Negotiation Prerequisites

1. Discuss any impact of any current or anticipated commitments which may impact the
ability of the Offeror or its subcontractors to complete the Technical Assistance as proposed and
within the Project schedule.

2. Identify any specific information which is needed from the Grantee before commencing
contract negotiations.

3.3 SECTION 3: ORGANIZATIONAL STRUCTURE, MANAGEMENT, AND KEY
PERSONNEL

Describe the Offeror's proposed Project organizational structure. Discuss how the Project will be
managed including the principal and key staff assignments for this Technical Assistance. Identify
the Project Manager who will be the individual responsible for this Project. The Project Manager
must have the responsibility and authority to act on behalf of the Offeror in matters related to the
proposed Technical Assistance.

Provide a listing of personnel (including subcontractors and consultants) to be engaged in the
Project, either U.S. or local with the following information for key staff: position in the Project;
pertinent experience, curriculum vitae; other relevant information. If subcontractors are to be
used, the organizational relationship between the firms must be described.

13



A manpower schedule and the level of effort for the Project period, by activities and tasks, as
detailed under the Work Plan shall be submitted. A statement confirming the availability of the
proposed Project Manager and key staff over the duration of the Project must be included in the
proposal.

3.4 SECTION 4: TECHNICAL APPROACH AND WORK PLAN

Describe in detail the proposed technical approach and work plan. Discuss the Project
requirements as perceived by the Offeror. Include a brief narrative of tasks within each activity
series. Begin with the information gathering phase and continue through delivery and approval of
all required reports.

Prepare a detailed schedule of performance that describes all activities and tasks within the
Technical Work Plan, including periodic reporting or review points, incremental delivery dates,
and other Project milestones.

Based on the Technical Work Plan, and previous project experience, explain when and where
Offeror will require support from the Grantee. Detail the amount of staff time required by the
Grantee or participating agencies and any work space or facilities needed to complete the
Technical Assistance.

3.5 SECTION 5: EXPERIENCE AND QUALIFICATIONS

Provide a discussion of the Offeror's experience and qualifications which are relevant to the
objectives and TOR for the Technical Assistance. If a subcontractor(s) is being used, similar
information must be provided for the prime and each subcontractor firm proposed for the Project.
Relevant experience and qualifications of key staff proposed shall be provided including letters
of commitment from the individuals proposed concerning their availability for contract
performance.

As many as possible but not more than six (6) relevant and verifiable project references must be
provided, including the following information:

Project name,

Name and address of client (indicate if joint venture),

Client contact person (name/ position/ current phone and fax numbers),
Period of Contract,

Description of services provided,

Dollar amount of Contract, and

Status and comments.

Offerors are strongly encouraged to include in their experience summary primarily those projects
that are similar to or larger in scope than the Technical Assistance as described in this RFP.

14



Section 4: AWARD CRITERIA

Individual proposals will be initially evaluated by a Procurement Selection Committee of
representatives from the Grantee. The Committee will then conduct a final evaluation and
completion of ranking of qualified Offerors, and the Grantee shall promptly negotiate a contract
with the best qualified Offeror. If a satisfactory contract cannot be negotiated with the best
qualified Offeror, negotiations will be formally terminated. Negotiations shall then be undertaken
with the second most qualified Offeror and so forth.

The selection of the Contractor will be based on the degree to which the Offeror meets the
following criteria:

e Has experience assessing the state of telecommunication networks and developing
a vendor-neutral NGN strategy (maximum 15 points);

e Has experience performing business-case and return-on-investment analyses in
support of 3rd party NGN solutions development (maximum 15 points);

e Has experience applying generic requirements/specifications/standards for
communication networks and equipment used by international carriers (maximum
10 points);

e Has experience applying industry reliability and performance standards, i.e.
Network Equipment Building Standards (NEBS) for telecommunications
equipment designed for:

- Earthquake zones

- Environmental conditions (temperature, humidity, flooding, etc.)

- Electromagnetic Conduction (EMC) and Electromagnetic Interference
(EMI)

- Fire protection (maximum 10 points);

e Has experience developing specifications, RFPs or tenders for NGN equipment
and network management solutions (maximum 10 points);

e Has experience evaluating legacy systems (maximum 10 points);

e Has experience managing personnel with the technical expertise necessary to
develop different aspects of NGN (maximum 5 points);

e Has prepared a work plan that reflects an understanding of the Terms of
Reference, and of the goals and situation of the Grantee (maximum 25 points).

The Offeror shall include in the proposal a cross reference table, indicating the chapter and page
where the detailed information for each criterion could be found as in following example.

Criterion Cross reference

Has experience assessing the state of telecommunication networks and | Chapter, page
developing a vendor-neutral NGN strategy

Proposals which do not include all requested information may be considered non-responsive.

Price will not be a factor in contractor selection.

15




ANNEX 1

FEDBIZOPPS ANNOUNCEMENT



ENG. MARCEL OPRIS, DIRECTOR, SPECIAL TELECOMMUNICATIONS
SERVICE, 323A, SPLAIUL INDEPENDENTEIL SECTOR 6, 060044 BUCHAREST,
ROMANIA; TEL: +40 21 202 21 41, FAX: +40 21 311 20 39

R — ROMANIA: NEXT GENERATION NETWORK INFRASTRUCTURE FOR
EMERGENCY MANAGEMENT PROJECT

POC Evangela Kunene, USTDA, 1000 Wilson Boulevard, Suite 1600, Arlington, VA
22209-3901, Tel: (703) 875-4357, Fax: (703) 875-4009. Romania: Next Generation
Network Infrastructure for Emergency Management Project (“Project”). The Grantee
invites submission of qualifications and proposal data (collectively referred to as the
"Proposal") from interested U.S. firms which are qualified on the basis of experience and
capability to perform Technical Assistance (“TA”) with the development of a Next
Generation Network (“NGN”), which will upgrade existing telecommunications
infrastructure and improve the Romanian government’s capacity to manage possible as
well as actual emergencies.

The Grantee is a public institution of the Host Country, organized and functioning under
the Law no. 92/1996, that oversees and coordinates information and communications
technology activities for public authorities and others as specified by law. The Grantee is
responsible for providing communications network services for emergency management
(including multiple emergency management agencies within government as well as first
responder organizations). In the first phase of a World Bank Hazard Risk Mitigation and
Emergency Preparedness Project being implemented in Romania, plans were made for an
Emergency Management Information System (EMIS). Though EMIS is not yet officially
underway, realization of the Project will ensure the proper functioning and capacity for
the EMIS system and its various software applications (many of which use image data
and other high-data volume files).

More generally, existing telecommunications infrastructure in Romania is limited in its
functionality, bandwidth capacity, geographical reach and transmission/storage security.
The Romanian government, through the Grantee, intends to develop an NGN that will
address these shortcomings via a comprehensive ICT system upgrade. In addition to its
explicit objective — enabling considerable, sweeping improvements in emergency
management and response capabilities across the nation — the Project will provide a
functional blueprint for future ICT upgrades in a number of other areas, which ultimately
will result in the Romanian government’s total reliance on a faster, more dependable and
entirely interconnected telecommunications infrastructure in and among ministries and
other facilities.

The Grantee requires the services of a Contractor to complete the following Tasks for this
Technical Assistance:

TASK 1: Network Infrastructure Assessment
TASK 2: Satisfying EMIS Performance Requirements
TASK 3: Blueprint for Next-Generation Emergency Management Network



TASK 4: Enhanced Network Functionality and Capacity to Support Geospatial
Information Systems and Critical Incident Management Systems

TASK 5: Planning and Advisory Services

TASK 6: Implementation and Financing Plan

TASK 7: Development Impact Analysis

TASK 8: Regulatory Review and Preliminary Environmental Analysis

TASK 9: Final Report

The U.S. firm selected will be paid in U.S. dollars from a $700,000 grant to the Grantee
from the U.S. Trade and Development Agency (USTDA).

A detailed Request for Proposals (RFP), which includes requirements for the Proposal,
the Terms of Reference, and a background definitional mission report are available from
USTDA, at 1000 Wilson Boulevard, Suite 1600, Arlington, VA 22209-3901. To request
the RFP in PDF format, please go to:
https://www.ustda.gov/USTDA/FedBizOpps/RFP/rfpform.asp.

Requests for a mailed hardcopy version of the RFP may also be faxed to the IRC,
USTDA at 703-875-4009. In the fax, please include your firm’s name, contact person,
address, and telephone number. Some firms have found that RFP materials sent by U.S.
mail do not reach them in time for preparation of an adequate response. Firms that want
USTDA to use an overnight delivery service should include the name of the delivery
service and your firm's account number in the request for the RFP. Firms that want to
send a courier to USTDA to retrieve the RFP should allow one hour after faxing the
request to USTDA before scheduling a pick-up. Please note that no telephone requests for
the RFP will be honored. Please check your internal fax verification receipt. Because of
the large number of RFP requests, USTDA cannot respond to requests for fax
verification. Requests for RFPs received before 4:00 PM will be mailed the same day.
Requests received after 4:00 PM will be mailed the following day. Please check with
your courier and/or mail room before calling USTDA.

Only U.S. firms and individuals may bid on this USTDA financed activity. Interested
firms, their subcontractors and employees of all participants must qualify under USTDA's
nationality requirements as of the due date for submission of qualifications and proposals
and, if selected to carry out the USTDA-financed activity, must continue to meet such
requirements throughout the duration of the USTDA-financed activity. All goods and
services to be provided by the selected firm shall have their nationality, source and origin
in the U.S. or host country. The U.S. firm may use subcontractors from the host country
for up to 20 percent of the USTDA grant amount. Details of USTDA's nationality
requirements and mandatory contract clauses are also included in the RFP.

Interested U.S. firms should submit their Proposal in English directly to the Grantee by
4:00pm local time on May 14, 2008 at the above address. Evaluation criteria for the
Proposal are included in the RFP. Price will not be a factor in contractor selection, and
therefore, cost proposals should NOT be submitted. The Grantee reserves the right to
reject any and/or all Proposals. The Grantee also reserves the right to contract with the
selected firm for subsequent work related to the project. The Grantee is not bound to pay
for any costs associated with the preparation and submission of Proposals.




ANNEX 2

BACKGROUND DEFINITIONAL MISSION REPORT!

1 ¥Please note that the Definitional Mission Report is included for background information only. The selection
criteria and TOR in the Report differ from those found in the above RFP.
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NGN Network Infrastructure for Emergency Management in Romania

A. Executive Summary

Host Country Romania )
Project Name MNext Generation Network Infrastructure for
| Emergency Manapement in Romania
Sector | Telecommunications / Environment
Region - { South East Burope
Location N Bucharest, Romania
Investment Required : $47,000,000
Export Potential B | 843,500,000
Project Grantee . | Special Telecommunications Servige

Project Location: The Project is based in Bucharest, Romania,

Project Deseription: The Special Telecommunications Service (STS) has a commitment
to develop a Next Generation Network (NGN) Project in support of the emergency
management information system. This Project is described as the STS vision to

*  upgrade the existing national network Infrastructure in order to increase
bandwidth capacity and capabilities to offer expanded services, while at the same
time increasing religbility and quality of service;

" extend the network geographically from existing points of presence iato the main
city of each of the counties in Romania to offer an equal level of services (voice,
dats, video, mobility);

»  establish a nutional data and recovery center as an essentin] requirement in times
of crisiy; and

*  strengthen the securily services over its networks via NGN-enabled encryption
snd other secarity features.

The Project will extend and upgrade the 8T8 network to a high-bandwidth, hlgh-
reliability and secure infrastructure in order to provide the necessary level of
service to the General Inspectorate for Emergency Situations (GIES), Emergency
Operational Center (EOC) and Hs participating agencies to support emergency
management,

This Project is the first step in defining the hardware and software requirements for

The STS requests the assistance of the U.8. Trade and Development Agency (USTDA) in
tunding Technical Assistance (TA) in order to precisely define the requirements for the
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NGN Network Infrastructure for Emergency Management iy Romuania

Project, determine budgetary needs and prepare speeifications for the systems to be
purchased.

Project Sponsor’s Capability and Commitment: The 8T8 is a state-owned company
which provides telecommunications services for Romanian public authorities and other
users as specified by law. The major customers/clients supported by 8T8 include
Parliament, the Presidentisl Administration and the Government (i.e. ministries, national
companies and technical institutes),

Incentives for Implementation: There is considerable urgency in establishing network
connectivity and sapacity to support the emergency information management systens that
is currently being tendered, and in providing network support for the emergency
operstions center that is cnrrently under constroction.

Barriers to Implementation: The main barcier to implementation is the enrrent lack of
puidance abd documentation on the technieal and capital requirements of the NGN.
These are necessary to obtain final approval and funding for the Project. This barrier will
be addressed by the TA.

Implenientation Financing: The 8TS is seeking funding for the NGN from the Ministry
of Finance, from the Government of Romania (GOR) budgets of the ministries which it
serves, and from BU Structural and Cohesion Funds, Financing for portions of the
nietwork to suppert emergency operations will be forthcoming from the Work Bank
Project. The STS has already received a commitment from the Ministry of Rinance to
fundd a portion of its network investment using Schengen scquis funds (20 million Buros).

U8 Export Potentlal: The technologies and solutions offered by 1S, vendors for NGN
represent the standard thet the 8T8 seeks to meet in extending and upprading its own
network. The STS would lke to procure technologies from U.S. suppliers for the NGN
Project. Potential exports of ULS. equipment, software, and engineering services are
estimated at $43.5 million,

Foreign Competition and Market Entry Issues: There is strong competition for U.8,
telecormunications teclmologies from major European vendors and systems integrators,

Development Impact: A NGN is necessary to support the emergeney management
system in Romania. This network is an enabler for operations centers and collaborative
activities which are necessary for rapid responses that limit the loss of life and property,
as well a5 damage to economic resources and social institutions. The technologies
enabled by the NGN are used for eatly watning, situation assessment and the creation of
a common operational picture to lessen the impact of digasters on development. They are
used to hasten recovery and 4 return to normal economic and social development.

Impact on Environment: This Project will have a positive impact on the environment,
It will enable emergency operations activities to better respond to natural and
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__NGN Network Infrastructure for Emergency Management in Romania

technological disasters that threaten the environment, lessening damage and hastening
repair and restoration. ;

Impact on U.S. Labor: This Project will have a positive impact on U.S. labor through
purchases of goods and services from ULS, squipment manufacturers, software vendors
and engineering firms. ,

Qualifications: The key personnel must have experience with the design and
implementation of complex telecomnmnications networks, as well as NGN technologies,
The Contractor must have in-house experience in the development of network assessment,
network testing, and developing NGN technologies.

Justifieation: Improved coordination in response to emergency situations and disasters
will result in great benefits to Romanda, its citizens and to the countries in the region,
The execution of the TA will assure that leading U.8. suppliers of high-tech equipment
and services for emergency operations will be in a favorable position to supply
equipment to the STS and other countries in the region as the Project moves forward.
Total American exports are expected to be in the range of $43.5 million.

Abm of the Terms of Reference: Itis the objective of the terms of reference to extend
and upgrade the STS network to a Next Generation Network in support of the Emergency
Management Information System anid the Emergency Operations Center.

Qutline of the Terms of Reference: The Terms of Reference (TOR) are presented in a
series of tagks, swmmarized as follows:

TABK 1: Metwork Infrastructure Assessment

TASK 2: Satisfying EMIS Performance Requirements

TASK 3: Blueprint for Next-Generation Emergency Management Network
TASK 4: Enhanced Network Functionality and Capacity to Support Geospatial
Information Systems and Critical Incident Management Systems

TASK 5: Planning and Advisory Services

TASK 6 Implementation and Financing Plan

TASK 7: Development Impact

TASK B: Regulatory Review and Environmental Analysis

TASK 9: Final Report

Perlod of Performance: The period of performance for this TA is projected to be
twelve (12) months,

Budget: USTDA support is recommended for this TA in the form of a grant of $700,000
to the 8TS.

Recommendations: USTDA support is recommended for this TA in the form of a grant
of §760,000 to the STS.
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NGN Network Infrastrocture for Emergency Management in Romania

B. Project Description

Host Couniry Bomanis
Projert Nams Woxt Goneration Mebwork
Infrasteucture for Emurgency
_ 7 Management in Bomanis
Beetor Telecommpsications f
Brvironmient
 Begion Bouth East Burops
Location Bucharest, Romania
trvestment Reguired | 47,000,000
 Bxport Pofential | $43,300,000
Project Cragtes Specisl Televomaumications
Sorvice

Project Location: The Project is based in Bucharest, Romania,

Project Overview: The Special Telecommunications Service (8T8) is responsible for
developing a Next Generation Metwork (NGN) to support the requirements of the
Emergency Operations Center (EOC) and the Emergency Management Information
System (EMIS) of the General Inspectorate for Bmergency Situations {GIES) as part of
the overall Hazard Risk Mitigation and Emergency Preparedness Project {HRMEP).

The Special Teleconwunications Service (5TS) is a state-owned company which
provides telecommunications services to Romanisn public suthorities, The major
customers/clients supporbed by 8T8 include Parlinment, the Presidential Administration
and the Government (i.e. ministrics, national companies and technical institutes),

The STS delivers telecommunications services (voice, data and video) that support the
decision making process and sustain the functions of governance, security and public
safety, These services play a major role in day-to-day activities, a5 well as doring natural
or man-made emergencies,

The existing 8T8 network has limitations in terms of bandwidth capacity and capabilities
1o offier expanded gervices

Fundamentally, the Project will extend and spgrade the 5TS network to a high-
bandwidth, high-reliability and secure infrastructure in order to provide the
necessary level of service to the GIES, the EOC and its participating agencies o
support emergency management.
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NGN Network Infrastructure for Emergency Management in Roemania

STS Next Generatlon Network Project

The vision of the 8T8 is fo upgrade the existing nationad network infrastracture in order
to increase bandwidth capacity and expand service capabilities, while at the same time

" improving reliability and service quality. The STS seeks s NGN in order ty
accommodate the higher throughput requived by new applications and systems, in
particular those required by the EMIS, EOC and satellite agencies for emergency
management, involving over twenty institutions. NGN technology is necessary in order
to manape the huge increase in traffic from the complex communications requirements of
emergency management, a5 well 83 to provide a higher level of service to governmental
apencies overall,

At the same time, the 813 vision is tp extend the network geographivatly from existing
access points info the main city of each of the counties in Romania to offer an equal level
of services (voice, data, video, mobility}. The STS intends to implement NGN
technologies in line with the trends of the teleconsmunications equipment market in terms
of intcrfaces and gateways, and to support the convergence and integration of services fo
achieve full imeraperability for data exchange among Romanian government ministries,
as well as European institutions, and to define and develop a common operating
environmendt,

Another priotity of the STS is to establish a national data and recovery center as an
essential requirement in times of crisis, The continuity and availability of services for
governmental authorities is crucial when speaking about sawing lives, property, the
ervirorment, the national critical infrastructure in the event of natural disasters, such as
earﬁ}quakes, floods, earth slides, fires, or man-made disasters, such ss chemical accidents
or terrorist attacks.

The 8T8 is rﬁgpaﬂsfhle for eyber security and the protection of the confidentiality of
commuaications for its customers. As such, a priority of the STS is to strengthen the
security services over its networks via NGN-enabled encryption and other security
features,

Emergency Operations

Under the HRMEP project, the GIES is building an EOC and establishing
communications links (o the ministries, police, gendarmerie, the Judets {counties), NATO,
and critical environmental institutions such as the National Institute for Farth Physics and
the Emergepey Situation Mansgement Directorate. Efficient emergency responss and
coordination require that the operstions centers of parficipating agencies and entities be
linked through o telecommunications network built and managed by the 8TS.

ET12 Bystem

The STS operates the E112 system in Romania. E112 is the universal emergency number
in the EUJ; it is the equivalent of 9-1-1 in the US. The B112 system includes a public
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NGN Netwaork Infrastructure for Emergency Management in Remania

service answering point (PSAP), commonly termed s “call center”, connected to the
intervention forces (L.e. Police, Medical Services, Fire Brigade, Gendarmerie) in
Bucharest and in each county of Romania, but at the present time the network does not
extend to the BOC, ner does it provide sufficient bandwidth capacity to support large
volumes of real-time data and video. The E112 System, based on & common set of
telecommunication technologies, is the point where the networks of the various sectors
involved in emergency management in Romania converge.

The E112 System should be extended to all public sdministration systems as a tool for
localizing the response to emergency situations.

Telecommunications Program Support

The Project will provide support and tectmical expertise to the 8TS for the design and
implementation of a telecommunications network to support its activities with the
following entities:

GIES {BOC)

E112 intervention agencies (dispatch operations)

Judets {operations centers) ’

Other participating agencies {data collection and dissemination)
Fixed and mobile public operators (private sector service providers)
Technology praviders {equipment and applications vendors)

" X E ® ¥8 3

C. Project Sponsor’s Capability and Commitment
Spectal Pelecommunications Service

The 5TS is a central entity that organizes and coerdinates special telecommunications
activities for Romanian public authorities and others as specified by law.

Special telecommunications inelude any emission or reception of signals, writings,
images, sonnds or information that is transmitted by wire, radio, optic systems or by other
electromagnetic systems,

The BTS serves the following Romanian public authoritics:

Parlisment

Presidential Administration

National Defense, Security and Law Fnforcement

Central and local public administeation

Judicial Authorities

Supreme Court of Justice

Public Ministries

Leading governmental and national-interest non-governmental bodies

® & B X B A M N
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NGN Network Infrastructure for Emergeney Management in Romania
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Governmental Network Managed by the $15
The responsibilities of the 8T are o

*  manage, operate and develop the special telecormmunications networks under its
management or assigned to it for use;

» develop programs and documents for the modernization, development, operation
and maintenance of the special telecommumications netwarks:

* establish communications security polivies and ensure systematic protection of
the information handled by the special telecommunications networks according 1o
national information protection standards; \

*  manage and secure government-assigned frequency bands used to achieve its own
logal mandates as well as those of other justice and security-oriented institutions;

* monitor and record, for secarity purposes, activity scross the government-
assigned frequency bands under its management;

*  develop co-operative relations with other defense-oriented institutions and
provide special communications services to the High National Headquarters and
the National Command and Control Authority;

*  co-operate with defense-oriented institutions and other, similarly-focused fegal
entities in order to harmonize and ensure compatibility among their
comnmunication systens;

» instull, operate and maintein the National Unigoe System for Emergency Calls {i.e.
112} agenrding to established quality requirements;

» apply procedures related to Public Key Infrastructurs technology within the
national system of defense;
organize an clectronic sipnature authentication system;

» go-operate with the Ministry of Administration and Interior to apply specific
messures for integrated national border management; and

= provide telecommunications services for private or public persons, according to

REILLY ASSOCIATES T 10




NGN Network Infrastruviure for Emergency Management In Romaniy

ST5 Network Reguirements for National System of Emergency Management

Examination of the reguirements for the National Emergency Management Systam
{(NEMS}) and discussions with GIES® and 8T5" technical experts reveal major challenges
to meeting bandwidth requirements {data, voice, video and other applications) using the
existing infrastructure. '

The 8T8 is very well positioned for conmunications between the Bucharest hub and the
counties, However, the STS ATM core must make room for the IP core with interfaces
more suitable for high-bandwidth requirements.

Natwork Struciure (TS}

Other than high-bandwidth requirements, major telecommunications support issues for
the NEMS are:

= high-capacity interconnection between different networks {e.p. GIES, 5T8) and
primary data, which is obtained through sensors run by the National Institute of
Meteorology and Hydrology, the Romanian Seismic Network Acquisition Center
and the National Agency for Environment Protectiors;

» call privritization in emergency situations; and

»  terconnectivity for first responders from different organizations.

REILLY ASSOCIATES ' I




NGN Network Infrastructure for Emergency Management in Romania

Communleations Teclmologies (STS)
Emergency Management Information System

An Emergency Management Information System (EMIS) is part of the World Bank’s
Hazard Risk Mitigation and Emergency Preparedness Project.

The World Bank consultation for the EMIS ok place in two phases. The first phase
included a feasibility study, EMIS design, and the establishment of detailed technical and
funetional specificatinns in preparation for procurement. The second phase is supply and
installation of a fully integrated system, The Invitation Tor Bids has been announced,
Bid submission date is December 7, 2007,

The EMIS will be a coordinated system of information management meant 1o collect,
analyze and share data in real time between the responsible emergency management
authorities. The EMIS ix designed to ensure the timely gathering of information as well
as s storage, processing, display and dissemination. Information will be shared between
the national EOC and the operations centers of the various ministries and public
institutions that hold emergency management responsibilities. The national BOC will
exchange information with the county-based emergency operational centers, which will
likewise be able to exchange information among themselves. The system will have
national coverage, Intermationally, information sharing will take place between the
national BOC, the UN Office for the Coordination of Humanitarian Affairs, the NATO
Buro Atlantic Disaster Response Coordination Center (BADRCC), and the BU
Monitorimg and Information Cender.

REILLY ASSOCIATES ' 12




NGN Network Infrastructure for Emergency Management in Romania

The EMIS is expected to achieve the following objectives:

= Engure data copunumnications within the NEMS on national, regional and local
bases

*  Ensure that information required for decision making is available at all levels

* Interconnect existing systems in order to ensure full interoperability

»  Collect and process data delivered by all interconnected systems

= Process information and establish two-way communications{from/to uger) in
aceordance with legal responsibilitics

*  EBngure confidentiality according te NATO, BU and Romanian vepulations

®

- Preserve operability in case of disasters
*  Support routine activities of all institutions comprising the NEMS

The communications and information sharing requiréments of the EMIS exceed the
capacity of the cxisting STS network. The NGN Project offers the connectivity and
capacity to provide necessary support services to the national EOQC and other
emerpgency operations centers.

Mext Generation Network

Next Generation Network (NGN) is a term that refers to the convergence of networks,
inchuding the public switched telephone network (PSTN), the data network (Lo, the
Internet) and, in some instances, the wireless network as well, The NGN is used to
suppert afl types of services over the packet-based fransport network, ineluding voice
wlephony services, data, video, multimedia, advanced broadband and management
applications.

Definition: Next Generafion Network

A Next Generation Network (NGN) is a packet-based network sble to provide services
including Telecommunication Services and able to make use of multiple broadband,
QuoS-enabled transport technologies and in which service-related functions are

| independent from underlying transport-related technologies. It offers unrestricted access
by users to different service providers. It supports generalized mobility which will allow
consistent and ubiquitons provision of services to users,

Soues: TTUET

The key elements of NGIV that relate to STS support for emergency management in
Romania are data services, multimedia services, virtual private networks and unified
messaging.

The S5TS must provide new services to its clients, reduce operating costs and position
itself strategically with respect to NGN mchmlmgy It must take advantage of itg core
competencies snd prepare for the emerging tolecommunications environment, In this
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NGN Network Infrastructure for Emergency Management in Romania

way the STS will prime itself for a seamless transition to NGN realization, from the cere
to the periphery of the network,

The STS must additionally pursue NGN-compatible architeetures in order to offer value-
added services. This will result in achievement of the primary goal: ensbling users to get
the information they want, in any media/format, using any facility, at any time, anywhere,
ard in any volume; in short, engendering ubiquitous, real-time, multimedia
communications. This consistent, singular approach will reduce costs by eliminating the
existing inefficiencies of service-specific, proprietary, non-reusable solutions,

This Project is the first step to defluing #he hardware and soffware requirements for
the 8T8 over the next five years.

Incentives for Implementation: There are ample incentives for implementation of the
Project. There is an urgent need to extend and upgrade the network.

The most pressing incentives are the EMIS that is being tendered as part of the World
Hank Project and the network support requirements for the national BOC which is
currently under construction,

Barriers to Implementation: The main bartier to implenientation is the current lack of
guidance and documentation on the technical and capital requirements of the NGN,
These are necessary to obtain final approval and funding for the Projeet.

Legal Regulatory Framework: The STS is a central entity that organizes and
coordinates special telecommunications activities for Romanian public authorities and
others as specified by luw.

The activities of the 8T8 are organized and coordinated by the Supreme Council of
Nationial Defense, and sre under the control of the Romanian Parliament, threngh the
Defense, Law Enforcement and National Security Commissions in the two Chambers of
Parliamient,

FProject Cost Estimate: The estimated capital expenditures required for the Project will
be on the order of U.5. $47.0 million, mostly for hardware, softwars and engineering
gervices,

D. Implementation Financing

The 8T8 is secking funding for the NGN from the Ministry of Finance, from GOR
budgets of the ministries which it serves, and from BU Structural and Cohesion Funds.
Finaneing for portions of the network fo support emergency operations will be
fortheoming from the Work Bank Project. The STS has already received & commitnent
from the Minstry of Finance to fund a portion of the NGN investment using Schengen
acquis funds (20 million Ewros).

REILLY ASSOCIATES , 14
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Implermentation financing is available from multiple sources: the GOR national budget,
BU prograrms, the EBRD, the World Bank and the US Export Impert Bank. Tn addition,
private seetor financing i available from ULS, corporations in the form of discounts and
public-private partnerships with the national government.

Ewrepean Union Fost-nccession Famdy
As s Boropean Union member, Rorania will benefit from post-aceession funds which

are significently larger than pre-accession funds. The total amount of Stroctural and
Cohesion Funds allocated for Romania for the period 2007-2013 is €19.668 billion,

Past-Accession Funds
Financial Perspective 2007 - 2013

Acecording to the Financial Perspectives 20072013 agreed at the Furopean Council in
December 2005, Member States whose average 20012003 per capita GNI (PP} is under

40% of the E1J-25 sverage are entitled to receive a maxioum level of Struchural
Instruments transfers of 3.7893% of their GDP.

The entire territory of Romanis s eligible onder the “Convergence” objective, given that
per capita GDP (PPE) of every NUTS I region is below 75% of the B13-25 mmragﬂ.
Romania will also receive financing under the “Buropean Territorial Co-operation™
objective, for actions of cross-border, transnational and inter-regional cooperation,

Az a Member State who has a per capita GNI(PPP) of less than 90% of the EU-25

averape, Rommania will benefit from the Cohesion Fand. In order to reflect the significant

| needs of new Member States in terms of transport and environment infrastrocture, the

| share of the Cohesion Fund will be set at one third of the total financial allocation
(Struetural fands plus Cohesion Pund) for the new Member States on average over the

period 2007-2013.

Totr] Financial Allocation Structural and Cobhesion Fands for Romania
200¥7-2013 for Romania:

19.7 biltion Euro

Bouree: Struetural Fends of the European Uion, Ministry of Public Finance, Govermmant of Romsanis
{Managrmiont Authority for WSBT}, June 5, 2007,

The funds are meant to increass market competition, improve transportation and
environmental infrastructure, strengthen mgmnai {Sﬁvaiﬂpmant stregmline human
resources processes, and sirengthen administrative capacity in onder to speed up
economic convergence throughout the BLL
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INGN Network Infrastructure for Emergency Management in Romania

Stroetural and Cohesion Funds are the finsncial instroments of the BU Cohesion Policy.
They consist of three structural compenents: the European Regional Development Fund,
the Buropean Social Fund, and the Cohesion Fund,

The 2007-2013 National Strategic Reference Framework (NSRF) i & reference document
for alloeating Structural and Cohesion Punds, Amiong the stated priorities are getting
basic infrastructure in line with Evropesn standards and building more effective
administrative capacity. The STS NGN Project reflects these priorities,

Structural and Cohesion Funds are allocated by operational programa in varions sectors;
the program for admindstrative capacity development is the one muost applicable to the
8TS NGHN Project. This program is geaved toward Improving ICT for regional and loeal
public infrastructure, developing a market for next-generation products and service
connections, and building up integrated information systems. The STS MNGN Projectis a
perfect fit for this program,

U.8. Company Eligibility for Structural Fands
There are no overt prohibitions apainst the participation of Enropean-based companies

of U.5. parentage, cither as developers of or suppliers to projects supported partially by
the Structaral Punds, or as bidders on subsequent public tenders related o such projects.

U.S. Firm Eligibility

*“Eligibility to receive funding for projects is restricted to Europe-based firms, However, ~

U.8. firms may participate in projects receiving B funding via two methods. 1) U.8.
subsidiaries located in any of the 25 BEwropean Union countries, and legally registered, are
ponsidered "Huropean frms”, and, a5 such, ary eligible and 2) 118, firms without
Buropean subsidiaries may partner with a Buropean firm {o be eligible for a particular
project, An EU-based local partuer is required to ensure aceess to fimding.™

Sovurce: BC-fanded Programs: Grants, TLS. Mission to the Burapesn Union

The 118, companies that are potential suppliers to the NGN Project are considered
“Entopean firns™ by the above definifion, and therefore qualify for Stractors] Funds
financing.

Praject Co-financing by Conutry

Tt is important to note that each project financed through Structural and Cohesion Funds
requires co-financing from national suurces. 1t is the responsibility of the project
applicant to obtain matching funds from public andfor private sources in the host country,
Toward this end, there are no restrictions on U.S, companies receiving project funding at
the national lewel.
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Along with the €20 billion Structural and Cohesion Funds from the European Union,
Romanian sources will have to provide roughly €5 billion in co-financing. Every project
developed with Structural and Cobiesion Funds will require a 15-30% contribution from
national sources in Romania, ag very few projects can be finsnced with BU funds
exclusively,

Fund Absorption
Absorption of EU funding is a major issue in Romania, 35 it has not developed qualifying
projects at a sufficient rate to absorb the Structural and Cohesion Funds that have been

allocated. Presently the absorption rate is below 40%; spending BU Structural Funds has
thus become a priority for the GOR.

The 8TS NGN Project is eligible for EU funding, The TA will provide the ST5 with
the necessary technical documentation to prepare a qualifying project proposal and
apply for funding.

. E. U.S, Export Potential

USTDA support for this Project is fully justified by the significant export potential for
1.8, vendors that the Project will create. STS expects that Project investments will total
approximately %47 million, of which exports from the United States will comprise nearly
$43.5 million.

Putential Cost and Export Potential

Project cost and Export Potential are shown in the table below.

Projeet Cost and Expori Potential

000)
; v Project wUs
Category  Cost Sourced Exports
1P Switching Equipment $3,000 100%  $8,000
Backbone and Edge Routers 55,000 160% 55,000
Optical Switching BEquipment for s .
Fiber Networks $4,000 100%  $4,000
Add/drop Multiplexers $3,500 100%  $3,500
Server and Computing Equipment $4,500 100%  $4,500
Encryption Devices and Software §2,500 B0 §2,000
Firewalls 21,500 80% 81,200
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Network Management and - ontr
Inventory Sofiware $12,000 BO%% $9.600

Provisioning Systems $3,000  100%  $3,000
Engineering Services $3,000 © 90%  $2,700
Total 47,0400 DA% 43,500

Future Networks

The govemment network to support emergency management is only one of twenty-three
managed by the STS. Depending on interdependencies and the extent of equipment
collocation, 1t is reasonable to expect that betsveen ten snd filkeen of these networks will
need o be extended and upgraded to NGN inthe next five to eight years. Technical
engineering and systems configuration similar to those demanded for the NGN Project in
question will therefare be needed for farther NGN projects. In this case, it is reasonable
to estimate that the equipment and services to be specified will approximate thosge in the
curpent Project, and that increased exports will vesult by a factor of at least ten, or 5400
toiil o,

US Sources of Supply

Major TLS, companics that would provide the equipment, software and services necessary
for the Project are listed in the table below. Dozens of smaller companies and
independent contractors that provide software development services are potential vendors
ax well.

Major Equipment & Service Providers
ADVA Optical IPC/Positron
Avaya Juniper
Avici Systems Mindspeed Technologies
Bay Networks Muotorola
Cisco Mortel Metworks
Cienna Polycom
Cortina Systems RAD
Dell BAIC
H-P Teleotdis
mM Tellabs
Infinera ICOM

LS telecommmunications equipment manufacturers and service providers have exprossed
an interest in NGN projects and responding to future tenders. NGN projects are the top
priority of companies supplying equipment and services to telecommunications providers
inn Romania, indeed the world.
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F. Foreign Competition and Market Entry Issues

Buoropean firms have an advantage in the Romanian market due to geographicsl
proximity and historical trade patterns. European mammfacturers such as Aleated,
Siemens, Phillips and Bricsson have a significant presence in the region for network
infrastructure hardware and software. These firms consistently compete with 1.8, firms
in this region, Local industry capabilities are Bmited in services, software and gome
hardware equipment areas,

ULS. telecommunications equipment is very well-received in the RBomanian market.
Some 1.5 -based manufhciurers with & presence in Romants include Avaya, Hewlett
Packard, Cisco, 3Com and Bay Networks. However, the Romanian market romaing
dominated by European producers such as Siemens, Ericsson, Nokia and Aleatel,

G. Development Impacts

This Project will bave a positive impaci on the Romanian sconomy by encouraging the
development of N(Ng in multiple critical sectors of the Romanisn economy, both public
and peivate.

Extending and vpgrading Romania’s ICT infrastrocture will enhance the capabilities and
eHficiency of the emergency management system, and will thus have a significant and
positive impact on development. A strengthened emergency management system is an
essential precondition for further development in other areas of the economy, not least
because of the implications it carries for protection of life and property.

This Project will have a positive impact on the development of human capital by
expanding the need for support personnel thronghout the ICT sector,

Additional educational and job training opportunities are likely to accompany
deployment of the NGN, leading to increased professional opportunities for ICT students
and the eventual creation of small businesses to provide network management and
maintenance services,

The positive development impact of this Project from ks contribution to the
proteciion of lives and property cannot be overestimated,

Developmient impact in USTDA-delineated areas is described in the paragraphs befow,
Infrastracture: The Project will be the backbone of end enabler for the emergency
management sysiem in Romania. The establishment of a NGN will lead the development
of teleconmunications infrasteuchure nationally and regionally.

Substantial improvemends are to follow from the networks built and equipped as a
gonsequence of this Project. Repional operations centers will benefit from collaboration
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and communication tools in use during non-emergency operations (such as those of the
police and fire brigades) ag well ag during actual emerpencies,

Further positive impact is foreseeable from increased investrent due to infrastrncture
mprovements and employment growth in technology-related industries,

Market-Oriented Reforms: This Project will expand service offerings snd ihf:r;%hy
encourage market-oriented reforms in sectors that supply and maintain fechnologies for
ICT networks.

Creation of demand for NGN technology, under competitive contraet for the systems
themselves, will be another driver of murket-oriented reforms,

Reinforcement of market oriented reforms, including standards and specifications related
to MGN technology, will become evident as this Project materializes.

Human Capacity Building: Human capacity building related to this Project will start
with the design engineering of the NGN and grow throughout the implementation stages.
Tt will increase atongside the demand for highly trained technical personnel that will be
needed to maintain equipment, upgrade software, and provide notwork management and
maintenance services,

Technologies training will be provided to those individuals who install and maintain the
sguipment as port of network enbancements.

technol ﬁgy transfers.

The use of integrated computer telephony hardware and software for multimedia
collaboration between emergency and operations personnel is another major area where
technology and skills will be transferred. This includes the use of location identification
technologies for both wireless and voice-over-internet (VolIP) applications,

Produetivity Improvements: A NGN allows for communications and collaboration that
significantly reduces response times during emergencies. This is the single most
beneficial impact of 8 NGN in terms of saving lives and protecting property. The Project
will s:gmf“ cantly improve the effectiveness of resource utilization amony first responder
unity, increasing their efficiency and productivity.

H. Impact on the Environment

This Project will have 2 positive impact on the environment. An important positive resalt
from the Project — the establishment of a NGN and consequent improvements in
emergency management — will be the enbanced capability of the 8T8 to respond to and
mitigate environmental threats such as those related to floods, chemical spills, pollution,
and forest fires. Through the Project, the NGN will enable the BOC to monitor fire
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*  Have a track record of vendor-neutrality, without allegiance to any NGN
telecommunications equipment vendors (5 points);

*  Prepare a work plan that reflects an understanding of the Terms of Reference, and
of the goals and situation of the STS (10 points).

K. Justification

The improved telecommunications capabilities to support emergency management that
result from this Project will be of great booefit to Romania, ifs citizens and to the
countries in the region. The Project is justified on multiple grounds, foremost being the
positive impact on seeurity in Romania and its surrounding region by contributing to the
protection of life, property, and the environment daring emerpencies,

The exports directly attributable to the Project will be significant. Moreover, there will

be important and substantial benefits on the development side. Thers is significant

economic and sacial heﬁeﬁt frons more reliable communications for emergency
eparedness Tor and mitigation to disasters.

The Project will introduce the Romanian povernment to a broad range of NGN services.
This will create an advantage to U.S. firms that wish to enter the market, It will provide a
means for evaluating emergency menagement services and equipment, This Project, and
the demonstrated benofits of NGN technologies introduced thereby, will provide
Jjustification for Romanian telecommunications providers to make investments in
expanded and enhanced systems for their own networks,

The Projeet will strengthen the capabilities of the Romanian authorities to communicate
with the USAID, NATO, and EU entities that provide assistance during emergencies,

The Project will El&&ﬂy establish a regional leadership role for Romania and will lead to
new opportunities for the development of similar NGN systems among its neighbors.

L. Terms of Reference

See Annex L

M. Budget and Task Completion Schedule
See Annex IL

N. Recommendations

We recommend that USTDA support this Technical Assistance by providing a Technical
Assistance grant of $700,000 to the Special Telecommunications Service in Romania,
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Terms of Reference

These Terms of Reference (TOR) outline the successive tasks that shall be incumbent on
the Contractor in undertaking the Technical Assistance (“TA™) on the proposed MNext
Generation Metwork Infrastmcture for Bmergency Management Technical Assistance
Project ["Project”™) in Romema. The Contractor shall provide TA to the Romanian
Special Telecommunications Service {(“Grantee™) in order fo develop a network that
supports the requitements of the Bmergency Operations Center (BOC) and the
Emergency Management Information System (EMIS) of the General Inspectorate for
Emergency Situations (GIES). This activity is an essential complement to the overall
Hazard Risk Mitigation and Emergency Preparedness Project {HRMEP) which is being
funded by the World Bank and will set Romania on course to establish comprehensive
Next Generation Nebwork (NGN) levels of servive,

Towards this end, the Grantes requires the services of a Contractor to complete the
following Tasks under this TA. The Contractor shall:

TASKE I: Network Infrastruciure Assessmend
1.1 Kick-off Meeting

The Contractor shall meet with the Grantee in Bucharest at a “kick-off meeting™ to
launch the TA. During this meeting, the initial work plan shall be reviewed, as shall
expectations for deliverables, During this meeting, the Contractor and the Grantee’s
technical experts shall discuss the existing system and plan for information gathering on
the network layout, service types and objectives, existing data transmission speeds,
existing coverage areas, existing equipment and facility locations. The Contractor shall
inguire sbout Grantee’s objectives for petwork expansion, including traffic volume,
coverage area and equipment under consideration. All information gathered during the
kick-off meeting will be used as a basis for the network backbone infrastructure
assessment.

1.2 Network Backbone Infrastructure Assessment

The Contractor shall conduct an assessment of the cwrrent network infrasteucture with a
view toward its evolution intos a NGN, This assessment shall focus on the suitability of
clrrent resources to support the transformation of the network into a high-bandwidth,
high-traffic capacity, and resilient infrastructure with ubiquitous service availability.

The Contractor shall conduct an evaluation of network readiness to support the
technologies and services of the BOC and judet operations centers, which shall include,
bt mot be Homited to the following:
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*  adefinition of services and how they relate to mission and technical objectives;
*  abaseline nssessment of the current network infrastrocture with respect to
o existing network capabilities;
current service capabilities;
current capacity and utilization;
exigting network infrastructure requirements;
exigting operation and implementation planning r&qmremems amd
* an identification of major gaps in the existing infrastructure in order to plan for
NGHN convorsion and realization,

W« B I R

The Contractor shall assess the adequacy of the telecommunications infrastructure to
support the EOC and its E112 emergency operations, the public service answering points
{PSM&), the intervention Forces, dispatch centers, and all other minfstries or national
agencies holding responsibility for emergency and crisis management,

The Contractor shall assess the adequacy of network connectivity between the GIES and
the EOC, determine if it allows sufficient capacity, and muke recommendations for any
upgrades that may be required.

1.3 Existing Providers and Service Level Apreements

The Contactor shall review all service level agreements (SLA) in preparation for the
analysiy that is called for under tagk 5.3,

TASK 2: Satisfying EMIS Performance Requirements

The EMIS interfaces with various entities, databases, sensors and applications; this tagk
makes it incumnbent upon the Contractor to synchronize NGN capabilities with EMIS
performance requirements,

2.4 NGN Reguirements jor EMIS

With regards to connectivity, bandwidth capacity and the ability to deliver next-
generation services, the Contractor shall determine the requirements that the NON must
satisty in order to support the EMIS for the expanded and extended BOC and jts satellite
agencies.

2.2 NGN Parameters

The Contractor shall meet with the Grantee in order to define NGN parameters, where the
Contractor shall learn of the bandwidth requirements for each of the technologies
deployed at the EQC, The Contractor shall analyze these requirements and make
recommendations regarding the confipuration of the Project such that it meets the
telecomnunications requirements of the BOC and its satellite agencies. Particulsr
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emphasis shall be placed on the requirements of the agencies responsible for fire
response, emergency medical services, police, gendarmerie, public works, and the
envirenment,

2,3 Network Extensions and Upgrades

The Contractor shall make recommendations with respect to the extension and upgrade of
the existing telecommunications infrastructure,  Upon campimen of Task 2, the
Contractor shall submit a report to the Grantee summarizing its assessments and
recommendations. This report shall include supporting network diagrams, schematics and
equipment specifications for each of the recommendations made.

TASK 3: Blueprint for Next-Generation Emergency Manngement Network
3.1 Blueprint

The Contractor shall prepare an NGN infrastructure blueprint in order $o enable the
Grantee to support crisis management in concert with participating ministries and
agencies. The blueprint will consist of:

¥ a detsiled design for a state-of-the art network characterized by high reliability,
ubsigquitous availability and comprehensive security;

* g statement on network interconnectivity for important stakeholders; and

*  a discussion of additional upgrades and improvements to existing networks that
will support mitigation measures in the proposed NGN design.

3.2 EOC Infrasiructure Support

The Grantee shall provide the Coniractor with information regarding the architecture of
the telecommunications network and the location of its assets {e.g. switches), Based on
this information, the Contractor shall prepure a detailed technical report that provides, at
& miindmwm, the following itenys:

* gn overall plan for a site housing the models, tools and databases necessary for
network fests and assessments:

* adiscussion of impact assessment tools for specific threats (Le. natural and man-
made disasters), both prospective and surrently existing in Romania;

* & representative model of wlecommunications infrastructure in a selected ares,
including a geographical information system (GIS) mapping of network facilities
with superimposed call processing activity;

a sample model to assess typical timeframes for post-disaster recovery; and
# discussion of methods and procedures fo update models and improve
performance assessments.
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3.3 NGN Transilion Roadmap

In preparation for the Implementation Plan (Task 6.1), the Contractor shall produce a
budget and a terms of reference that encompass projected equipment specifications,
perfirmance standards and legaey-to-NGN transitional deployment milestones, as well as
technical reviews and the acquisition of critical asset data sets,

TASK 4: Enhanced Network Functionality snd Capacity to Support Geospatial
Information Systems and Critical Incident Manasgement Systems

4.1 Analysis of Tranemission Rates for GIS files

The Contractor shall make recommendations on network requirements for GIS tools and
data exchange.

4.2 Analysis of Real-Time Critical Incident Management System Collaboration Tools

The Contractor shall interview the technical staff of the EOC’s User Working Group
{UWG) in order to analyze the staff's telecommmunications needs.

The Contractor shall make recommendations on network requirements regarding the
Critical Incident Management System for nsers at the BOC, at participating ministries
and at the judet operations centers,

TASK 8: Planning and Advisory Services
3.1 NGN for Emergency Munagement

The Contractor shall prepare and submit to the Grantee puidelines for planning and
implementing the NGN upgrades to support emergency management services in
Romunia,

5.2 NGN for EMIS and Romanian Governmental Netwerk

The Contractor shall prepare a report that makes recommendations for the NGN vis-A-vis
EMIS, which shall take into account any implications of the upgrade for the Romania-
wide government network. This report shall include the Contractor’s findings on existing
and planned networks that support the BOC, the judet operstions centers, the ministries,
the police and the gendarmerie. 1t shall be written as an institutional framewuork guide for
a Romanian Governmental Telecommunications Network, This report shall assess the
capabilities of and make recommendations for connectivity, interoperability, capacity,
and services organization and planning.  Special attention shall be given to
telecommunications infrastructare for data {e.g. SCADA sensors and video signals from
police, traffic authorities, judet operations center closed-circuit television (CCTV) and
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other offices) and conferencing (including both woice and muliimedia) exchanges that
support emergency service requirements,

The Contractor shall provide assistance with strategic planning and associated activities,
a8 they relste to the architecturs for the MGN.

5.3 Service Level Agreements/Pricing

The Contractor shall provide recommendations for the development of procurement plans
based on proposed SLAs. The Contractor shall alse prepare an analysis that identifies
cost-effective alternatives for owner-provided and owner-leased services, and shall make
recommendations for renegotiation of the SLAs based thereupon. These
recormmendations should be included in the report on the Romamian Governmental
Telecommmnications Network,

5.4 Security Safeguards

The Contractor shall review aspects of the NGN system that are designed to prevent
unauthorized sccess and protect against threats that may disrupt, deny, degrade or
altogether destroy setvice. 1t is critical that security safeguards are implemented before
NGN systems are launched, specifically in the areas of physical security, operational
security, nofwork seourity and information assurance. The Contractor shall include
findings #nd recommendations relating to security safeguards in the report on the
Romanian Governments! Telecommunications Network,

TASK 6 Implementation and Financing Plan
8.4 Implementation Plan

The Contractor shall prepare and submit to the Grantee an implementation plan for the
Project incorporating each of the recormendations made in Tasks 1-5 above,

.2 Economic Analysis

The Contractor shall analyze economic contingencies, market conditions for technologies
and petwork services, supply agreements, alternative methods of achieving NGN
potentiality, prospective enhancement technologies, and extension of the network as
outlined in the implementation plan. The most likely source(s) of implementation
financing shatl be congidered in this analysis.

The cconomic analysis and other supporting documentation prepared for the Grantee
shall satisfy the requirements for prospective public, private and Buropean Union (EU)
funding sources,
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6.3 Financial Analysis

The Contractor shall analyze sources of financing for NON implementation (ie the
technology upgrade and the network extensions). This analysis shall include prospective
financing based on the Grantee’s operational budget as well as resources available from
participating ministries, the U8, Bxport-Import Bank, the World Bank, other multi-
Iateral development banks such as the Buropean Bank for Reconstruction and
Development (EBRD) and the EU Structural Fund. ‘

TASK T: Development Impact Analysis

The Contractor shall evaluate the development impacts that would be expected if the
Project is implemented in accordance with the TA recommendations. This analysis shall
include any additional developmental benefits that may result from the Project’s
implementation, including spin-off projects and the establishment of industry-related
businesses,

The Contractor shall specifically address each of the following categorios:

*  Infrastrocture
The Contractor shall provide a brief synopsis of the new infrastructure reqmwd to
gomplete the Project. (For example, “The NGN would result in the expansion of
networks to support state services, including emergency services, urban land use,
")

‘ﬁm Cﬁ)ﬁﬁ’ﬁ%tﬂf ahaﬁ asscﬁs the number and type of Jocal positions that will he
needed to develop the NGN (i.e. perform network extensions snd upgrades), shall
estimate the number of Romanians that will receive trafning, #nd shall describe
such potentisl training programs,  Human capacity building with respect to
entities that would benefit from the NGN shall also be included, such as network
uzers at public service facilites,

‘rat Ii| uctivity Enhancement
Tha Eﬁﬂm’m shall pmmde a dﬁscn;man of any advanced technologies that will
be utilized as a result of the Project, and shall deseribe any efficiency pains that
are to be expected. (For example, “by sharmg video, weather information, and
«data from detection devices, productivity in terms of emergency respense time,
loss of life and property reduced would be improved by x amount of dollars or by
X percentage’).

*  Other
The Contractor shall describe any other developmental impacts or benefits that
will result from the Project, such as follow-on or replication projects, trends
toward safer workplaces or enhanced good governance.
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TASK 8: Regulatory Review and Preliminary Environmental Analysiy

The Contractor shall assess current Romanian law and EU regulations as they apply to
the Grantee’s NGN, and ensure compliance of the latter with the former. Implications of
national and international law for the upgraded network shall also be discussed. The
Contractor shall furthermore identify laws and regulstions that, if modified, will miﬂe
more effective local snd national NGN implementation.

The Contractor shall complete a preliminary environmental analysis of the proposed
NGN to ensure its congistency with standards in Romania, the BU and with iumn@mg
institutions such a4 the World Bank. This analysis shall identify potential and/or negative
impacts, discuss the extent to which negative impacts can be mitipated, and devalop plans
for a full environmental impact assessment in anticipation of the Project moving forward
to the implementation stage. The Contractor shall identify those mitigation measures the
Girantee must take in order to meet applicable laws and regulations.

TASK % Final Report

The Contractor shall prepare and deliver to Grantze and USTDA a substantive and
comprehensive Final Report of all work performed under these Terms of Reference
{*Final Report™). The Final Report shall be organized according to the above fasks, and
shall include all deliverables and documends that have been provided to the Cramtee in
connection mth the performance of those tasks. The Final Report shall incotporate the
findings, recommendations and conclusions of the TA. It is the Contractor’s
responsibility to identify prospective U.8. sources of supply, assess their capabilities, and
include their business names, points of contact, addresses, and telephone and fax numbers
int the Final Report. The Contractor shall prepare the Final Report in accordance with
Annex 11, Clause I of the Grant Agreement.

The Contractor shall provide the Final Report and any additional briefings to the Grantes
in English.

According to Annex II, Clause I of the Grant Agreement, the Contractor shall provide the
Grantee and USTDA with two electronic copies of the Public version of the Final Report
on CD-ROM.

The CD-ROM version of the final report shall include:
Adobe Acrobat readable copies of all docaments;

Source files for afl drawings in AutoCAD or Visio format; and
s Soures fleg for all docurnents in M8 Cffice 2000 or later formats,




Next Generation Network Infrastructure for Emergency Management in Romania
Special Telecommunications Service

Wotes:

(1} The Contractor is responsible for complisnce with U.S. export licensing
requirements, if applicable, in the performance of the Terms of Reference.

(2} The Contractor and the Grantee shall be careful to ensure that the public version
of the Final Report contains no security or confidential information,

{3} The Grantee and USTDA shall have an irrevocable, worldwide, royalty-free,
non-exclusive right to use and distribute the Final Report and all work product
that iz developed under these Terms of Reference.
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BUDGET NARRATIVE

DIRECT COSTS

D¥irect Labor

Program Manager & Customer Interface — Responsibility for the overail feﬁaﬁmship and
deliverables on the project. Provides technical direction and overall supervision and guidance to

personnel. Oversees the project budgets and staff resources to best meot the needs of the project
stakeholders.

It is estimated that 34 days will be required at a daily rate of $1,800.

Project Mansger & Principal Network Engincer ~ Provides necessary gnidance and support
to the Project to ensure successful completion of the project and oversee the completion of the
Terms of Reference, Position requires 25 years expetienes in managing projects in the
telecommunications area,

It is estimated that 101 days will be required at a daily rate of §1,680.

Principal Network Engineer/Consultant — Provides or leads in-depth analyses for translating
customer needs into the design of networks, Capable of applying extensive knowledge in af least
one of the following areas to provide original and innovative solutions: network architecture,
network interoperability, business cage development, and testing and integration,

It is estimated that 89 days will be required at a daily rate of $1,600,

Principal Reliabilily Engineer/Consultant — Provides or leads in-depth analyses for network
relinbility, robustness, resilience, continuity of operations, and disaster planning activities.

It is estimated that 60 days will be required at a daily rate of $1,320.

Principal Models & Tools Engineer/Consultant — Provides or leads activities associated with
developing and implementing the environment and the set of models and tools required for
network management and modeling and simulation.

Tt is estimated that 41 days will be required at a daily rate of $1,320.

Senlor Hellability Network Engineer/Consultant — Works under the direction of the Principals
in the area of reliability and refated models and fools.

It is estimated thaz 20 days will be required at a daily rate of $1,200.

Principal Security Engineer/Consultant — Provides or leads in-depth analyses for network
security (physical und cyber) activities,

It ix estimated that 13 days will be required at & daily rate of $1,320.




Principat Business Case Anslyst/Consultant- Provides or leads in-depth analyses of the
financial aspects of the network evolution; namely, capital expenses, operations expenses, rate
of return on investrments, cost models, ele. Provides environments] anabysis, regulstory analysin
and development impact analysis,

1t is estimated that 35 days will be required af a daily rate of $1,320.

£¥iher Direct Labor

Local Engineer/Consultant — Provides assistance with gathering data, network design and
implementation plan under the direction of the Project Manager and Principal Network Engineer.
This individual will develop an understanding of the 8T8 network in Romania, and international
gonnectivity with meteorological agencies and international humanitarian relief agencies, such as
the Red Cross and NATO.

Tt is estimated that the local engineer/consultant will be required for nine (9) months at $5,000
per month, nclusive of consulting fees and expenses.

OTHER MRECT COSTS

Travel

International flights from New York to Bucharest for the program and project manapers and
pringipal engineers. Twelve flights at $1,000; 120 days per diem at $325/day; and ground
tramsportation at $35,100,

Oiher Expenses

Dogumentation, drawings and printing. Total cost $2,300,
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ANNEX3

USTDA NATIONALITY REQUIREMENTS



U.S. TRADE AND DEVELOPMENT AGENCY
Arlington, VA 22209-2131

NATIONALITY, SOURCE, AND ORIGIN REQUIREMENTS

The purpose of USTDA's nationality, source, and origin requirements is to assure the
maximum practicable participation of American contractors, technology, equipment and
materials in the prefeasibility, feasibility, and implementation stages of a project.

USTDA STANDARD RULE (GRANT AGREEMENT STANDARD LANGUAGE):

Except as USTDA may otherwise agree, each of the following provisions shall apply to the
delivery of goods and services funded by USTDA under this Grant Agreement: (a) for
professional services, the Contractor must be either a U.S. firm or U.S. individual; (b) the
Contractor may use U.S. subcontractors without limitation, but the use of subcontractors
from host country may not exceed twenty percent (20%) of the USTDA Grant amount and
may only be used for specific services from the Terms of Reference identified in the
subcontract; (c) employees of U.S. Contractor or U.S. subcontractor firms responsible for
professional services shall be U.S. citizens or non-U.S. citizens lawfully admitted for
permanent residence in the U.S.; (d) goods purchased for implementation of the Study and
associated delivery services (e.g., international transportation and insurance) must have their
nationality, source and origin in the United States; and (e) goods and services incidental to
Study support (e.g., local lodging, food, and transportation) in the Host Country are not
subject to the above restrictions. USTDA will make available further details concerning
these standards of eligibility upon request.

NATIONALITY:

1) Rule

Except as USTDA may otherwise agree, the Contractor for USTDA funded activities must be
either a U.S. firm or a U.S. individual. Prime contractors may utilize U.S. subcontractors

without limitation, but the use of Host Country subcontractors is limited to 20% of the
USTDA grant amount.



2) Application

Accordingly, only a U.S. firm or U.S. individual may submit proposals on USTDA funded
activities. Although those proposals may include subcontracting arrangements with Host
Country firms or individuals for up to 20% of the USTDA grant amount, they may not
include subcontracts with third country entities. U.S. firms submitting proposals must ensure
that the professional services funded by the USTDA grant, to the extent not subcontracted to
Host Country entities, are supplied by employees of the firm or employees of U.S.
subcontractor firms who are U.S. individuals.

Interested U.S. firms and consultants who submit proposals must meet USTDA nationality
requirements as of the due date for the submission of proposals and, if selected, must
continue to meet such requirements throughout the duration of the USTDA-financed activity.
These nationality provisions apply to whatever portion of the Terms of Reference is funded
with the USTDA grant.

3) Definitions

A "U.S. individual” is (a) a U.S. citizen, or (b) a non-U.S. citizen lawfully admitted for
permanent residence in the U.S. (a green card holder).

A "U.S. firm" is a privately owned firm which is incorporated in the U.S., with its principal
place of business in the U.S., and which is either (a) more than 50% owned by U.S.
individuals, or (b) has been incorporated in the U.S. for more than three (3) years prior to the
issuance date of the request for proposals; has performed similar services in the U.S. for that
three (3) year period; employs U.S. citizens in more than half of its permanent full-time
positions in the U.S.; and has the existing capability in the U.S. to perform the work in
question.

A partnership, organized in the U.S. with its principal place of business in the U.S., may also
qualify as a “U.S. firm” as would a joint venture organized or incorporated in the United
States consisting entirely of U.S. firms and/or U.S. individuals.

A nonprofit organization, such as an educational institution, foundation, or association may
also qualify as a “U.S. firm” if it is incorporated in the United States and managed by a
governing body, a majority of whose members are U.S. individuals.



SOURCE AND ORIGIN:
1) Rule

In addition to the nationality requirement stated above, any goods (e.g., equipment and
materials) and services related to their shipment (e.g., international transportation and
insurance) funded under the USTDA Grant Agreement must have their source and origin in
the United States, unless USTDA otherwise agrees. However, necessary purchases of goods
and Project support services which are unavailable from a U.S. source (e.g., local food,
housing and transportation) are eligible without specific USTDA approval.

2) Application

Accordingly, the prime contractor must be able to demonstrate that all goods and services
purchased in the Host Country to carry out the Terms of Reference for a USTDA Grant
Agreement that were not of U.S. source and origin were unavailable in the United States.
3) Definitions

“Source” means the country from which shipment is made.

"Origin” means the place of production, through manufacturing, assembly or otherwise.

Questions regarding these nationality, source and origin requirements may be addressed to
the USTDA Office of General Counsel.



ANNEX 4

USTDA GRANT AGREEMENT, INCLUDING TERMS OF REFERRENCE AND
MANDATORY CONTRACT CLAUSES



between

The Government of The United States of America, acting
through the U.S. Trade and Development Agency

and

The Special Telecommunications Service, Romania




GRANT AGREEMENT

GRANT AGREEMENT

This Grant Agreement is entered into between the Government of the United States of
America, acting through the U.S. Trade and Development Agency ("USTDA") and the
Special Telecommunications Service ("Grantee"). USTDA agrees to provide the Grantee
under the terms of this Agreement US$700,000 ("USTDA Grant") to fund the cost of goods
and services required for Technical Assistance ("TA") on the proposed Next Generation
Network Infrastructure for Emergency Management Project ("Project") in Romania ("Host
Country").

1. USTDA Funding

The funding to be provided under this Grant Agreement shall be used to fund the costs of a
contract between the Grantee and the U.S. firm selected by the Grantee ("Contractor") under
which the Contractor will perform the TA ("Contract"). Payment to the Contractor will be
made directly by USTDA on behalf of the Grantee with the USTDA Grant funds provided
under this Grant Agreement.

2. Terms of Reference

The Terms of Reference for the TA ("Terms of Reference") are attached as Annex I and are
hereby made a part of this Grant Agreement. The TA will examine the technical, financial,
environmental, and other critical aspects of the proposed Project. The Terms of Reference
for the TA shall also be included in the Contract.

3. Standards of Conduct

USTDA and the Grantee recognize the existence of standards of conduct for public officials,
and commercial entities, in their respective countries. The parties to this Grant Agreement
and the Contractor shall observe these standards, which include not accepting payment of
money or anything of value, directly or indirectly, from any person for the purpose of
illegally or improperly inducing anyone to take any action favorable to any party in
connection with the TA.

4. Grantee Responsibilities

The Grantee shall undertake its best efforts to provide reasonable support for the Contractor,
such as local transportation, office space, and secretarial support.
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5. USTDA as Financier

(A) USTDA Approval of Competitive Selection Procedures

Selection of the U.S. Contractor shall be carried out by the Grantee according to its
established procedures for the competitive selection of contractors with advance notice
of the procurement published online through Federal Business Opportunities
(www.fedbizopps.gov). Upon request, the Grantee will submit these contracting
procedures and related documents to USTDA for information and/or approval.

(B) USTDA Approval of Contractor Selection

The Grantee shall notify USTDA at the address of record set forth in Article 17 below
upon selection of the Contractor to perform the TA. Upon approval of this selection by
USTDA, the Grantee and the Contractor shall then enter into a contract for performance
of the TA. The Grantee shall notify in writing the U.S. firms that submitted
unsuccessful proposals to perform the TA that they were not selected.

(C) USTDA Approval of Contract Between Grantee and Contractor

The Grantee and the Contractor shall enter into a contract for performance of the TA.
This contract, and any amendments thereto, including assignments and changes in the
Terms of Reference, must be approved by USTDA in writing. To expedite this
approval, the Grantee (or the Contractor on the Grantee's behalf) shall transmit to
USTDA, at the address set forth in Article 17 below, a photocopy of an English language
version of the signed contract or a final negotiated draft version of the contract.

(D) USTDA Not a Party to the Contract

It is understood by the parties that USTDA has reserved certain rights such as, but not
limited to, the right to approve the terms of the contract and any amendments thereto,
including assignments, the selection of all contractors, the Terms of Reference, the Final
Report, and any and all documents related to any contract funded under the Grant
Agreement. The parties hereto further understand and agree that USTDA, in reserving
any or all of the foregoing approval rights, has acted solely as a financing entity to assure
the proper use of United States Government funds, and that any decision by USTDA to
exercise or refrain from exercising these approval rights shall be made as a financier in
the course of funding the TA and shall not be construed as making USTDA a party to the
contract. The parties hereto understand and agree that USTDA may, from time to time,
exercise the foregoing approval rights, or discuss matters related to these rights and the
Project with the parties to the contract or any subcontract, jointly or separately, without
thereby incurring any responsibility or liability to such parties. Any approval or failure
to approve by USTDA shall not bar the Grantee or USTDA from asserting any right they
might have against the Contractor, or relieve the Contractor of any liability which the
Contractor might otherwise have to the Grantee or USTDA.
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(E) Grant Agreement Controlling

Regardless of USTDA approval, the rights and obligations of any party to the contract or
subcontract thereunder must be consistent with this Grant Agreement. In the event of
any inconsistency between the Grant Agreement and any contract or subcontract funded
by the Grant Agreement, the Grant Agreement shall be controlling.

6. Disbursement Procedures

(A) USTDA Approval of Contract Required

USTDA will make disbursements of Grant funds directly to the Contractor only after
USTDA approves the Grantee's contract with the Contractor.

(B) Contractor Invoice Requirements

The Grantee should request disbursement of funds by USTDA to the Contractor for
performance of the TA by submitting invoices in accordance with the procedures set
forth in the USTDA Mandatory Clauses in Annex IL.

7. Effective Date

The effective date of this Grant Agreement ("Effective Date") shall be the date of signature
by both parties or, if the parties sign on different dates, the date of the last signature.

8. TA Schedule

(A) TA Completion Date

The completion date for the TA, which is March 31, 2009, is the date by which the
parties estimate that the TA will have been completed.

(B) Time Limitation on Disbursement of USTDA Grant Funds

Except as USTDA may otherwise agree, (a) no USTDA funds may be disbursed under
this Grant Agreement for goods and services which are provided prior to the Effective
Date of the Grant Agreement; and (b) all funds made available under the Grant
Agreement must be disbursed within four (4) years from the Effective Date of the Grant
Agreement.
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9. USTDA Mandatory Clauses

All contracts funded under this Grant Agreement shall include the USTDA mandatory
clauses set forth in Annex II to this Grant Agreement. All subcontracts funded or partially
funded with USTDA Grant funds shall include the USTDA mandatory clauses, except for
clauses B(1), G, H, [, and J.

10. Use of U.S. Carriers
(A) Air

Transportation by air of persons or property funded under the Grant Agreement shall be
on U.S. flag carriers in accordance with the Fly America Act, 49 U.S.C. 40118, to the
extent service by such carriers is available, as provided under applicable U.S.
Government regulations.

(B) Marine

Transportation by sea of property funded under the Grant Agreement shall be on U.S.
carriers in accordance with U.S. cargo preference law.

11. Nationality, Source and Origin

Except as USTDA may otherwise agree, the following provisions shall govern the delivery
of goods and services funded by USTDA under the Grant Agreement: (a) for professional
services, the Contractor must be either a U.S. firm or U.S. individual; (b) the Contractor may
use U.S. subcontractors without limitation, but the use of subcontractors from Host Country
may not exceed twenty percent (20%) of the USTDA Grant amount and may only be used
for specific services from the Terms of Reference identified in the subcontract; (c)
employees of U.S. Contractor or U.S. subcontractor firms responsible for professional
services shall be U.S. citizens or non-U.S. citizens lawfully admitted for permanent
residence in the U.S.; (d) goods purchased for performance of the TA and associated
delivery services (e.g., international transportation and insurance) must have their
nationality, source and origin in the United States; and (e) goods and services incidental to
TA support (e.g., local lodging, food, and transportation) in Host Country are not subject to
the above restrictions. USTDA will make available further details concerning these
provisions upon request.

12. Taxes

USTDA funds provided under the Grant Agreement shall not be used to pay any taxes,
tariffs, duties, fees or other levies imposed under laws in effect in Host Country. Neither the
Grantee nor the Contractor will seek reimbursement from USTDA for such taxes, tariffs,
duties, fees or other levies.
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13. Cooperation Between Parties and Follow-Up

The parties will cooperate to assure that the purposes of the Grant Agreement are
accomplished. For five (5) years following receipt by USTDA of the Final Report (as
defined in Clause I of Annex II), the Grantee agrees to respond to any reasonable inquiries
from USTDA about the status of the Project.

. 14. Implementation Letters

To assist the Grantee in the implementation of the TA, USTDA may, from time to time,
issue implementation letters that will provide additional information about matters covered
by the Grant Agreement. The parties may also use jointly agreed upon implementation
letters to confirm and record their mutual understanding of matters covered by the Grant
Agreement.

15. Recordkeeping and Audit

The Grantee agrees to maintain books, records, and other documents relating to the TA and
the Grant Agreement adequate to demonstrate implementation of its responsibilities under
the Grant Agreement, including the selection of contractors, receipt and approval of contract
deliverables, and approval or disapproval of contractor invoices for payment by USTDA.
Such books, records, and other documents shall be separately maintained for three (3) years
after the date of the final disbursement by USTDA. The Grantee shall afford USTDA or its
authorized representatives the opportunity at reasonable times to review books, records, and
other documents relating to the TA and the Grant Agreement.

16. Representation of Parties

For all purposes relevant to the Grant Agreement, the Government of the United States of
America will be represented by the U. S. Ambassador to Romania or USTDA and the
Grantee will be represented by the Director of the Special Telecommunications Service.
The parties hereto may, by written notice, designate additional representatives for all
purposes under the Grant Agreement.

17. Addresses of Record for Parties

Any notice, request, document, or other communication submitted by either party to the
other under the Grant Agreement shall be in writing or through a wire or electronic medium
which produces a tangible record of the transmission, such as a telegram, cable or facsimile,
and will be deemed duly given or sent when delivered to such party at the following:
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Marcel Opris

Director

Special Telecommunication Service
323A, Splaiul Independentei

Sector 6, 060044 Bucharest
Romania

Phone: +40-21-202-21-01
Fax: +40-21-311-20-39

U.S. Trade and Development Agency
1000 Wilson Boulevard, Suite 1600
Arlington, Virginia 22209-3901
USA

Phone: (703) 875-4357
Fax: (703) 875-4009

All such communications shall be in English, unless the parties otherwise agree in writing.
In addition, the Grantee shall provide the Commercial Section of the U.S. Embassy in Host
Country with a copy of each communication sent to USTDA.

Any communication relating to this Grant Agreement shall include the following fiscal data:
Appropriation No.: 118/91001
Activity No.: 2008-81002A

Reservation No.: 2008810001
Grant No.: GH?2008810001

18. Termination Clause

Either party may terminate the Grant Agreement by giving the other party thirty (30) days
advance written notice. The termination of the Grant Agreement will end any obligations of
the parties to provide financial or other resources for the TA, except for payments which
they are committed to make pursuant to noncancellable commitments entered into with third
parties prior to the written notice of termination.
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No delay in exercising any right or remedy accruing to either party in connection with the
Grant Agreement shall be construed as a waiver of such right or remedy.

20. U.S. Technology and Equipment

By funding this TA, USTDA seeks to promote the project objectives of the Host Country
through the use of U.S. technology, goods, and services. In recognition of this purpose, the
Grantee agrees that it will allow U.S. suppliers to compete in the procurement of technology,
goods and services needed for Project implementation.

[THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK]




GRANT AGREEMENT

IN WITNESS WHEREOQF, the Government of the United States of America and the
Special Telecommunications Service, each acting through its duly authorized
representative, have caused this Agreement to be signed in the English language in their
names and delivered as of the day and year written below. In the event that this Grant
Agreement is signed in more than one language, the English language version shall govern.

For the Government of the For the Special Telecommunications
United States of America Service

By: Regional Director for Europe and By: The Director of The Special
Eurasia — US Trade and Telecommunications Service

'Dahiel D. STEIN arcel OPRIS

Date: January 21 2008 Date: January 21* 2008

Annex I -- Terms of Reference

Annex II -- USTDA Mandatory Clauses
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Annex 1

Terms of Reference

These Terms of Reference (TOR) outline the successive tasks that shall be incumbent on the
Contractor in undertaking the Technical Assistance (“TA”) on the proposed Next Generation
Network Infrastructure for Emergency Management Technical Assistance Project
(“Project”) in Romania. The Contractor shall provide TA to the Romanian Special
Telecommunications Service (“Grantee”) in order to develop a network that supports the
requirements of the Emergency Operations Center (EOC) and the Emergency Management
Information System (EMIS) of the General Inspectorate for Emergency Situations (GIES).
This activity is an essential complement to the overall Hazard Risk Mitigation and
Emergency Preparedness Project (HRMEP) which is being funded by the World Bank and
will set Romania on course to establish comprehensive Next Generation Network (NGN)
levels of service.

Towards this end, the Grantee requires the services of a Contractor to complete the
following Tasks under this TA. The Contractor shall:

TASK 1: Network Infrastrucfure Assessment

1.1 Kick-off Meeting

The Contractor shall meet with the Grantee in Bucharest at a “kick-off meeting” to launch
the TA. During this meeting, the initial work plan shall be reviewed, as shall expectations
for deliverables. During this meeting, the Contractor and the Grantee’s technical experts
shall discuss the existing system and plan for information gathering on the network layout,
service types and objectives, existing data transmission speeds, existing coverage areas,
existing equipment and facility locations. The Contractor shall inquire about Grantee’s
objectives for network expansion, including traffic volume, coverage area and equipment
under consideration. All information gathered during the kick-off meeting will be used as a
basis for the network backbone infrastructure assessment.

1.2 Network Backbone Infrastructure Assessment

The Contractor shall conduct an assessment of the current network infrastructure with a
view toward its evolution into a NGN. This assessment shall focus on the suitability of
current resources to support the transformation of the network into a high-bandwidth, high-
traffic capacity, and resilient infrastructure with ubiquitous service availability.
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The Contractor shall conduct an evaluation of network readiness to support the technologies
and services of the EOC and judet operations centers, which shall include, but not be limited
to the following:
* adefinition of services and how they relate to mission and technical objectives;
* abaseline assessment of the current network infrastructure with respect to
o existing network capabilities;
o current service capabilities;
o current capacity and utilization;
o existing network infrastructure requirements;
o existing operation and implementation planning requirements; and
* an identification of major gaps in the existing infrastructure in order to plan for NGN
conversion and realization.

The Contractor shall assess the adequacy of the telecommunications infrastructure to support
the EOC and its E112 emergency operations, the public service answering points (PSAPs),
the intervention forces, dispatch centers, and all other ministries or national agencies holding
responsibility for emergency and crisis management.

The Contractor shall assess the adequacy of network connectivity between the GIES and the
EOC, determine if it allows sufficient capacity, and make recommendations for any
upgrades that may be required.

1.3 Existing Providers and Service Level Agreements

The Contactor shall review all service level agreements (SLA) in preparation for the analysis
that is called for under task 5.3.

TASK 2: Satisfying EMIS Performance Requirements

The EMIS interfaces with various entities, databases, sensors and applications; this task
makes it incumbent upon the Contractor to synchronize NGN capabilities with EMIS

performance requirements.

2.1 NGN Requirements for EMIS

With regards to connectivity, bandwidth capacity and the ability to deliver next-generation
services, the Contractor shall determine the requirements that the NGN must satisfy in order
to support the EMIS for the expanded and extended EOC and its satellite agencies.

2.2 NGN Parameters
The Contractor shall meet with the Grantee in order to define NGN parameters, where the

Contractor shall learn of the bandwidth requirements for each of the technologies deployed
at the EOC. The Contractor shall analyze these requirements and make recommendations

Annex I-2
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regarding the configuration of the Project such that it meets the telecommunications
requirements of the EOC and its satellite agencies. Particular emphasis shall be placed on
the requirements of the agencies responsible for fire response, emergency medical services,
police, gendarmerie, public works, and the environment.

2.3 Network Extensions and Upgrades

The Contractor shall make recommendations with respect to the extension and upgrade of
the existing telecommunications infrastructure. Upon completion of Task 2, the Contractor
shall submit a report to the Grantee summarizing its assessments and recommendations. This
report shall include supporting network diagrams, schematics and equipment specifications
for each of the recommendations made.

TASK 3: Blueprint for Next-Generation Emergency Mahagement Network

3.1 Blueprint

The Contractor shall prepare an NGN infrastructure blueprint in order to enable the Grantee
to support crisis management in concert with participating ministries and agencies. The
blueprint will consist of:

" a detailed design for a state-of-the art network characterized by high reliability,
ubiquitous availability and comprehensive security;

* astatement on network interconnectivity for important stakeholders; and

* adiscussion of additional upgrades and improvements to existing networks that will

support mitigation measures in the proposed NGN design.

3.2 EOC Infrastructure Support

The Grantee shall provide the Contractor with information regarding the architecture of the
telecommunications network and the location of its assets (e.g. switches). Based on this
information, the Contractor shall prepare a detailed technical report that provides, at a
minimum, the following items:

* an overall plan for a site housing the models, tools and databases necessary for
network tests and assessments;

* a discussion of impact assessment tools for specific threats (i.e. natural and man-
made disasters), both prospective and currently existing in Romania;

* a representative model of telecommunications infrastructure in a selected area,
including a geographical information system (GIS) mapping of network facilities
with superimposed call processing activity;

* asample model to assess typical timeframes for post-disaster recovery; and

= adiscussion of methods and procedures to update models and improve performance

assessments.

Annex I-3
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3.3 NGN Transition Roadmap

In preparation for the Implementation Plan (Task 6.1), the Contractor shall produce a budget
and a terms of reference that encompass projected equipment specifications, performance
standards and legacy-to-NGN transitional deployment milestones, as well as technical
reviews and the acquisition of critical asset data sets.

TASK 4: Enhanced Network Functionality and Capacity to Support Geospatial
Information Systems and Critical Incident Management Systems

4.1 Analysis of Transmission Rates for GIS files

The Contractor shall make recommendations on network requirements for GIS tools and
data exchange.

4.2 Analysis of Real-Time Critical Incident Management System Collaboration Tools

The Contractor shall interview the technical staff of the EOC’s User Working Group (UWG)
in order to analyze the staff’s telecommunications needs.

The Contractor shall make recommendations on network requirements regarding the Critical
Incident Management System for users at the EOC, at participating ministries and at the
judet operations centers.

TASK 5:

Planning and Advisory Services

5.1 NGN for Emergency Management

The Contractor shall prepare and submit to the Grantee guidelines for planning and
implementing the NGN upgrades to support emergency management services in Romania.

5.2 NGN for EMIS and Romanian Governmental Network

The Contractor shall prepare a report that makes recommendations for the NGN vis-a-vis
EMIS, which shall take into account any implications of the upgrade for the Romania-wide
government network. This report shall include the Contractor’s findings on existing and
planned networks that support the EOC, the judet operations centers, the ministries, the
police and the gendarmerie. It shall be written as an institutional framework guide for a
Romanian Governmental Telecommunications Network. This report shall assess the
capabilities of and make recommendations for connectivity, interoperability, capacity, and
services organization and planning. Special attention shall be given to telecommunications
infrastructure for data (e.g. SCADA sensors and video signals from police, traffic
authorities, judet operations center closed-circuit television (CCTV) and other offices) and
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conferencing (including both voice and multimedia) exchanges that support emergency
service requirements.

The Contractor shall provide assistance with strategic planning and associated activities, as
they relate to the architecture for the NGN.

3.3 Service Level Agreements/Pricing

The Contractor shall provide recommendations for the development of procurement plans
based on proposed SLAs. The Contractor shall also prepare an analysis that identifies cost-
effective alternatives for owner-provided and owner-leased services, and shall make
recommendations for renegotiation of the SLAs based thereupon. These recommendations
should be included in the report on the Romanian Governmental Telecommunications
Network.

5.4 Security Safeguards

The Contractor shall review aspects of the NGN system that are designed to prevent
unauthorized access and protect against threats that may disrupt, deny, degrade or altogether
destroy service. It is critical that security safeguards are implemented before NGN systems
are launched, specifically in the areas of physical security, operational security, network
security and information assurance. The Contractor shall include findings and
recommendations relating to security safeguards in the report on the Romanian
Governmental Telecommunications Network.

TASK 6:

Implementation and Financing Plan

6.1 Implementation Plan

The Contractor shall prepare and submit to the Grantee an implementation plan for the
Project incorporating each of the recommendations made in Tasks 1-5 above.

6.2 Economic Analysis

The Contractor shall analyze economic contingencies, market conditions for technologies
and network services, supply agreements, alternative methods of achieving NGN
potentiality, prospective enhancement technologies, and extension of the network as
outlined in the implementation plan. The most likely source(s) of implementation financing
shall be considered in this analysis.

The economic analysis and other supporting documentation prepared for the Grantee shall
satisfy the requirements for prospective public, private and European Union (EU) funding
sources.
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6.3 Financial Analysis

The Contractor shall analyze sources of financing for NGN implementation (i.e. the
technology upgrade and the network extensions). This analysis shall include prospective
financing based on the Grantee’s operational budget as well as resources available from
participating ministries, the U.S. Export-Import Bank, the World Bank, other multi-lateral
development banks such as the European Bank for Reconstruction and Development
(EBRD) and the EU Structural Fund.

TASK 7: Development Impact Analysis

The Contractor shall evaluate the development impacts that would be expected if the Project
is implemented in accordance with the TA recommendations. This analysis shall include
any additional developmental benefits that may result from the Project’s implementation,
including spin-off projects and the establishment of industry-related businesses.

The Contractor shall specifically address each of the following categories:

= Infrastructure
The Contractor shall provide a brief synopsis of the new infrastructure required to
complete the Project. (For example, “The NGN would result in the expansion of
networks to support state services, including emergency services, urban land use,
etc”.)

Human Capacity Building

The Contractor shall assess the number and type of local positions that will be
needed to develop the NGN (i.e. perform network extensions and upgrades), shall
estimate the number of Romanians that will receive training, and shall describe such
potential training programs. Human capacity building with respect to entities that
would benefit from the NGN shall also be included, such as network users at public
service facilities.

Technology Transfer and Productivity Enhancement

The Contractor shall provide a description of any advanced technologies that will be
utilized as a result of the Project, and shall describe any efficiency gains that are to
be expected. (For example, “by sharing video, weather information, and data from
detection devices, productivity in terms of emergency response time, loss of life and
property reduced would be improved by x amount of dollars or by x percentage”).

Other

The Contractor shall describe any other developmental impacts or benefits that will
result from the Project, such as follow-on or replication projects, trends toward safer
workplaces or enhanced good governance.
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TASK 8: Regulatory Review and Preliminary Environmental Analysis

The Contractor shall assess current Romanian law and EU regulations as they apply to the
Grantee’s NGN, and ensure compliance of the latter with the former. Implications of
national and international law for the upgraded network shall also be discussed. The
Contractor shall furthermore identify laws and regulations that, if modified, will enable
more effective local and national NGN implementation.

The Contractor shall complete a preliminary environmental analysis of the proposed NGN to
ensure its consistency with standards in Romania, the EU and with financing institutions
such as the World Bank. This analysis shall identify potential and/or negative impacts,
discuss the extent to which negative impacts can be mitigated, and develop plans for a full
environmental impact assessment in anticipation of the Project moving forward to the
implementation stage. The Contractor shall identify those mitigation measures the Grantee
must take in order to meet applicable laws and regulations.

TASK 9: Final Report

The Contractor shall prepare and deliver to Grantee and USTDA a substantive and
comprehensive Final Report of all work performed under these Terms of Reference (“Final
Report”). The Final Report shall be organized according to the above tasks, and shall
include all deliverables and documents that have been provided to the Grantee in connection
with the performance of those tasks. The Final Report shall incorporate the findings,
recommendations and conclusions of the TA. It is the Contractor’s responsibility to identify
prospective U.S. sources of supply, assess their capabilities, and include their business
names, points of contact, addresses, and telephone and fax numbers in the Final Report. The
Contractor shall prepare the Final Report in accordance with Annex II, Clause I of the Grant
Agreement.

The Contractor shall provide the Final Report and any additional briefings to the Grantee in
English.

According to Annex II, Clause I of the Grant Agreement, the Contractor shall provide the
Grantee and USTDA with two electronic copies of the Public version of the Final Report on
CD-ROM.

The CD-ROM version of the final report shall include:
* Adobe Acrobat readable copies of all documents;

* Source files for all drawings in AutoCAD or Visio format; and
= Source files for all documents in MS Office 2000 or later formats.
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The Contractor is responsible for compliance with U.S. export licensing
requirements, if applicable, in the performance of the Terms of Reference.

The Contractor and the Grantee shall be careful to ensure that the public version of
the Final Report contains no security or confidential information.

The Grantee and USTDA shall have an irrevocable, worldwide, royalty-free, non-
exclusive right to use and distribute the Final Report and all work product that is
developed under these Terms of Reference.
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Annex IT

USTDA Mandatory Contract Clauses

A. USTDA Mandatory Clauses Controlling

The parties to this contract acknowledge that this contract is funded in whole or in part by
the U.S. Trade and Development Agency ("USTDA") under the Grant Agreement between
the Government of the United States of America acting through USTDA and the Special
Telecommunications Service ("Client"), dated ("Grant Agreement"). The
Client has selected ("Contractor") to perform the Technical Assistance
("TA") for the Next Generation Network Infrastructure for Emergency Management Project
("Project”) in Romania ("Host Country"). Notwithstanding any other provisions of this
contract, the following USTDA mandatory contract clauses shall govern. All subcontracts
entered into by Contractor funded or partially funded with USTDA Grant funds shall include
these USTDA mandatory contract clauses, except for clauses B(1), G, H, I, and J. In
addition, in the event of any inconsistency between the Grant Agreement and any contract or
subcontract thereunder, the Grant Agreement shall be controlling.

B. USTDA as Financier

(1) USTDA Approval of Contract

All contracts funded under the Grant Agreement, and any amendments thereto, including
assignments and changes in the Terms of Reference, must be approved by USTDA in
writing in order to be effective with respect to the expenditure of USTDA Grant funds.
USTDA will not authorize the disbursement of USTDA Grant funds until the contract
has been formally approved by USTDA or until the contract conforms to modifications
required by USTDA during the contract review process.

(2) USTDA Not a Party to the Contract

It is understood by the parties that USTDA has reserved certain rights such as, but not
limited to, the right to approve the terms of this contract and amendments thereto,
including assignments, the selection of all contractors, the Terms of Reference, the Final
Report, and any and all documents related to any contract funded under the Grant
Agreement. The parties hereto further understand and agree that USTDA, in reserving
any or all of the foregoing approval rights, has acted solely as a financing entity to assure
the proper use of United States Government funds, and that any decision by USTDA to
exercise or refrain from exercising these approval rights shall be made as a financier in
the course of financing the TA and shall not be construed as making USTDA a party to
the contract. The parties hereto understand and agree that USTDA may, from time to
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time, exercise the foregoing approval rights, or discuss matters related to these rights and
the Project with the parties to the contract or any subcontract, jointly or separately,
without thereby incurring any responsibility or liability to such parties. Any approval or
failure to approve by USTDA shall not bar the Client or USTDA from asserting any
right they might have against the Contractor, or relieve the Contractor of any liability
which the Contractor might otherwise have to the Client or USTDA.

C. Nationality, Source and Origin

Except as USTDA may otherwise agree, the following provisions shall govern the delivery
of goods and services funded by USTDA under the Grant Agreement: (a) for professional
services, the Contractor must be either a U.S. firm or U.S. individual; (b) the Contractor may
use U.S. subcontractors without limitation, but the use of subcontractors from Host Country
may not exceed twenty percent (20%) of the USTDA Grant amount and may only be used
for specific services from the Terms of Reference identified in the subcontract; ©
employees of U.S. Contractor or U.S. subcontractor firms responsible for professional
services shall be U.S. citizens or non-U.S. citizens lawfully admitted for permanent
residence in the U.S.; (d) goods purchased for performance of the TA and associated
delivery services (e.g., international transportation and insurance) must have their
nationality, source and origin in the United States; and (e) goods and services incidental to
TA support (e.g., local lodging, food, and transportation) in Host Country are not subject to
the above restrictions. USTDA will make available further details concerning these
provisions upon request.

D. Recordkeeping and Audit

The Contractor and subcontractors funded under the Grant Agreement shall maintain, in
accordance with generally accepted accounting procedures, books, records, and other
documents, sufficient to reflect properly all transactions under or in connection with the
contract. These books, records, and other documents shall clearly identify and track the use
and expenditure of USTDA funds, separately from other funding sources. Such books,
records, and documents shall be maintained during the contract term and for a period of
three (3) years after final disbursement by USTDA. The Contractor and subcontractors shall
afford USTDA, or its authorized representatives, the opportunity at reasonable times for
inspection and audit of such books, records, and other documentation.
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E. U.S. Carriers

1) Air

Transportation by air of persons or property funded under the Grant Agreement shall be
on U.S. flag carriers in accordance with the Fly America Act, 49 U.S.C. 40118, to the
extent service by such carriers is available, as provided under applicable U.S.
Government regulations.

(2) Marine

Transportation by sea of property funded under the Grant Agreement shall be on U.S.
carriers in accordance with U.S. cargo preference law.

F. Workman's Compensation Insurance

The Contractor shall provide adequate Workman's Compensation Insurance coverage for
work performed under this Contract.

G. Reporting Requirements

The Contractor shall advise USTDA by letter as to the status of the Project on March 1st
annually for a period of two (2) years after completion of the TA. In addition, if at any time
the Contractor receives follow-on work from the Client, the Contractor shall so notify
USTDA and designate the Contractor's contact point including name, telephone, and fax
number.  Since this information may be made publicly available by USTDA, any
information which is confidential shall be designated as such by the Contractor and provided
separately to USTDA. USTDA will maintain the confidentiality of such information in
accordance with applicable law.

H. Disbursement Procedures

(1) USTDA Approval of Contract

Disbursement of Grant funds will be made only after USTDA approval of this contract.
To make this review in a timely fashion, USTDA must receive from either the Client or
the Contractor a photocopy of an English language version of a signed contract or a final
negotiated draft version to the attention of the General Counsel's office at USTDA's
address listed in Clause M below.
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(2) Payment Schedule Requirements

A payment schedule for disbursement of Grant funds to the Contractor shall be included
in this Contract. Such payment schedule must conform to the following USTDA
requirements: (1) up to twenty percent (20%) of the total USTDA Grant amount may be
used as an advance payment; (2) all other payments, with the exception of the final
payment, shall be based upon contract performance milestones; and (3) the final
payment may be no less than fifteen percent (15%) of the total USTDA Grant amount,
payable upon receipt by USTDA of an approved Final Report in accordance with the
specifications and quantities set forth in Clause I below. Invoicing procedures for all
payments are described below.

(3) Contractor Invoice Requirements

USTDA will make all disbursements of USTDA Grant funds directly to the Contractor.
The Contractor must provide USTDA with an ACH Vendor Enrollment Form (available
from USTDA) with the first invoice. The Client shall request disbursement of funds by
USTDA to the Contractor for performance of the contract by submitting the following to
USTDA:

(a) Contractor's Invoice
The Contractor's invoice shall include reference to an item listed in the Contract

payment schedule, the requested payment amount, and an appropriate certification
by the Contractor, as follows:

(i) For an advance payment (if any):

"As a condition for this advance payment, which is an advance against future
TA costs, the Contractor certifies that it will perform all work in accordance
with the terms of its Contract with the Client. To the extent that the
Contractor does not comply with the terms and conditions of the Contract,
including the USTDA mandatory provisions contained therein, it will, upon
USTDA'’s request, make an appropriate refund to USTDA. "

(ii) For contract performance milestone payments:

"The Contractor has performed the work described in this invoice in
accordance with the terms of its contract with the Client and is entitled to
payment thereunder. To the extent the Contractor has not complied with the
terms and conditions of the Contract, including the USTDA mandatory
provisions contained therein, it will, upon USTDA's request, make an
appropriate refund to USTDA."
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(iii) For final payment:

"The Contractor has performed the work described in this invoice in
accordance with the terms of its contract with the Client and is entitled to
payment thereunder. Specifically, the Contractor has submitted the Final
Report to the Client, as required by the Contract, and received the Client’s
approval of the Final Report. To the extent the Contractor has not complied
with the terms and conditions of the Contract, including the USTDA
mandatory provisions contained therein, it will, upon USTDA’s request,
make an appropriate refund to USTDA."

(b) Client's Approval of the Contractor's Invoice

(i) The invoice for an advance payment must be approved in writing by the
Client.

(ii) For contract performance milestone payments, the following certification
by the Client must be provided on the invoice or separately:

"The services for which disbursement is requested by the Contractor have
been performed satisfactorily, in accordance with applicable Contract
provisions and the terms and conditions of the USTDA Grant Agreement."

(iii) For final payment, the following certification by the Client must be
provided on the invoice or separately:

"The services for which disbursement is requested by the Contractor have
been performed satisfactorily, in accordance with applicable Contract
provisions and terms and conditions of the USTDA Grant Agreement. The
Final Report submitted by the Contractor has been reviewed and approved by
the Client. "

(c) USTDA Address for Disbursement Requests

Requests for disbursement shall be submitted by courier or mail to the attention of
the Finance Department at USTDA's address listed in Clause M below.

(4) Termination

In the event that the Contract is terminated prior to completion, the Contractor will be
eligible, subject to USTDA approval, for reasonable and documented costs which have
been incurred in performing the Terms of Reference prior to termination, as well as
reasonable wind down expenses. Reimbursement for such costs shall not exceed the
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total amount of undisbursed Grant funds. Likewise, in the event of such termination,
USTDA is entitled to receive from the Contractor all USTDA Grant funds previously
disbursed to the Contractor (including but not limited to advance payments) which
exceed the reasonable and documented costs incurred in performing the Terms of
Reference prior to termination.

I. USTDA Final Report

(1) Definition

"Final Report" shall mean the Final Report described in the attached Annex I Terms of
Reference or, if no such "Final Report" is described therein, "Final Report" shall mean a
substantive and comprehensive report of work performed in accordance with the
attached Annex I Terms of Reference, including any documents delivered to the Client.

(2) Final Report Submission Requirements

The Contractor shall provide the following to USTDA:

(a) One (1) complete version of the Final Report for USTDA's records. This version
shall have been approved by the Client in writing and must be in the English
language. It is the responsibility of the Contractor to ensure that confidential
information, if any, contained in this version be clearly marked. USTDA will
maintain the confidentiality of such information in accordance with applicable law.

and

(b) One (1) copy of the Final Report suitable for public distribution ("Public
Version"). The Public Version shall have been approved by the Client in writing and
must be in the English language. As this version will be available for public
distribution, it must not contain any confidential information. If the report in (a)
above contains no confidential information, it may be used as the Public Version. In
any event, the Public Version must be informative and contain sufficient Project
detail to be useful to prospective equipment and service providers.

and

() Two (2) CD-ROMs, each containing a complete copy of the Public Version of
the Final Report. The electronic files on the CD-ROMs shall be submitted in a
commonly accessible read-only format. As these CD-ROMs will be available for
public distribution, they must not contain any confidential information. It is the
responsibility of the Contractor to ensure that no confidential information is
contained on the CD-ROMs.
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The Contractor shall also provide one (1) copy of the Public Version of the Final
Report to the Foreign Commercial Service Officer or the Economic Section of the
U.S. Embassy in Host Country for informational purposes.

(3) Final Report Presentation

All Final Reports submitted to USTDA must be paginated and include the following:

(a) The front cover of every Final Report shall contain the name of the Client, the
name of the Contractor who prepared the report, a report title, USTDA's logo,
USTDA's mailing and delivery addresses. If the complete version of the Final
Report contains confidential information, the Contractor shall be responsible for
labeling the front cover of that version of the Final Report with the term
“Confidential Version.” The Contractor shall be responsible for labeling the front
cover of the Public Version of the Final Report with the term “Public Version.” The
front cover of every Final Report shall also contain the following disclaimer:

“This report was funded by the U.S. Trade and Development Agency (USTDA),
an agency of the U. S. Government. The opinions, findings, conclusions or
recommendations expressed in this document are those of the author(s) and do
not necessarily represent the official position or policies of USTDA. USTDA
makes no representation about, nor does it accept responsibility for, the accuracy
or completeness of the information contained in this report.”

(b) The inside front cover of every Final Report shall contain USTDA's logo,
USTDA's mailing and delivery addresses, and USTDA's mission statement.
Camera-ready copy of USTDA Final Report specifications will be available from
USTDA upon request.

(c) The Contractor shall affix to the front of the CD-ROM a label identifying the
Host Country, USTDA Activity Number, the name of the Client, the name of the
Contractor who prepared the report, a report title, and the following language:

“The Contractor certifies that this CD-ROM contains the Public Version of  the
Final Report and that all contents are suitable for public distribution.”

(d) The Contractor and any subcontractors that perform work pursuant to the Grant
Agreement must be clearly identified in the Final Report. Business name, point of
contact, address, telephone and fax numbers shall be included for Contractor and
each subcontractor.

(e) The Final Report, while aiming at optimum specifications and characteristics for
the Project, shall identify the availability of prospective U.S. sources of supply.

Annex II-7




GRANT AGREEMENT

Business name, point of contact, address, telephone and fax numbers shall be
included for each commercial source.

(f) The Final Report shall be accompanied by a letter or other notation by the Client
which states that the Client approves the Final Report. A certification by the Client
to this effect provided on or with the invoice for final payment will meet this
requirement.

J. Modifications

All changes, modifications, assignments or amendments to this contract, including the
appendices, shall be made only by written agreement by the parties hereto, subject to written
USTDA approval.

K. TA Schedule

(1) TA Completion Date

The completion date for the TA, which is March 31, 2009, is the date by which the
parties estimate that the TA will have been completed.

(2) Time Limitation on Disbursement of USTDA Grant Funds

Except as USTDA may otherwise agree, (a) no USTDA funds may be disbursed under
this contract for goods and services which are provided prior to the Effective Date of the
Grant Agreement; and (b) all funds made available under the Grant Agreement must be
disbursed within four (4) years from the Effective Date of the Grant Agreement.

L.

Business Practices

The Contractor agrees not to pay, promise to pay, or authorize the payment of any money or
anything of value, directly or indirectly, to any person (whether a governmental official or
private individual) for the purpose of illegally or improperly inducing anyone to take any
action favorable to any party in connection with the TA. The Client agrees not to receive
any such payment. The Contractor and the Client agree that each will require that any agent
or representative hired to represent them in connection with the TA will comply with this
paragraph and all laws which apply to activities and obligations of each party under this
Contract, including but not limited to those laws and obligations dealing with improper
payments as described above.

M. USTDA Address and Fiscal Data

Any communication with USTDA regarding this Contract shall be sent to the following
address and include the fiscal data listed below:
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U.S. Trade and Development Agency
1000 Wilson Boulevard, Suite 1600
Arlington, Virginia 22209-3901
USA

Phone: (703) 875-4357
Fax:  (703) 875-4009

Fiscal Data:

Appropriation No.: 118/91001
Activity No.: 2008-81002A
Reservation No.: 2008810001
Grant No.: GH2008810001

N. Definitions

All capitalized terms not otherwise defined herein shall have the meaning set forth in the
Grant Agreement.

0. Taxes

USTDA funds provided under the Grant Agreement shall not be used to pay any taxes,
tariffs, duties, fees or other levies imposed under laws in effect in Host Country. Neither the
Client nor the Contractor will seek reimbursement from USTDA for such taxes, tariffs,
duties, fees or other levies.

Annex II-9




