REQUEST FOR PROPOSALS

FEASIBILITY STUDY FOR THE

BULGARIA: NATIONAL ICT NETWORK PROJECT

Submission Deadline: 4:30 PM
LOCAL TIME

APRIL 10, 2009

Submission Place: MR. PLAMEN VATCHKOV
' CHAIRMAN
STATE AGENCY FOR INFORMATION TECHNOLOGY AND
COMMUNICATIONS
6 GURKO STR.
SOFIA 1000
BULGARIA

TEL.: +359-2-949-2115
FAX: +359-2-980-3810

SEALED PROPOSALS SHALL BE CLEARLY MARKED AND RECEIVED PRIOR TO THE
TIME AND DATE SPECIFIED ABOVE. PROPOSALS RECEIVED AFTER SAID TIME AND
DATE WILL NOT BE ACCEPTED OR CONSIDERED.




SECTION 1:
1.1
1.2
13
1.4

SECTION 2:
2.1
2.2
23
24
2.5
2.6
2.7
2.8
2.9
2.10
2.11
2.12
2.13
2.14
2.15
2.16
2.17
2.18
2.19
2.20
2.21
2.22
2.23

SECTION 3:
3.1
3.2

3.3

34
3.5
SECTION 4:

REQUEST FOR PROPOSALS

INTRODUCTION ....ooiiiiiiiinirteececrtreteete et eessee e e sesstesessens 4
BACKGROUND SUMMARY .....oooiiiiiiecerececeee et 4
OBJECTIVE ...ttt ettt st ssae s ssse s anes 4
PROPOSALS TO BE SUBMITTED ..o 5
CONTRACT FUNDED BY USTDA......iririrccieeneenceeeee s 5
INSTRUCTIONS TO PROPOSERS.......coooetrieertneeereeeicrenenninnns 6
PROJECT TITLE ..ottt essns 6
DEFINITIONS ...ttt ettt 6
DEFINITIONAL MISSION REPORT ..ot 6
EXAMINATION OF DOCUMENTS ..ot 6
PROJECT FUNDING SOURCE.......cccoocirteieeeetrienseiesenensnns 6
RESPONSIBILITY FOR COSTS .....cooiiiintirientrrecenenecceeeeeneenens 7
TAXES ..ottt 7
CONFIDENTIALITY ..ottt eneans 7
ECONOMY OF PROPOSALS ...ttt 7
SUBSTANTIVE PROPOSALS .....coriiiienteininrrerceeicnneneeans 7
CONDITIONS REQUIRED FOR PARTICIPATION.........cccoovrumrmnann. 7
LANGUAGE OF PROPOSAL......coooeirierreeieeeieeeeeneeeeses e nasinenas 8
PROPOSAL SUBMISSION REQUIREMENTS ..o 8
PACKAGING. ...t eneens 8
AUTHORIZED SIGNATURE .......cotiiiicircteceecceecne e 8
EFFECTIVE PERIOD OF PROPOSAL ....cccoceoriiiiircricencniniricieeiee 9
EXCEPTIONS ...ttt 9
OFFEROR QUALIFICATIONS ....ooiiiiinerreteeeeniceeete e 9
RIGHT TO REJECT PROPOSALS ......ooriireieeccniecene 9
PRIME CONTRACTOR RESPONSIBILITY ...c.ccooviviviiiiiirienecenenne. 9
AWARD .ot s 9
COMPLETE SERVICES ......ccooiiiinieteteneeserein s seennees 9
INVOICING AND PAYMENT ..o 10
PROPOSAL FORMAT AND CONTENT ......cccooiiiiiciineeenee 11
SECTION 1: INTRODUCTION AND EXECUTIVE SUMMARY......11
SECTION 2: COMPANY INFORMATION.......ccccccooiiiiiiinnneneene 12
3.2.1 COMPANY PROFILE ..........cooiiiiiiccieiiceeeern s 12
3.2.2 OFFEROR'S AUTHORIZED NEGOTIATOR. ........cccccceermvinanns 12
3.2.3 NEGOTIATION PREREQUISITES ......cccooriiiiiineerieiens 12
SECTION 3: ORGANIZATIONAL STRUCTURE, MANAGEMENT,
AND KEY PERSONNEL ..ot 12
SECTION 4: TECHNICAL APPROACH AND WORK PLAN ........... 13
SECTION 5: EXPERIENCE AND QUALIFICATIONS ........ccoveieie. 13

AWARD CRITERIA




ANNEX 1
ANNEX 2
ANNEX 3
ANNEX 4

FEDBIZOPPS ANNOUNCEMENT
BACKGROUND DEFINITIONAL MISSION REPORT
USTDA NATIONALITY REQUIREMENTS

USTDA GRANT AGREEMENT, INCLUDING TERMS OF REFERENCE AND
MANDATORY CONTRACT CLAUSES




Section 1: INTRODUCTION

The U.S. Trade and Development Agency (“USTDA™) has provided a grant to the State Agency
for Information Technology and Communications (“Grantee”) for a Feasibility Study (“Study”)
on a proposed project to link pre-existing local and national government networks in Bulgaria. A
main priority under Bulgaria’s e-government program, the proposed ICT network upgrade would
expand capabilities and augment efficiency throughout the public sector. The grant agreement is
attached at Annex 4 for reference. The Grantee is soliciting technical proposals from qualified
U.S. firms to provide expert consulting services to carry out the Study.

1.1 BACKGROUND SUMMARY

In 2002, the Government of Bulgaria (“GOB”) launched a formal e-government program aimed
at modernizing the country’s public administration system. This program has promoted the
development of IT services and systems designed to improve the functionality of government
systems, improve government services, and create a more efficient and transparent state
administration. The Grantee, which was established in 2005, is solely responsible for
telecommunications network management, ICT-related policy implementation, and public-sector
ICT synchronization and coordination throughout the country. Its goals are closely attuned to the
wider e-government goals of the GOB, since it has identified severe limitations in the capabilities
of its systems due to insufficient telecommunications infrastructure and IT systems-hosting
technology.

In order to begin addressing these limitations, the Study will examine the economic and technical
requirements of developing a single National ICT Network that is to connect all local and
national government entities. The motivation behind this renewed impetus toward ICT network
integration is that many Bulgarian government entities remain disconnected from one another.
The realization of a National ICT Network in Bulgaria is now achievable because of general
agreement concerning project objectives, project realization strategy and the Grantee’s singular
responsibility for project organization, design, procurement and installation. Widespread political
support for the rollout of the upgraded network greatly improves the likelihood that the project
will be implemented. A background Definitional Mission is provided for reference in Annex 2.

1.2 OBJECTIVE

In a preliminary move to unify Bulgaria’s networks along the lines of this Study, the GOB has
mandated that the Grantee expand existing networks and transform it into a National ICT
Network for communications between ministries, regional authorities, municipalities, and other
public entities. This network is also to provide the core ICT infrastructure for broad public access
to e-government services. In the near future SAITC will be responsible for:

¢ Building a high-speed fiber-optic ring with an initial transmission capacity of about
2.5 Gbps and with an option for a further increase to 10 Gbps

e Connecting 28 regional centers and the capital within the fiber-optic ring

¢ Providing national connectivity and integration of NSN with the other more or less
developed networks of the state institutions




As a precursor to these activities, the Study will contribute to the full unification of Bulgaria’s
two current core networks — that of the SAITC (national coverage) and of thé Council of
Ministers (local loops) — into a single, Grantee-managed infrastructure. It will also plan the
convergence of further currently separate networks into the unified national infrastructure,
including those run by the Ministry of Finance, the Ministry of Labor, the National Statistics
Institute, and other government entities. It will also define the precise topology of the integrated
network structure, develop an implementation plan and prepare the Grantee for upcoming
procurements. The Terms of Reference (“TOR”) for this Study is attached in Annex 4. :

1.3 PROPOSALS TO BE SUBMITTED

Technical proposals are solicited from interested and qualified U.S. firms. The administrative
and technical requirements as detailed throughout the Request for Proposals (“RFP”) will apply.
Specific proposal format and content requirements are detailed in Section 3.

COST will not be a factor in the evaluation and therefore, cost proposals should not be
submitted; upon detailed evaluation of technical proposals, one firm will be selected for contract
negotiations. The amount for the negotiated contract has been established by a USTDA grant of
U.S. $390,180.

1.4 CONTRACT FUNDED BY USTDA

The negotiated contract will be funded by USTDA in accordance with the terms and conditions
of its grant to the Grantee. The contract must include certain USTDA mandatory clauses relating
to nationality, taxes, payment, reporting, and other matters. The USTDA nationality requirements
and the USTDA mandatory clauses are attached at Annexes 3 and 4 for reference.




Section 2: INSTRUCTIONS TO PROPOSERS

2.1 PROJECT TITLE

The project is called "National ICT Network Project.”

2.2  DEFINITIONS
Plea_se‘ note the following definitions of terms as used in this RFP.

The term "Request for Proposals" means this solicitation of a formal technical proposal
including qualifications statement.

The term "Offeror” means the U.S. individual, or U.S. firm, including any and all N
subcontractors, which responds to the RFP and submits a formal proposal and which may
or may not be successful in being awarded this procurement.

23  DEFINITIONAL MISSION REPORT

USTDA sponsored a Definitional Mission to address technical, financial, sociopolitical,
environmental and other aspects of the proposed project. A copy of the Report is attached at
Amnex 2 for background information only.

24  EXAMINATION OF DOCUMENTS

Offerors should carefully examine this RFP. It will be assumed that Offerors have done such
inspection and that through examinations, inquiries and investigation they have become
familiarized with local conditions and the nature of problems to be solved during the execution
of the Study.

Offerors shall address all items as specified in this RFP. Failure to adhere to this format may
disqualify an Offeror from further consideration.

Submission of a proposal shall constitute evidence that the Offeror has made all the above
mentioned examinations and investigations, and is free of any uncertainty with respect to
conditions which would affect the execution, and completion of the Study.

2.5 PROJECT FUNDING SOURCE

The Study will be funded under a grant from USTDA. The total amount of the grant is not to
exceed U.S. $390,180.




2.6 RESPONSIBILITY FOR COSTS

Offeror shall be fully responsible for all costs incurred in the development and submission of the
proposal or any other cost incurred by Offeror prior to issuance of an agreement or contract.
Neither USTDA nor the Grantee assumes any contractual obligation as a result of the issuance of
this proposal request, the preparation or submission of a proposal by an Offeror, the evaluation of
proposals, or final selection.

2.7 TAXES

Offerors should submit proposals which note that in Annex 4, USTDA Mandatory Contract
Provisions, USTDA funds are not to be used to pay taxes or duties under the laws of host
country.

2.8 CONFIDENTIALITY

The Grantee will use its best efforts to preserve the confidentiality of any business proprietary or
confidential information submitted by the Offeror, which is clearly designated as such by the
Offeror.

2.9 ECONOMY OF PROPOSALS

Proposal documents should be prepared simply and economically, providing a comprehensive
and concise description of the Offeror's capabilities to satisfy the requirements of the RFP. There
is no necessity for expensive bindings, colored displays, or other promotional material unless
such material is absolutely pertinent to the proposal. Emphasis should be placed on completeness
and clarity of content.

2.10 SUBSTANTIVE PROPOSALS

The Offeror shall certify (a) that its proposal is genuine and is not made in the interest of, or on
the behalf of, any undisclosed person, firm, or corporation, and is not submitted in conformity
with, and agreement of, any undisclosed group, association, organization, or corporation; (b) that
it has not directly or indirectly induced or solicited any other Offeror to put in a false proposal,
(c) that it has not solicited or induced any other person, firm, or corporation to refrain from
submitting a proposal; and (d) that it has not sought by collusion to obtain for himself any
advantage over any other Offeror or over the Grantee or USTDA or any employee thereof.

2.11 CONDITIONS REQUIRED FOR PARTICIPATION

Only U.S. firms are eligible to participate in this tender. However, U.S. firms may utilize
subcontractors from host country for up to 20 percent of the amount of the USTDA grant.
USTDA nationality requirements are detailed in Annex 3.




2.12 LANGUAGE OF PROPOSAL

All proposal documents shall be prepared and submitted in English, and only English.”

2.13 PROPOSAL SUBMISSION REQUIREMENTS
The Cover Letter in the proposal must be addressed to:

MR. PLAMEN VATCHKOV

CHAIRMAN ‘
STATE AGENCY FOR INFORMATION TECHNOLOGY AND COMMUNICATIONS
6 GURKO STR.

SOFIA 1000

BULGARIA

TEL.: +359-2-949-2115
FAX: +359-2-980-3810

An Original and eight (8) copies of your proposal must be received at the above address no
later than 4:30 PM, on APRIL 10, 2009.

Proposals may be either sent by mail, overnight courier, or hand-delivered. Whether the proposal
is sent by mail, courier or hand-delivered, the Offeror shall be responsible for actual delivery of
the proposal to the above address before the deadline. Any proposal received after the deadline
will be returned unopened.

Upon timely receipt, all proposals become the property of the Grantee.

2.14 PACKAGING

Each proposal must be sealed to ensure confidentiality of the information. The proposals should
be individually wrapped and sealed, and labeled for content including "original" or "copy number
x"; the original and eight (8) copies should be collectively wrapped and sealed, and clearly
marked for content.

Neither USTDA nor the Grantee will be responsible for premature opening of proposals not
properly labeled.

2.15 AUTHORIZED SIGNATURE

The proposal must contain the signature of a duly authorized officer or agent of the Offeror
empowered with the right to bind the Offeror.




2.16 EFFECTIVE PERIOD OF PROPOSAL

The proposal shall be binding upon the Offeror for sixty (60) days after the proposal due date,
and Offeror may withdraw or modify this proposal at any time prior to the due date upon written
request, signed in the same manner and by the same person who signed the original proposal.

2.17 EXCEPTIONS

Firms agree by their response to the RFP announcement to abide by the procedures set forth
therein. Material modifications in the TOR or responsibilities of the parties will not be accepted.

Any exceptions in the proposal shall be clearly identified, and shall include the scope of such
exception, and its impact, on the procurement. The Grantee shall make final determination as to
the responsiveness of such exceptions and their acceptability.

2.18 OFFEROR QUALIFICATIONS

As provided in Section 3, Offerors shall submit evidence that they have relevant past experience
and have previously delivered advisory and feasibility study services similar to those required in
the TOR.

2.19 RIGHT TO REJECT PROPOSALS

The Grantee reserves the right to reject any and all proposals and to accept or reject any or all of
the items in the proposal, and to award the contract in whole or in part if it is deemed in the best
interest of the Grantee.

220 PRIME CONTRACTOR RESPONSIBILITY

Offerors have the option of subcontracting parts of the services they propose. The Offeror's
proposal must include a description of any anticipated subcontracting arrangements, including
the name, address, and qualifications of consultants and subcontractors. USTDA nationality
provisions are set forth in detail in Annex 3. The successful Offeror shall cause appropriate
provisions of its contract, including all mandatory USTDA clauses, to be inserted in all
subcontracts ensuing to ensure fulfillment of all contractual provisions by subcontractors.

2.21 AWARD

An award resulting from this RFP shall be made to the best qualified Offeror, taking into
consideration the evaluation factors set forth herein; however, the right is reserved to reject any
and all proposals received and, in all cases, the Grantee will be the judge as to whether a proposal
has or has not satisfactorily met the requirements of this RFP.

2.22 COMPLETE SERVICES




The successful Offeror shall be required to (a) furnish all supplies, supervision, transportation,
and other execution accessories, services, and facilities; (b) provide and perform all necessary
labor; and (c) in accordance with good technical practice, with due diligence, and in accordance
with the requirements, stipulations, provisions and conditions of this RFP and the resultant
contract, execute and complete all specified work to the satisfaction of the Grantee.

2.23 INVOICING AND PAYMENT

Deliverables under the contract shall be delivered on a schedule to be agreed upon in a contract
with the Grantee. The Contractor may submit invoices to the designated Grantee Project Director
in accordance with a schedule to be negotiated and included in the contract. Upon approval of
each invoice, the Grantee will forward the invoice to USTDA which will process payment to the
Contractor. All payments by USTDA under the Grant Agreement will be made in U.S. currency.
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Section 3: PROPOSAL FORMAT AND CONTENT

To expedite proposal review and evaluation, and to assure that each proposal receives the same
orderly review, all proposals must follow the format described in this section.

Proposal sections and pages shall be appropriately numbered and the proposal shall include a
Table of Contents. Offerors are encouraged to submit concise and clear responses to the RFP.
Proposals shall contain all elements of information requested without exception. Instructions
regarding the required scope and content are given in this section. The Grantee reserves the right
to include any part of the selected proposal in the final contract.

The proposal shall consist of a technical proposal only. No cost proposal is required as the value
of the USTDA grant is established at U.S. $390,180.

Offerors shall submit one (1) original and eight (8) copies of the proposal. Proposals received by
fax cannot be accepted.

The following sections and content are required for each proposal:

Transmittal Letter,

Cover/Title Page,

Table of Contents,

Introduction and Executive Summary,

Company Information,

Organizational Structure, Management Plan, and Key Personnel,
Technical Approach and Work Plan,

Experience and Qualifications, and

Miscellaneous.

Detailed requirements and directions for the preparation of each section are presented below.

3.1 SECTION 1: INTRODUCTION AND EXECUTIVE SUMMARY

An Executive Summary should be prepared describing the major facts or features of the proposal,
including any conclusions, assumptions, and generalized recommendations the Offeror desires to
make. Offerors are requested to make every effort to limit the length of the Executive Summary
to no more than five (5) pages.

11




3.2  SECTION 2: COMPANY INFORMATION
3.2.1 Company Profile

Provide the information listed below relative to the Offeror's firm. If the Offeror is proposing to
subcontract some of the proposed work to another firm(s), similar information must be provided
for each subcontractor. Offerors are requested to limit the length of the Company Profile
Information to one (1) page per firm.

1. ‘ Name of firm and business address, including telephone and fax numbers.

2. Year established (include former firm names and year established, if applicable).
3. Type of ownership and parent company, if any.

4. Project Manager’'s name, address, telephone and fax number, if different from (1).

3.2.2 Offeror's Authorized Negotiator

Provide name, title, address, telephone and fax number of the Offeror's authorized negotiator.
The person cited shall be empowered to make binding commitments for the Offeror and its
subcontractors, if any.

3.23 Negotiation Prerequisites

1. Discuss any impact of any current or anticipated commitments which may impact the
ability of the Offeror or its subcontractors to complete the Study as proposed and within the
project schedule.

2. Identify any specific information which is needed from the Grantee before commencing
contract negotiations.

3.3  SECTION 3: ORGANIZATIONAL STRUCTURE, MANAGEMENT, AND KEY
PERSONNEL

Describe the Offeror's proposed project organizational structure. Discuss how the project will be
managed including the principal and key staff assignments for this Study. Identify the Project
Manager who will be the individual responsible for this project. The Project Manager must have
the responsibility and authority to act on behalf of the Offeror in matters related to the proposed
Study.

Provide a listing of personnel (including subcontractors and consultants) to be engaged in the
project, either U.S. or local with the following information for key staff: position in the project;
pertinent experience, curriculum vitae; other relevant information. If subcontractors are to be
used, the organizational relationship between the firms must be described.

12




A manpower schedule and the level of effort for the project period, by activities and tasks, as
detailed under the Work Plan shall be submitted. A statement confirming the availability of the
proposed project manager and key staff over the duration of the project must be included in the
proposal.

3.4  SECTION 4: TECHNICAL APPROACH AND WORK PLAN

Describe in detail the proposed technical approach and work plan. Discuss the project
requirements as perceived by the Offeror. Include a brief narrative of tasks within each activity
series. Begin with the information gathering phase and continue through delivery and approval of
all required reports.

Prepare a detailed schedule of performance that describes all activities and tasks within the
Technical Work Plan, including periodic reporting or review points, incremental delivery dates,
and other project milestones.

Based on the Technical Work Plan, and previous project experience, explain when and where
Offeror will require support from the Grantee. Detail the amount of staff time required by the
Grantee or participating agencies and any work space or facilities needed to complete the Study.

3.5 SECTION 5: EXPERIENCE AND QUALIFICATIONS

Provide a discussion of the Offeror's experience and qualifications which are relevant to the
objectives and TOR for the Study. If a subcontractor(s) is being used, similar information must
be provided for the prime and each subcontractor firm proposed for the project. Relevant
experience and qualifications of key staff proposed shall be provided including letters of
commitment from the individuals proposed concemning their availability for contract
performance.

As many as possible but not more than six (6) relevant and verifiable project references must be
provided, including the following information:

Project name,

Name and address of client (indicate if joint venture),

Client contact person (name/ position/ current phone and fax numbers),
Period of Contract,

Description of services provided,

Dollar amount of Contract, and

Status and comments.

Offerors are strongly encouraged to include in their experience summary primarily those projects
that are similar to or larger in scope than the Study as described in this RFP.

13




Section 4: AWARD CRITERIA

Individual proposals will be initially evaluated by a Procurement Selection Committee of
representatives from the Grantee. The Committee will then conduct a final evaluation and
completion of ranking of qualified Offerors, and the Grantee shall promptly negotiate a contract
with the best qualified Offeror. If a satisfactory contract cannot be negotiated with the best
qualified Offeror, negotiations will be formally terminated. Negotiations shall then be undertaken
with the second most qualified Offeror and so forth.

The selection of the Contractor will be based on the following criteria:

1. Study team’s experience in the evaluation of complex telecoms and IT projects with
emphasis on the following systems/technologies: IP/MPLS, DWDM, SDH, ATM, PBX,
NGN softswitch; experience in fiber optic infrastructure support and systems integration.
[25 points]

2. Study team’s experience in planning and/or managing large-scale public sector telecoms
network procurements, including vendor neutral specifications development. [25 points]

3. Study team’s experience in the establishment of enterprise architecture governance
models (including organizational framework, processes, rolls, and responsibilities). [20
points]

4. Study team’s experience in project management, implementation planning, and project
financing. [15 points]

5. Study team’s experience in conducting similar ICT projects in the country and/or region.
[10 points]

6. Study team’s experience in conducting developmental impact, legal/regulatory, and
environmental assessments of ICT projects. [5 points]

Proposals which do not include all requested information may be considered non-responsive.

Price will not be a factor in contractor selection.

14
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MR. PLAMEN VATCHKOV, CHAIRMAN, STATE AGENCY FOR INFORMATION
TECHNOLOGY AND COMMUNICATIONS, 6 GURKO STR., SOFIA 1000, BULGARIA
TEL.: +359-2-949-2115, FAX: +359-2-980-3810

CODE R: BULGARJA: NATIONAL ICT NETWORK PROJECT

POC John Kusnierek, USTDA, 1000 Wilson Boulevard, Suite 1600, Arlington, VA 22209-
3901, Tel: (703) 875-4357, Fax: (703) 875-4009. BULGARIA: NATIONAL ICT

NETWORK PROJECT. The Grantee invites submission of qualifications and proposal data
(collectively referred to as the "Proposal") from interested U.S. firms which are qualified on
the basis of experience and capability to develop a feasibility study (“Study”) on a proposed
project to link pre-existing local and national government networks in Bulgaria.

In 2002, the Government of Bulgaria launched a formal e-government program aimed at
modernizing the country’s public administration system. This program has promoted the
development of IT services and systems designed to improve the functionality of government
systems, improve government services, and create a more efficient and transparent state
administration. The Grantee, which was established in 2005, is solely responsible for
telecommunications network management, ICT-related policy implementation, and public-
sector ICT synchronization and coordination throughout Bulgaria. Its goals are closely
attuned to wider Bulgarian e-government goals, since it has identified severe limitations in
the capabilities of its systems due to insufficient telecommunications infrastructure and IT
systems-hosting technology.

In order to begin addressing these limitations, the Study will examine the economic and
technical requirements of developing a single National ICT Network that is to connect all
local and national government entities. Specifically, the Study will contribute to the full
unification of Bulgaria’s two current core networks — that of the SAITC (national coverage)
and of the Council of Ministers (local loops) — into a single, Grantee-managed infrastructure.
It will also plan the convergence of further currently separate networks into the unified
national infrastructure, including those run by the Ministry of Finance, the Ministry of Labor,
the National Statistics Institute, and other government entities. It will also define the precise
topolo gy of the integrated network structure, develop an 1mplementat10n plan and prepare the
Grantee for upcoming procurements.

The U.S. firm selected will be paid in U.S. dollars from a $390,180 grant to the Grantee from
the U.S. Trade and Development Agency (USTDA).

A detailed Request for Proposals (RFP), which includes requirements for the Proposal, the
Terms of Reference, and a background definitional mission/desk study report are available
from USTDA, at 1000 Wilson Boulevard, Suite 1600, Arlington, VA 22209-3901. To request
the RFP in PDF format, please go to:
https://www.ustda.gov/USTDA/FedBizOpps/RFP/rfpform.asp. Requests for a mailed
hardcopy version of the RFP may also be faxed to the IRC, USTDA at 703-875-4009. In the
fax, please include your firm’s name, contact person, address, and telephone number. Some
firms have found that RFP materials sent by U.S. mail do not reach them in time for
preparation of an adequate response. Firms that want USTDA to use an overnight delivery
service should include the name of the delivery service and your firm's account number in the
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request for the RFP. Firms that want to send a courier to USTDA to retrieve the RFP should
allow one hour after faxing the request to USTDA before scheduling a pick-up. Please note
that no telephone requests for the RFP will be honored. Please check your internal fax -
verification receipt. Because of the large number of RFP requests, USTDA cannot respond to
requests for fax verification. Requests for RFPs received before 4:00 PM will be mailed the
same day. Requests received after 4:00 PM will be mailed the following day. Please check
with your courier and/or mail room before calling USTDA.

Only U.S. firms and individuals may bid on this USTDA financed activity. Interested firms,
their subcontractors and employees of all participants must qualify under USTDA's .
nationality requirements as of the due date for submission of qualifications and proposals
and, if selected to carry out the USTDA-financed activity, must continue to meet such
requirements throughout the duration of the USTDA-financed activity. All goods and
services to be provided by the selected firm shall have their nationality, source and origin in
the U.S. or host country. The U.S. firm may use subcontractors from the host country for up
to 20 percent of the USTDA grant amount. Details of USTDA's nationality requirements and
mandatory.contract clauses are also included in the RFP.

Interested U.S. firms should submit their Proposal in English directly to the Grantee by 4:30
PM, APRIL 10, 2009 at the above address. Evaluation criteria for the Proposal are included
in the RFP. Requests for clarification on any aspect of the RFP should be directed to POC
John Kusnierek, USTDA, 1000 Wilson Boulevard, Suite 1600, Arlington, VA 22209-3901,
Tel: (703) 875-4357, Fax: (703) 875-4009. Any such request must be received no later than
4:30 PM, March 27, 2009 in order to be honored. Price will not be a factor in contractor
selection, and therefore, cost proposals should NOT be submitted. The Grantee reserves the
right to reject any and/or all Proposals. The Grantee also reserves the right to contract with
the selected firm for subsequent work related to the project. The Grantee is not bound to pay:
for any costs associated with the preparation and submission of Proposals.
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DEFINITIONAL MISSION FINAL REPORT

Submitted toy
The U.S. Trade and Development Agency

For the:
Bulgaria Information and Commuhnications Technology
(ICT) Sector Definitional Mission

Submitted by:

Pythia International Inc.
415 Mountain Road; Halifax, VA 24558 USA;
Phone: +1-202-412-0855; Fax: +1-347-710-1402

20 November 2008

ThisTeport was. ﬁmﬂed‘by theU.S; Tradeand Development Agency (USTDA), an
agencyof the United States; ‘Government. “The opinions, findings, conclusions.or
recommendations expressed ifi this docmnem ax'e those of the author(s) and donot
necessarily represent the official position or pélicies-of USTDA. USTDA makes 1o
representation about; nor doesit accept responsxbﬂlty for; the accuracy or
completenessof the information contained in this report

Meailing and Delivery Address: 1000 Wilson' Boulevard, Suite 1600, Arlitigton; VA 22209—3901
Phone: 703-875-4357 = Fax: 703-875-:4009:« Web site;: wwwtdagov =-email: info ApoV
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I. EXECUTIVE SUMMARY
A, Definitional Mission Overview

On behalf of USTDA, Pythia International Inc., a Virginia based international consulting
firm, represented by Holt Evans, conducted a Definitional Mission: (DM) in Bulgaria te
evaluate poteéntial ICT sector projects.

The ‘primary objective ‘of the Definitional Mission (DM) 'was to ‘assess, define, and
develop Terms of Reference for technical assistance projects on behalf of the Government
of Bulgaria (GOB). Among the projects evaluated by Pythia were: a feasibility study for
the Council of Ministers to assess the development of a National ICT Network
connecting all local and national government entities; technical assistance to the
Munisipality of Sofia to-examine the economic and technical feasibility of expanding and.
upgradmg the-city’s 311 Non-Emergency Call Center; and a feasibility study to establish
an outline and action plan for the Digital City of Sofia project, which would include
evaluating the existing municipal ICT infrastructure and identifying key systemis:
integration and interoperability issues.

Dunng separate tnps to. Bulgaria in June and September 2008, Pythia held detailed
discussions ‘with representatives from the State Agency for IT and Communications
(SATTC), the:Council of Ministers, and the Municipality of Sofia to define, evaluate and
clarify the aboye projects. Before, during, and afier the ihéCODHUY‘ visits, discussions were:
held with U:S. telecommunications equipment vendors, systems integrators, and
communications providers who were. either proponents of, or potential suppliers to, the
variolis initiatives. Pythia also advised and consulted ‘with the U.S. Commercial Section
in'Sofia on the status of the projects.

B. Description of Projects Reviewed
A brief description of the: three: projects reviewed by Pythia International in Bulgaria

underthe DM is provided below:

National ICT Network Project

Pythia evaluated a request: from the: Government of Bulgaria (GOB) for USTDA
assistance on a. feasibility study that would examine the économic and technical
feasibility of developing a single national ICT network that would ulnmately cotinect all
oeal and national government entities. Despite previous efforts to create such a network,
many ‘government entities in Bulgaria remain largely- disconnected from one another:
The lack. of interoperability hinders cooperation between government entities; thus
reducing the quality of public services and dficreasing their.cost. As a result, the GOB has
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identified the creation of a national network s one of its top priorities under the e
goverhment program. Adding to the urgeney of this initiative, 4 niew e-governance law,

approved by the Bulgarian Parliament this past June, introduces stfong requirements for
interoperability -among administrative information systems as. well as for network and:
information security

The Grantee is the State Agericy for IT and Comminnications (SAITC), which operates
the National Government ICT network. SAITC was initially estabhshed,by the Bulganaxr
Government in 2005 to manage government activities and implement state policies in the:
ICT ficld, and 1o develop a national network. The backbone of the current SAITC
network was carved out of the BTC {Bulgarian national telsconis operator) priot 16 its
privatization. BTC allocated to the Bulgarian Goveriiment (via the SAITC) two pairs of
dark fiber linking 20 major Bulgarian cities. One pair of fibers is based on SDH
technology and is dedicated to security and defense, while the other is based on Level 3
IP/MPLS.

The project would. entail the development of a roadivap for expanding the SAITC
network and unifying it with other ICT networks -operated by varieus government
agencies. In a preliminary move to unify these networks, the SAITC has officially been
mandated by the Government of Bulgaria to expand its present network and to-evolve it
into a National State Network (NSN) for communications. between ministiies, , tegional
authorities, municipalities, etc. This network would alse provide the core ICT
infrastructure for broad public-aceess to-clectronic services: (e-goyernment platform).

Sofia Municipality 311 Non-Emergency Call Center

311 systems which provide citizens with-easy, fast access to-non-emergency government.
services using an easily remembered telephone number, have recenﬂy evolved into an
important e-government tool, and have impacted. government service _dehvcry in almost
every dimension. For the Municipality of Sofia, Pythia International evaluated a request
for USTDA assistance to examine the economic and technical feasibility of expanding
and. upgrading Sofia's 311 non-emergency call center, including the purchase of new
equipment. The 311 call center was created in 2007 as an integrated way to receive and
process calls from city residents conceming a vatiety of non-gmergency city services. In:
addition to examinjng the potential expansion and improvement of Sofia's non-
emergency call center, the proposed feasibility study would also examine the possibility
of replicating the call center in each of Bulgaria's 28 largestéities.

Sofia Municipality ICT Network Enhancement Project

Pythia International examined Sofia Municipality’s request for USTDA support in
upgrading its existing ICT network, developmg interconnectivity between the central and
district offices of the Municipality, and in defining the strategic requirements. of
implementing. the ‘Digital City” project. In particular, the proposed feasibility study

DMRéport i - Pythia International |
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would: evaluate curretit ICT infrastructure in Sofia aid identify opportunities to intégrate:
clrrent capauty into an interoperable, Clty—Wlde system; identify areas in which new
technologies: can help the municipal govemment to meet the needs. of its citizens and
businesses; and propose systems+o optimize public administrative processes in the city..

Thi municipal ICT tietwork is ih urgent need of an upgrade. At the same time, the cutrent
level of connectivity between the central municipality and the distriet offices is
practically non-existent. Therefore, based on Pythia’s discussions ‘with mumc}pahty
officials, it was decided that the emphasis of the feasibility study should be:on Sofia’s.
core ICT infrastructure. Over the past few years, the City’s administration has been
woﬂong actively 1o infroduce concepts of e-govertiment and to implement pilot.e-services
for its businesses and citizens. However, lack of core ICT network infrastructure and
conbectivity ‘is a major impédifnent to developnent of these programs. Creation of ‘a:
modern and fully interoperable ICT network would enable Sofia Municipality to develop
city-wide applications and services:andto achieve its long:term e-government goals.

Sofia is undertaking many initiatives for optimizing its administrative. processes as well
asproviding better quality servicesfo its citizens: Based on the lessons leamed from these
recent ‘implementations; as- well as examples taken from other capifal cities, ‘Sofia
Municipality now understands the: need to: take a more holistic approach towards
orgatiizing -its information and communication system. Developient of a smgle shared
mumclpal infrastructure capable of supporting all services would léad to substantial cost
savings and would provide maximuim control over the management of service quality.

C. Recommendations and Key Considerations

National ICT Network Project

The National ICT Network project has the full support of the Bulgarian Government. It is
onie of the main priorities under the new ¢-government program, and is in full conformity
with Bulgaria’s strategic objectives under the EU Lisbon Agenda. Initial planning and
securing of rights of way for expansion of the.core national backbone infrastructure are
already underway. The grantee, the State Agency for IT and Communications (SAITC)
hag the marnidate, legal rights, and political suppoit to. be the implementifig and ongoing
management authority for the government network. The extended and upgraded national
ICT network will 'significantly enhance the capabilities and efficiency of the Bulgarian
Government, will have a positive impact on the couniry’s economic development, and
will fead to-inicreased inward investment. The network will be the backbone and enabler
fora wide range of e-government sefvices for citizens and businesses.

Partial financing for build-out of the national ICT network has already been allocated

from the 2009 national budget. Follow-on financing; both: from: EU Stractural Funds.
{Operational Program for Regional Development), and from the national budget -is

Pyt International Tne.
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available from 2010 onwards. If implemented, the national network projéct in Bulgaria
project has the potential to generate substantial US exports of teleconimunications
networking equipment, hardware, soffware, and services. USTDA involvement at the
feasibility study stage will also provide US technology providers with ‘a. level playing
field in-an increasingly-competitive environment:

Pythia International recommends that USTDA: fund a technical assistance project: that
would: assess the status of the current government ICT networks and develop a plan and
timetable for integrating existing networks ‘into a.unified system; assess-the current level
of connectivity and interoperability among the ministry networks and determine needs for
upgrading and enhancement; develop a framework for the creation of & governnk nt-wide
enterpnse archrtecture -and develop a hlgh level nnp}ementanon plan for the hational ICT

Sofia Municipality 311 Non-EmergencyCall Ceter

Based on the discussions Pythia held with representatives from Sofia Municipality; it
appears there is currently no functional 311 call center in operation at the Municipality:

While some call.center equipment was: purchased from Cisco-in 2007, this was apparently
never integrated into- a fully functioning system. In June 2008, we were informed that a
decision had been made by the Municipal Council approving 4 pilot 311 call center; an
RFP had been prepared for the pilot and would beissued over the coming month. In later
discussions, however, we leamed that the planned pilot call center would be-initially used
as an internal .announcement system for municipal employees and other-public servants,
and that the project would be managed by the Civil Protection Directorate of the
Municipality, which would indicate that thefe is some confusion within the Municipality
as to the exact hature and purpose of 4311 non-emergency eall-center.

At this time, no one within the Municipality is clearly behind the project, and it does net
appear to be a high priority. More nnponanﬂy, sdiie to the lack of contiectivity between
thie central and district municipal offices, as well as the dlspanty among various Iegacy
systems in place, it would be very dlfﬁcult to deploy the system on a city-wide basis in
the short term. Deployment of a 311 call center requires a high level of back-office
iitegration and a substantial commitment of human resources; both of which are lacking
at present. Priorto deploying a.non-emergency call cénter on a wide-seale, Sofia would
first need to address more pressing ICT infrastructure needs, For these reasonis, we do not
recommend immediate USTDA support for the project.

On the-other hand, Mayor Borissov has clearly expressed an interest in the 311 call center
in the past, and Deputy Mayor Guerdjikov, in the discussions we held with him, expressed
a.general interest and a desire to learn miore about the benefits of such-a system. The 311
non-emergency call center clearly falls within Sofia’s *digital city’ strategic objectives;:
would be replicable .in other Bulgarian cities; and represents an important potential for
U.S. exports. Therefore, Pythia recommends that USTDA commission a Desk Study

DMReport = 000 pthia Titernational ine:
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withiri 6 to 9 moriths, o evaluate the project’s viability and to assess Sofia Mxmxmpahty §
readiness to. pursue it.in -a thorough and ¢oordinated mianner. In Section VI below, we.
provide a general description of the project and some initial considerations. Most of this.
content has been provided by Winbourne & Costas; a US specialist in 311 <all center
teclmelogy, which has beenthe main catalyst behind the initiative at Sofia Municipality.

Sofia Municipality ICT Network Enhancement Project

[Enhancement of Sofia Municipality’s ICT network is considered by Mayor Borissov-and
the local council to be a key strategic ptiority for the city. Development of a fully
mtegrated and ‘intér-conneceted network will fill a pressing and immediate need. of Sofia
Municipality, and will lay the groundwork for the development of e-government in the
city. EU structural funds; local budget, U.S. Ex-Im Bank; and other financing sources are
readily available for Sefia’s planned ICT network enhancement.

The ICT network enhancement project will have a major developriiental impact on the
Municipality of Sofia as it-will provide ICT network infrastructure to all areas of the city,
leading to more efficient municipal government and. better services to citizens and.
businesses. This will improve the business climate, leading to:increased investment in the:
city. The project will directly lead to the creation of new jobs at the Municipality of
Sofia and will require additional training for a number of existing employees. The
proposed ICT network project for Sofia Municipality will also be a major generator of
U.S. technology exports; initial estimates of U.S: exports resulting directly from the
project are at $30 million. USTDA support: for the municipal network deployment-will
be beneficial to a number of US. vendors, several of whom have already expressed
strong initerest in the project.

Pythia International recommends that USTDA. fund a technical assistance project for the
Municipality of Sofia that will: assess existing IT infrastructure at the central and district
municipalities; evaluate services currently being provided over the network-and review
plans for future services ard projects; determine the new IT infrastructure and hetwork
upgrade requirements; perform a connectivity assessment for the enhanced network;
define the implementation planning process considering altemate: scenarios for phased
deployment; and assist the Municipality in preparing procurement documents. The
proposed budge for the TA project is $363,600:

- Pythia international Inc.
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Project Review Suminary.

$69 million: State Agency for
1T and-
Communications
(SAITC)

$3.8 million
for Sofia; $3 million Municipality of | Fellow-on Desk:Study
strong Sofa n 6- 9-months
possibility-for
| replication in
-othér:cities:

: $33million | $30'million | Municipalityof | Tminediate. TA grant;
 Enhancement Sofia Budget: $363;600:

a International Ing:
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I MISSION OVERVIEW AND OBJECTIVES

A. Definitional Mission Background

The Government of Bulgarla. (GOB) has made: significant progress in its efforts to.
improve the country’s: public administration and services through the effective use of
information 'and communications technologies. E-government is gaining momentum- in
Bulgaria, and a number: of - spemﬁc initiatives, including ‘the National State Network
(NSN) the new competitivé science and ifmavation system,. and the ICT Broadband
Platform, combine to. create a favorable environment for the successful outcome of the:
projects proposed for USTDAsupport.

Ower the past:six-years, USTDA has played an.active role in supporting Bulgaria’s efforts-
in the ICT domain. An orictitation visit (OV) held this past February: brought senior
Bulgarian ICT officials and city governmients to the U.S. to showcase e-government and
emergency ‘management: techinologies. The Bulgarian delegation 'met with U.S.
technology providers including Cisco, HP, Infinera, Oracle, Lockheed Martin, Motorola,
Raytheon, ESRL, and IBM. The delegation also met ‘with ‘officials and ICT specialists-
from New York City, the E-Governmént Division of the Office of Management and.
Budget (OMB), and many other organizations. The OV helped in 1dennfymg and/or
clarifying the oppottunities being evaluated under the current DM.

In previous years, USTDA has supported a number of other ICT initiatives in Bulgaria
including the following:

s A feasfmhty study for the Council of Ministers to assess the build-out of a
national voice and data IT network, based on fiber optics and high speed
-computers, to be-used by theentire public sector:

» A feasibility study for the Bulgarian Ministry of Disaster Management Policy to-
assess an integrated emergency management system (IEMS) in Plovdiv.

o Technical assistance to the Ministry of Finance in the development of the IT
components of a Unified Revenue Agency (URA), to collect all taxes and social
contributions; -transfer funds and information. to other organizations, and
administer tax revenues.

& A feasibility study for Cable Bulgaria to support expansion of its fiber opfic trunk
lines, VoIP network, and HFC-architecture in order to-support high-speed access,
video-on-demand and other-advanced two-way services:

Building on past USTDA initiatives in the country, the primiary objective of the Bulgaria
ICT DM was to evaluate three initiatives that the GOB and the Municipality of Sofia had
asked USTDA to consider funding: and, for those deemed wviable according to USTDA.
standard eriteria, develop Terms of Reference for feasibility studies. The proposed projects
included:

DM Report

Bythia Interpationaling e L g
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‘technical feasibility of expanding and upgrading the cﬂy
~call center and possxbly e:q;andmg the system to c’;  all

A feasibility study for the Council of Ministers to assess the developrietit of a
national ICT network connecting all local and national govérnment entities, which
is a key priority for Bulgaria under its e-government program.

Technical assistance to the Municipality ‘of Sofia to examine the economic and
311 non’emergency

proposmg models for network management anid owriers 3
systems and applications to optimize public administration processes and cmzen*
services

B. Overview of DM Planning and Events

An. overview ‘of the manner in which the definitional missionr was carried ouf and a.
summary-of the key meetings are provided below:

L

Shottly after contract award, DM consultant. Holt Evans. held discassions with
USTDA Country Manager, Jamie Merriman, who provided background materials:
oi all three projects, as well as sther relevant project details and points of contact.

After reviewing the materials; Mr. Evans contacted the U.S;. Embassy in Sofia,
spoke briefly to the Commercial Officer; Jim Rigassio; and held more detailed
discussions with Stanislava Dimitrova, the ICT Sector Coordinator, U.S.
Commercial Service, who provided assistance to Pythia in establishing contacts
with government officials. )

Prior to traveling to Bulgaria; Pythia held- initial. diseussions with Roumen
Trifonov from the Council of Ministers regarding the National ICT Network, and
with Valentine Lazarov and Teodora Zafirova fromr the Municipality of Sofia:

regarding the 311 Call Center and. Digital City of Sofia pro_)ects Initial

discussions and/or teleconferences were also held with U.S. companies Cisco,
Megatech, and Winboune & Costas, which were all involved wn;h.\de\vel,opment of
the projects.

As summary of the in-country meeting:itinerary during the-week-of 16 June is
presented below:

Monday, 16 June

- Initial session with Valentin Lazarov, Head -of Administrative Coordination,.
Municipality-of Sefia

- Cisco account representative, Municipality of Sofia

DMREpoit T Pythia International Ine e g
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Tuesday, 17 June

- Initial session with' SAITC officials (attenided by Chai
Jamie Merriman; USTDA)

- Lunch session'with Cisco management

# Meeting with Sofia Municipality, Deputy Mayor-& EU Programs Direcfor

man. Vatchoy and by

Wednesday, 18 June
~  Briefing session, Cisco offices (Nt'1. Network & Sofia ICT projects)
- Bulgarian Academy of Sciences (emergency mgmt. & 311 projects):
= Sessiomwith-Sofia Municipality IT specialists

- IBM, Bulgaria, Public Sector Manager

‘Thursday, 19 June:
- Follow-on sessions with Sofia Municipality IT specialists

= Project review with Lazarov, Admin. Coordination, Sofia Municipality

- SAITC, Network Initegration & Design Director:

- Presentation to Deputy Mayor (attended by EU Programs Dir., Cisco,
representatives from IT Dept.)

Friday, 20 June
+ Coordination Center for Iiforniation, Communications, and Management

Technologles (National ICT Nétwork Project)
- SAITC, Deputy Chairman
= Session'with US Commercial Dept; and Political Section, US Embassy

& Over the three week period following the first in-country visit, Pythia conducted
additional research on the projects and held meetings in the US with Cisco,
"Megatech, Winbourne & Costas, and Hyperion on the projects.

e During the: week of 3 September, Mr. Evans returned to Sofia where he held
wrap-up $essions with the grantee ‘organizations, interested US companies, and
the US Embassy Commercial Service:

Wedriesday, 3 Septembir

- Follow-up meeting with Cisco (Nt"1. Network & Municipality projects)

- Wrap-up session with CoM and SAITC officials on Nt’l. ICT Network project
(attended:by R.. Trifonov; Secretary forInfo. Society, CoM)

- Pollow-up-meeting with Winbourne & Costas (311 Call Center project):

‘Thursday, 4 Septembet

- Various sessions with officials from Sofia Municipality

= Meeting with ESRI, Bulgaria

- Deé-briefing session with US Commerical Section (attended by hew
Commercial Officer Scott Pozil and ICT specialist Stanislava Dimitrova) -

Anmnex 2 - 12
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C. Mission Tasks and Objectives

To suppert its decision-making relative to the above requests for project fundmg, USTDA

bto Bulgaria:

ed the following tasks: and objectives for Pythia. Intemational prior-fo travelling

Hold discussions with appropriate in-country contacts: to determine and gauge the
interest of potential project financiers and potential U.8. supphers;

Assess whether the proposed projects are economically, finaneially, and
‘technically viable.

Analyze ‘thé potential procurement of U.S. goods and services for project
implementation by categories and dollar values.

Assess the priotity of the projects, their pohtlcaifsocxalforgamzatmnal suppoﬁ
potential sources: of financing, and the capability and experience of the Project
Sponser.

Assessthe social'andeconomic developmentimpacts-of the proposed projects.
Assess and. justify whether or not USTDA should provide funding for the
proposed studies, technical assistance projects, or other irade :capacity building:
activities.

Assess any altemnative studies or activities which could be viable options for
USTDA: consideration;

Develop scopes of work’ and budgets for-at least two studiss for USTDA funding
consideration;

Demonstrate meaningful discussions with current and previous host country
Project Sporisors/Grantees to evaluate the. status of implementation for USTDA.
projects thatare sectorsrelevant to the Definitional Mission;

-Provide: supporting analysis and recommendations on the: above information and

all the relevant issues:

Given the mitigated ‘success of the previous USTDA-supported feasibility study for the
Bulgarian Council of Ministers in the development of a national network for
interconnection. of ministries (NAMDA project), it was considered to be. of particular
importance in the context of the DM, to carefully assess the manidate of the Grantee, and
the level of political support for the propoesed national ICT network project.

DMReport =
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ll. DM BACKGROUND ISSUES AND DEVELOPMENTS
The ICT projects wﬁ;ch Pythia. has evaluated for possible USTDA support;. have been
proposed byt 1 Go t-within the cortext of its broader e-government
strategy, and would be undentaken in coordination with a number of other ICT initiatives
currently uniderway. Fmancmg for the iniplementation’ of these projects will be greatly.
facilitated by the EU structural funds. A brief outline of the e -government strategy, a
discussion of some.of the:more relevant I€ T/e-government developments.and initiatives;
and. a discussien of EU and' other financing possibilities, as well as. general US -export
opportunities, is provided below:

A. E-Government Strategy

A suminary of the key elements of Bulparia’s official E-Goveérimerit Strategy - with a
particular emphasis on aspects relévant to the ICT projects proposed for USTDA support.
- is provided below. The main objective of the strategy is to organize and support, at the
highest level of Government, a long-term process of e-government implementation. The
strategy outlines the nature of e-government and its significance for Bulgarian society;
and idéntifies the strategic goals of e-government, as Wwell as the organization and
management-of the: related processes; The E-Government Strategy has been drawn up as:
a-major element in the overall reform of the Bulgarian public administration, including:
regional and municipal administrations. To assure continuity and a comprehensive overall
reform process, the existing major strategic documents of the Bulgarian Government
were reviewed and used in the fesearch process. EU and other sources of information,
experience, and best practices were consulted in developmg the strategy. The strategy’
will be continually updated to reflect the strategic vision for the establishment of e-
government in-accordance with the current assessment of realities in the country.

1. REALITIES

A prerequisite for e-government ‘development and formulation of specific strategy goals
are the realities in the couniry. The implementation of information technologws iIs a4
priority atthe government and policy level, which has brought about.a séries of decisions:
and actions for the improvement of the technological ‘environment, and pubhc attitude:
Based on existing research and surveys of Bulgaria’s readiness to meet the challenges and
opportunities of new information technologies, some of the findings and-issues have been
summatized in the followinig three main areas:

Political Will and Legal Framework
A number of strategic documents have been developed and adopted to: guide the public
administration’s activities in. relation to e-government. The legal framework in the:
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country has been largely harimotiized with the acquis communditaire of ‘the European
Union and éan rather quickly be developed further for the purposes of ¢-goverhiment. The:
access to information and the protection of eitizens™ rights has been provided for by a
law. There are legal provisions for the protection of rights to software products and
dalahases and criminal liability has been stipulated for computer offences. However; the:
] ntufwnal natmnal an&

emstmg strateg;c and statutory doeuments do not reﬁeet aIl 1

Information; Communication and Managemert Environment

The substantial investments made, ¢ither through the local budget or by foreign donors, to
upgrade the information technologies in the public administration have brought about
considerable improvements in the national and institytional information and
communication infrastructure. A National.Asynchronous Transfer Mode (ATM) Nemork
18 in the process of deveslopment. An }ntegrated optical communication network linking
ministries and other state agencies in Sofia is already in operation, The extension, of this:
network to the regional centers of Bulgaria is currently: underway. A number of
institutions have effectively implemented modern information techniologiss: and systems.

The acquisition of computer equipment is a priority for the public administration but the:
level of its utilisation is still lagging behind There is no integrated -information
environment ‘in the public administration yet. The technological level of the information
environment: differs from one instifution to another. Institutions do not coordinate their
decisions in the IT field which leads to incompatibility of systems. There is lack of
coordination in regard to the terminology, registers and.classifiers used. Over 70 national
reglsters and mformatxon systems have been developed and nnpiemented Some of them

is the lack of mtegmnon among them. “The ex1stmg mfonnanon envlronment does not
provide sufficient resources to counteract corruption practices in the public
administration. The functions of administrative structures have been definéd but they do:
not conform to the specific requiremients of e=government. The existing vertical structure
of the govermnment model creates difficulties 1 the relationship between the
administration and citizens or businesses. There is a need to develop uniform standards-
and implement statutory regulations in all administrative structures: which will regulate
administrative services.

Human Resources

The implementation of new technologies requires constant. knowledge: acquisition. The:
education: level of the public administration employees is comparatively high;. but their
training in ‘the use of IT does not comply with the requirements of e- government. Jt is.
difficult to attract and keep highly qualified IT and management. specialists in the state:
administration because of the more aftractive remuneranon terms: and clearer career
perspectives in the private sector.
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Critical Factors

Based on the realities mentioned, the following critical factors for succsssful e-
govemment have been deﬁned

LI S

aEducatton and trammg, practical skills of the human resotrée pool for
partxc.npatmn il e-govemmett;

» Provision of employment for highly qualified IT professionals;
« Effective feedback.

2, VISION AND STRATEGIC OBJECTIVES

E-govemnment iin Bulgatia is an elément of the fransition from an industrial o an
information Society; and serves to accelerats the European integration process. It is a
process of change that helps expand the means of citizens and businesses to participate in
anew knowledge-based economy: In orderto have the full potential of e-government
enforced, it is necessary to reform the administration and ‘the management: of business.-
processes and informiation. It is also Hecéssary to change the mindset and lirie of action of
the: ‘people i in the public administration, as well as their work attitude and their way of
comniunication with citizens and businesses.

The main role of e-government is to meet the general public needs for hxgh-quahty and
accessible public setvices. The development of e-govemnment is also needed i order to
increase transparency and minimize corruption practices in the state administration.

Services will be provided in a way, at places and times that are most convenient for
citizens and business through integrated and continuous electronic services. Apart from
the traditional .communication channels; new types of communication platforms and
devices will be used, where the service will be provided on a “one- stop-shop” principle.
Customers -of e-government services are citizens and businesses, as well as the public
admmls’tramon 11:self Serwces will be grouped mto general topics- or life events and will

The vision for e-government in Bulgariais:

- To provide modern and efficient governance, while using the means of contemporary
in]brmation technologies inorder to meet the real needs of citizens and businesses at any
- To develop the necessary organizational, comminication and information:environment
Jor the efficient operation of the public administration in accordance with internationally
acecepled principles, standards and best practices.

The development of e-govetnment in Bulgaria is détermined by the need to:
» Cutexpenditures and.enhanee government efficiency;
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'®  Meect-expectations of citizens:and improve the interaction environment;
s Improyve the business elimate:

E-governnieit covers four iajor aspects of comimunication and services:

«  Administration -— Citizens. Modern. Internet and Intranet websbased solutions.
coupled with ¢ofiventional means for etisuring broad ‘access, which will 1éad to
‘qualitative changes- in communications with, and provision ‘of services for,
citizen: '

~ Administration ~Businesses. Miodern solutions for optimization of processes and
‘business ‘relationships between the: public administration and various business
entities;

» Administration — Administration. IT development at the national and interstate
levels with a view to ensuring effective. interaction -of various. administrative:

. sttuctores;

& Internal Institutional Efficiency and Effectiveniéss. Orgatization dnd optimization
of ‘businiess processes, administration-employee relations and communication
processes within the administrative structures.

The Bulgarian Govemnment has formulated. the following: 'strategie objectives with:
regard to e-government:

- To provide, through electronic means, high-quality, efficient and accessible public
services to citizens-and businesses: -

- To'expand the technological capabilities of citizens and businesses Jor participation in
the government decision-making process;

- Tocreate an organizational, communication and information environment for effective
and transparent functioning of the public administration in accordance with the
principles, standards and best practices of the Buropeay Union;

The implementation of these strategic objectives will lead to substantial cost reductions in
the public administeation, to improved service quality, and to decreased corruption. These
are important prerequisites for sustainable economic and social development. The basic
guidelines for the attainment of e-government strategic objectivesare;
¢ Provision of e-services through available infbx:‘matipn'tecﬁndogies; and resources.
inthe institutions. '
¢ Development.of a meta-information system, ensuring-an information environment
for integrated administrative services.
¢ Implementation of Internet-based technologies for informing, communicating and
providing services to citizens.and organizations.
s Development.of the technical infrastructure:
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Contemplating the deployment of its stated vision and the implementation of its strategic:
goals related to the development of esgovernment; the Bulgarian ‘Government: has
outlined the following matitargets:

- Ensure ‘transparency i the activities of the public .administration and
‘opportunities for feedback as prerequisites for public control over government;

e Upgrade the quality of communication between citizens, buginesses and
government employees through continuous: exchange of knowledge and
enthancement of the level of competence arid the technological arid admiistrative
culture;

* Reduce the time, effoft and costs needed to search for and acéess personal and
public data through inquiries in the registers and antomated information systeins
of the public administration; '

» Reduce the time, effort and costs for the provision of public: services through
electronic exchange of documents and other ‘information between citizens,:
businesses and the:public administration;

® Reduce the time, effort and costs 1o citizens and businesses by providing
integrated public administrative services electronically.

Organizational and technological upgrading of the public administration:

‘e Ensurs better interaction among institutions in the public administration;
Provide arxeliable commutication éfvironmeiit for e- governinent;
Create and mtroduce a reliable identification and information security system;
‘Establish an iitegrated information and management environment providing:
opportusities for rapid, efficient and effective electronic access to services, thus
Jimitirig corruption;

*  Ensure centralized coordination in the establishment, development and use of the
national ‘information resources of the public administration, providing means for
modelling, forecasting and utilisafion of modern decision making methodologies;

- Provide integrated electronic services meeting the needs of cifizens and
businesses;

Create an integrated system of national identifiers;

Introduce necessary IT standards and protocols;

Introduce quality control systems in the public-administration;

Analyze and improve the legal framework in order 1o regulate the business
processes of e-government. .

o o e o
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Training and retraining of personnel in the ‘public adminispration:

o Provide the necessary huinan resoutces for the establishment and operation of e-
Lovemment;

‘o Develop a tiew ofganizational culture it the: public ad:
efficiency and-effectiveness of the work dotie electronically;

¢ Upgrade the personal, professional, organizational and m
officials with repard to-the operation of clectronic equx rient

' Establish a motlvatmg environment for public aduniin ation employees fo assure:
effective participation ine-government development;

»  Effectively allocate competencies for the technological development; coordination
and management among administrative structures, technological ‘centers and &=
government developers;

» Ensure teamwork at the institutional and national levels in order to upgrade the
management quality:of e-goveminent business processes.

serial skills of public:

5. GENERAL PRINCIPLES

The fandamental principle underlymg the siiedess: of e-governinent is the appropnate
organization of stakeholders, i.¢. administration, non-governiment organizations, Gitizens.
and businesses, at all stages of the implementation process: — from: the -definition of the
vision and ‘priorities to: the selection and management of specific projects: The general
good governance principles set out in the Strategy for Modernization of the Public
Adiministration, as well as these, confirmed i the Declaration of the Ministers of the EU
Member-States and the Applicant Countries (Brussels, November 29, 2001) will also be
applied, depending on the specific national conditions and the nature of projects. The
implementation of e-government will be maiched with the work: done under the National
Anti-Corruption Strategy.

Focusing on citizens and businesses

* Equal access opportunities — services will be easily accessible to all. Particular
attention will be paid to people with special needs (senior or disabled people) and
socially vulnerable people. Opportunities will be offéred for selection among a
number of channels.for access to-information and services.

o Support of a system for encouragement of citizens and business to use the
-oppoftunities offered by e-government.

» Provision of public access:to and transparency of the public administration acts.

Market oriéntation
o Knowledge of consumers — investigation and comprehension of consumer
behaviour; identification of the demand for services and their supply.
» Partnersth wn‘h busmesses — use of the expenence of busmesses m the

the case of some specialised technologmal ﬁmctmns, of e-gavemment, it wouid. be:
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more appropriate to outsource the design, developmerit and support, and éven the.
ﬁnancmg in some cases, to- companies that have the necessary potential to fulfil

. H0n; 48 W : : ,takmg adjustm;. mﬁasures

o Effictency ~ encouragemem.of fmr sompetition among companies, technologies:
and ideas in order to-maintain proper balance between input resources and output
results.

. Technological independence — achievement-of a maximum level-of independence
.of e<government platforms, technologies, software and companies.

o Performance criteria ~ use of measurable key indicators for the success: of the
implementation of individual projects.

» Specification and stage-by-stage development of the model outlined in the vision
and strategic objectives of e-govemment, identifying predictable and. feasible
‘projects with clear effect for society over the course-of time.

Tdentificition and security

o Data identification— establishment of proprietary data, the responsibility for data.
authenticity-and the data exchange rules.

. Data security ‘and protection — provision: of maximum protection of the data
processéd and stored.

» Integrated approach = each project should -conform to the overall idea of the:
Strategy ‘and be part of an integrated System to ensure continuity and rule out
duplication of projects.

» Single entry and multiple iise of data ~ single entry of data by the authorized body
-and multiple use of such data in accordance with the legal regulations aiid access
-authorization.

6. ORGANIZATION AND MANAGEMENT

E-governmem providesfor new: ways to manage activities in the public:sector-in general,
and. in the public administration in particular. It will ensure efficient management of
change in all aspects of the public administration, i.e. statiitory, organizational,.
managerial, technological, cultural and ‘other aspects aimed at attaining the objectives and
goals set out in the Strategy.

The E-govemnment Strategy is. essentially a strategy to manage the transition from the
conventional adniinistrative model to the provision of integrated admiinistrative services
to-citizens and businesses and to rational management through IT.

Following its ‘initial adoption bythe Council of Ministers, measures were. introduced to
further develop and gnide the implementation of e-government in Bulgaria. Each draft
amendinent hias been, or will be, , widely discussed in public. New versions will be placed
at the disposal of interested institutions and organizational structures of the public
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administration, businesses and NGOs. ° E-government is of national mgmﬁcaﬁce betause.
its 1mplementanon and managenient implies interaction among the legislative, judicial
and executive powers in close cooperation with citizens and businesses. A decisive factor
in the successful implementation of Bulgaria’s e-government strategy is the will of
decision makers and public offieials fo employ a new approach fo the administrative:
processes. Among-the factors considered vital for success of the stiategy aré the:
following:

‘ Active participation of ¢itizens and businesses.

& Political.and governmental:support at the highest level.

» "Teamwork and project-based principle: of operational management: Continuous:
cootdination and feedback at all stages of implementation. Strong methodological
‘support.

» Risk analysis and impact onrisk factors.
o Implementition of change plannifig and manageément.
& Providing for transparéency in public administration opérations.

Structures and Functions

The Couneil of Ministers
¢ Adopts the E-government Strategy anid 4 National Program for Implementanon of
E-government in the Republic of Bulgaria, and provides the necessary financial
resources.
o Provides public aceess to the decisions made in relation to e-government,

Interdepartmental Committee

‘An Interdepartmental Committee, composed of representatives of all ministries; has.been
established under the Courteil of Ministers. Representatives of interésted NGOs have
been invited to participate in'the committes meetings. The Interdepartmental Committee
submits for approval to the Council of Ministers the National Program and the
organizational structure for the implementation ‘of e:govemment as well as its funding,,
periodically (every 6 months), reviews. proposals for updating the Strategy and the.
National Program, and controls their iiplementation. The Committes is headed by the.
Minister of State Administration and the Minister of Finance.

The Minister of State Administration
The Minister of State Administration manages the . ‘process of implementaﬁen of e-
government. The Minister of State Administration. fulfils the following tasks in
cooperation with the public administration, businesses, NGOs; and donors:
¢ Coordinates donor fundmg for the-implementation tasks;
» Assists in the preparation of private sector companies for implenientation of -
government pro;ecis ‘
‘s Organizes, monitors and reviews fesdback front citizens, businesses and donors,
providing for transparency and accountability;
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«  Supervises thie absorption of investments by the public sector for e-government.
projects and their.rate of return;

- Develops anc} adapts methodolog;cal materials; provides methodological and
) : the adin: v stevictires in the implementation of projécts

fis the course of these actmh,v . the Mindster i supported by relevaiit structures of the:
public: administration; the Coordination Center for Information, Communication and
Management Technologies; and various other-donor programs.

Project Organization

For the organization and-management of the process of e-government implementation a
National Program for Implementation -of E-government in the-Republic' of Bulgaria has.
bigen : adopted The Minister of State Administration appoints the Head of the. Natiorial
Program, nominated by the Interdepartmental Committee. Assessing proposals approved‘
by the Interdepartmental Committee, the Council of Ministers identifies projects of
national importance. National project teams will be formed for the .operational
management of these projects involving experts from various branches of the public
administration, outside experts and representatives of the funding organizations. These:
projects will enjoy special institutional support from the administrative structures. The
Council of Ministers will monitor project results. Institutional project teams will be:
established for the operational management of institutional projects. The individual
braiiches of the public administration will set up methodological teams to support the
implementation ‘of e¢-govemiment services. They will carry out the following e-
government-related activities:

'« Drafl concepts, strategies and action plans for the development of institutional
information systems and human resources in accordance with-the E-government
Strategy, the: Action Plan and other related documents;

o Perform. cutrent review and ‘maintain information related to the status of
instititional information systems and the organization of business processés in
order 10 attairiing the e-government objectives;

o Assistin. nnplementmg ¢-government projects.

Basic criteria for selection of priority projects:

» Significance for the economic and social development of the country. Priority will
be given te the introduction. of services, which will save time and resources to
citizens and businesses, thus eliminating administrative bartiers and aceelerating
gconomic and social development.

 Heonomic effic iciency. Priority will be given to projects with high retiim on
investment, achieved as a result of decreased costs of services and/or increased.
level of collection. All projects will be assessed in terms- of cost-efficiency with
regard to investments made and the operational costs needed for the maintenance
of the systerns during their usefisl life.
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»

“priority will be given: 1o projects that do no

Substantial demand for integroted public services.. Whesn developmg projects; the‘
target group of potential customers. for the: respecti

considering the rate of readiness to use these
projects meeimg the needs of ag mans

any specml conditions for ther
use:of data and provision-of services.
Compliance with: EU priorities. In light. of the harmonization of Bulgaria’s
administrative: practices with those of EU, priority will'be given to the automation:
of services, which have been sélected a8 indicators. for the evaluation of e

government in the e—Europe Agtion plan

. Aniz-cormpt:on effort. Priority will be given to projects, leading to increased

transparengy in the. state administration and decreased corruption risk.

An action plan has been developed to plan the implementation of high priority projects;,
deemed éssential for development.of e-government in Bulgaria. These projects fall. into-
two broad areas:

Systems and Networks:

Design and development of an integrated electromic services: system using:
institutional, inter-institutional and national information systems.

Support and development-of communication and information infrastracture for the:
public administration and a National ATM Network:for the state administration:
Development. of a network of general access locations for -complex eitizen
services with or without an operator.

Development of systems for local e-management.

Development of a Unified Crime Prevention Informational System.
Re-engincering of business processes of public serviees.

Development of a system for electronic procurement.

Platforms and Applications:

o & o & e o e

Recengineering of the government portal “Official page of Bulgarian State
Institutiong”.

Analysis of the technical equipment used in public administration activities,
PK1infrastructure of the-state administrafion:

Identification. and prioritization of the administrative services, wh;ch will: be:
provided electronically through the government portal.

Submission of forms:to the National Insurance Institute electronically.

Submission of internal revenue forms-electrenically

Submission of customs forms electronically.

Issue of eertificates for current company status.

Issue of certificates for company litigation and registration..

Issue-of certificates from the real estate register.

Issue of personal legal certificates:
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B. Recent ICT/E-Government Developments and Initiatives

Progress has also'been made i developing:the regulatory framework necessary o adapt.
effective e-government: and to promofe ICT sector ‘development. During 2006, the
Bulgatian National Assembly ratified the Law on Electronic Trade, and the Council of
Ministers adopted the Bulgarian National Interoperability Framework for the information
systems:in the state:administration. In 2007, the National Assembly adopted a new Law
on E-Governance, which entered into force ‘in July 2008. Among the main principles.
introduced under the new esgovemance law is Single Collection and Multiple Data Use,
which stipulates that administrative: instititions have the obligation to request data from.
citizens .and organizations .only once, and that they miust collect it officially fiom the
primary administrator ‘of the data. The ptimary data administrators are required to 'send
the relevant.data directly to those administrative -authorities who have the legal right to
maintain it.

Utilizing a combination -of local budget and EU funds, the Government of Bulgaria
(GOBY); :during 2006 and 2007, has considerably revamped its IT systems. Over 5,500
compﬁters ‘were installed it regional and local administrations. Licensed sofiware is now
in place on about 60,000 computers and 2,000 server systems in all administrations.

Antlvnus/spamfadware protection software has been installed on 20,000 computers and
1,500 server systems:in the local and regional administrations. Over the same petiod, the
‘GOB procured 2,150 e-signatures.

Also during 2006 and 2007, approximately $20 million has been spent on-developing an
integrated e-Governmeiit platform. The primary focus has been on development of a
government seivice portal (ww.¢gov.bg), implementing documment exchange systems, and
supporting interoperability registers. Under the e-Region pilot project currently
underway, regional and local administration are developmg integrated, standardized
service portals, and regional/local information Systenis are being intégrated into-a unified
national network.

Irs late 2008 or early 2009, the GOB plans to:implement an E-Government Action Plan,
based ‘on ‘the recently adopted E-Government: Strategy’ (described above). Other short
term objectives incliude:

#» Deployment: of the Unified Environment for Document Exchange (the only
authorized. fool for document exchanges, in accordance with Law on e-
Govematice)

‘o Integration of the back-office Systems with the Unifisd Environment for
Document Exchange

Medium term priorities include increasing the effectiveness of government information
systems. by re—engmeermg of the front/back-office processes, improving detivery of
administrative services, and increasing the transparency of administrative ‘procedures.
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The Builgarian State Agency of Information Techuologies and Communications (SAITCY
18 «currently leading Bulgaria’s efforts to develop a National State Network (NSN) for
communications between, ministries, regional authorities;. mumc,\pahtxes ete.. The high-
speed fiber-optic ring ‘will have an initial transmission: capacity of about 2.5 Gbps: with
the possibility fo increase: to 10 Gbps. The: fiber-optic nng will. initially connect: 27
regmnal centers and the capital. Tn a second phase it ‘will pmmde fiational Connectivity
and integration of the NSN with other networks of the state institutions. The SAITC also.
intends, durmg 2008, to develop and implement a sew competitive science and
innovation system with the goal of achieving R&D spending of 1.5% of the country’s
GDP by 2012. Other indirect benefits .of the new inmovation.system, are expected o be:
increased Internet penetration and broadband usage, es‘pecmliy withift the government
and ediicational sectors, and an: incréase in the aumber of trafted ICT professionals in the
country.

Beginning in' 2006 the Government. of Bulgaria (GOB) launched ‘the ICT Broadband
Plaifori for Buigarut Pm;ed mspn‘ed by a similar initiative in Austna, which was
undertaken during 2004-2005. The main goal of the project iy the developmen‘l of a
national ICT strategy, which will contribute significantly to -overcoming Bulgaria’s
technological lag and transforming it into an ICT leader in Fastern Europe. U.S,
consultancy, Arthur D. Litfle has consulted the GOB on the initiative, and the active:
support of technology providers, including Alcatel, Ericsson, HP, Mobiliel, and Siemens.
has been solicited. A numbet of Bulgarian governnient agencies inicluding the Ministry of
State Administration and Admimistrative Reform, the: Ministry of Finance, the State
Agency for Information Technology and Communications; and the Communications
Regulation:Commission have also:been involved in the effort.

The ICT Claster Society, initially established in 2004; is a forum for constructive
dialogue and ‘cooperation among government entities and other ICT organizations in
Bulgaria. It provides support for the effective implementation of ICT-related ‘tasks;
projects and strategies, and acts as a constructive corrective for the formulation of the:
ICT policies. In particular, the ICT Cluster’ was 4 key contributor to the National ICT
Competmveness Strategy of Bulgaria. Is members, which comprise governinent
agencies, IT associations; and private companies, also share: ‘information about: onigoing
initiatives and opportunities for collaboration on common projects. The ICT Cluster
represents -a substantial part of the Bulgarian ICT ndustry and Works towards forming a
single poirt of contact in the Bulgarian goverinent for a better-dialogue on ICT issues.

The Information Sodiety Promotion Office (ISPO), which was originally set-up'in 2001;
has been given a conmderably enhanced mandate under-the new e-government strategy
The ISPO’s mission is to support the development of an information society in Bulgaria
by raising IT awareness amongst. the gengral public, in industry, public administration,
NGOs and academic institutions; and by creatmg incentives to the spread of innovative
business: practices and. IT applications: among: small :and medium-sized enterprises
(SMEs). It operates as:a public-private partnership between the Ministry of Transport.and
Communications and ARC Fund.
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The ISPO performs a wide range of services:

 disseminates information about the European Union and national poficies,
programs, and. legislative initiatives associafed with information socisty
development-and innovation;, ‘ B )

» uainfaing 4 oiiline Mventory of infoimation society policies, projects and
activities implemented in Bulgaria;

» follows the latest trends in information society development in various sectors of
the Bulgarian society; and the level of public awareness on these ‘issues in the
country; _ A »

» publishes an Information Society Newsletter and other specialized publications on
key aspects of the information society;

» provides information on European, national and regional programs.and projects in-
the fields of innovation and information society;

= assists. Bulgarian :companies. and. other organizations in. identifying appropriate:
Europeair Union programss, developing projéct proposals, and finding EU
partners;

* advises local companies on existing opportunities for technology transfer projects
‘with European partners; ' ' '

'+ organizes seminars and conferences ‘on topics related to the development of the:
information:sociéty in Bulgaria;

« implements educational programs and information campaigns on the impoitance
of ICTs.-and their impact on the economic and social developmient of the country.

C. U.S. Export Potential and Investment Opportunities

The GOB, according to the Lisbon Strategy, is required to make major ICT investments
over the coming years in orderto comply with EU directives and legislation on various
aspects of the digital economy: This will lead to numerous tenders for the provision of IT
Systems, computers, peripherals and servers on the part of government agencies. U.S.
technolq‘gy providers will be well placed to compete in-this space. In 4 récent success
story, HP won the tender to develop an Integrated Public Health Software System for the
GOB. At the same time, Bulgarian companies in a wide rang of industries are-attempting
to upgrade their legacy systems and adapt modern ERP, CRM, and other technologies in
order 16 increase their competitiveness it the EU, which also represents a major
opportunity for U.S. IT systems vendors:

Both fixed and mobile segments. of the Bulgarian ICT market still have high growith
potential with large iivestments expected in both ségments. Tn 2007, the telecoms. market
alone amounted to about $2.5 billion, an increase of 6% over 2006. According to IDC,
the overall Bulgarian ICT market will grow by average yearly rate of over 13% between
2008 and 2012. Bulgaria’s favourable fiscal regime, low costs, and skilled workforce
have been a-major attraction to international ICT companies, a: number of whom have
recently operied software development operations and call centers inthe country.
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Accordinig to the U.S, Foreign Comniercial Service’s Country Commercial Guide, ICT s
one of the leading sectors for U.S, export and investment in Bulgaria. U.S. providers of
advanced telephon“e service: solutions, as well as value-added telecommunications.
services are in demandi Othe mferestmg areas. include: Infernet services; wireless and
broadbarid Internet dccess teehhalegles, cable television, and voice-overIntetnet, routers,

switches, décess Rervers; equipmient for wobile: telephory, including WiIMAX
technologies, cable operators equipmnent and fixed wireless equlpment

A. number of US. ICT sector companies have established successful operations in
Bulgatia. Some examples include:
» HP’s Global Delivery Support Center for the EMEA :region, employing. 1,200
people.
Outsource Paitner International’s (OPI) ﬁnance and accounting support center
Microsoft’s establishment of a Fechnical Support Centerfor Eastern Europe
Tumbleweed Communications” secure internet:messaging software. development
center
» Private equity group, Viva Ventures/Advent Infemational’s acquisition of a stake
in the Bulgarian Telecommunications Conipany
» Google’s establishmient of an R&D ceriter for Europs
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D. Sources of Project Financing

European Union Structural Instruments

As a Eurppean Unioni member, Bulgaria now benefits from the: EU Structural
Iistrumients, which are significantly larger thau the pre-accession funids, The total amount
of Structural and Coliesion Funds allocated for Bulgaria for the period 2007-2013 is just
under €6.9 billion as indicated below. The two structural components of the Cohesion
Fund are the European Regional Development Fund (ERDF) and the European Secial
Fund (ESF).

EU Structural Instrument allocations for Bulgaria 2007-2013

Objective/Fund ‘Budget (€) Share
Convérgence 4,391 mmn, 65.7%
ERDF 3,205 mn: 72.9 %
ESE 1,186 mn; 271 %
Cohesion Fund 2,283 mn. 34.3 %
Total 6,674 mn:. 97.4 %
‘Eurepean Territorial
Cooperation
ERDF 179 mn. 2.6 %
TOTAL 6,853 mn. 100.0 %

As all Bulgarian regions have a per capita Gross Domestic Product (GDP) of lgss than
75% of the Community average, the entire territory of Bulgaria is eligible: for fundmg
from.the Structural Funds, under the *Convergence’ objective. Bulgaria will also receive:
finaneing under the ‘European Territorial Co-operation” objective, for actions of cross-
botder, trans-niational and inite¢-regional cooperation.

As a Member State - which has a per-capita Gross National Income (GNI)-of lessthan 90%
of the EU-25 average, Bulgaria benefits from the Cohesion Fund. In:order to reflect the:
significant needs of new Member States in terms of transport, infrastructure, and
environment, the share of the Cohesion Fund has been set at one third of the total
financial allocation (Structural Funds plus Coliesion Fund) for the new Member States on
average over the period 2007-2013: ’
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Allocation and management of the Structural and Cohesion Funds in each Member State
i§ detennmed by the N atIonal Str&teglc Reference Framework (NSRF) Among 1he staied
i vith I

developmem projects for the SAITC and Sofia Mumcxpahty clearly quahfy for fundmg;
uiider the Steuctural Funds, The pro;ects or specific components of them, could
potennally fall mta threa separate ratxonal Programs

. OP Reglonal Develapment (ERDF) €1 4 bllhon

The Convergence Fund objectives are to increase market competition, improve
transportation and environmental infrastructure; strengthen regional development; foster
development of an information séciety, improve the quahty of investment in physical and
human ‘eapital, and strenigthen adnsinistrative capacity in order to spéed. up economic
convergence throughout the EU.

It is important te note that projects financed through Structural and Cohesion Funds
fequire co-financing from national sourcés. Thetefore,. along ‘with the €6.9 billion in
Structural and ‘Cohesion. Funds from the EU, Bulgarian sources will have to provide
approximately €1.3 billion in cofinaricing. All projects developed with Structural and.
Cohesion Funds will require a 15-20% contribution from Bulgarian national sources. It is
the responsibility of the project sponsor to secure matching funds from public or private
sourees in thie host cotmtry.

The rate of absorption of EU funding in Bulgaria is curretitly under 30%. One-of the main
impediments to higher absorption is the lack of qualifying and well ‘developed projects.
The feasibility studies proposed for USTDA support will provide Grantee organizations
SAITC and Sofia Mimicipality with thé necéssary technical documentation to prepare
qualifying project proposals and apply for funding.

While eligibility-to receive funding for projects is theoretically restricted to: European-
based firms, ‘there are::no prohibitions against the participation. of European-based
cotripanies of U.S. parentage; eithér as developers of or suppliers to projects supported by
EU Structural Funds, or a8 sidders on subsequent pixbhc tenders related to such projects.

Therefore, U.S. companies may participate-directly in projects receiving EU funding by
having a subsidiary-in any of the 25 EU'countries. (Legally registered subsidiaries of U.S.

firms are considered fo be “European Firms’). U.S. companies who do not. have a
European. presence may also participate in EU funded projects by entering into a
consortium ‘with -a European firm(s). Most, if not all, of the U.S. companies that have
either expressed a direct interest in, or are potential suppliers to, the National ICT
Network; or Sofia. ICT Network: Enhancement projects have subsidiaries in the EU and
are thus consideréed “Eiiropean Firms” by the above definition.
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Other Funding Sources

US. ExIm Bank provides. export financing and insurance for U.S; transactions in
Bulgaria. Since 2006; Ex-Iin Bank has had a Master Guarantee: Agreement in-place with
the Bulgarian banks UBB aid Postbank. OPIC’s loati guatantee; diréet loan, and political
risk insurance programs are alse available in Bulgaria.

The EBRD remains one of the: largest investors-in Bulgaria, focusing its funding eﬁ‘brts
on projects which support national infrastructure,  regional development, and SME
Januvary 2007, the EBRD had sxgned 105 pro;ects i Bulgaria, totalling over $2.2 bﬂhon
This has helped to genétate an additional $6.4 billion from other sources, A total of 86
per cent of investnients are in the private sector. A recently funded project was a loan to
local mobile network provider-and IT services company Telelink; a leading provider of
fixed and wireless. telecommunications. and communication solutions to. the -government.
and Corporate sector.

Since 1990, when Bulgaria joined the World Bank, the Bank has helped: to- foster
economic growth in the country and supported reforms in areas such as public
administration, banking, health, and social welfare. A series of measures were dlso:
uiidertaken to improve the country’s business climate, which has hielped to increase the
annual inflows-of foreign direct investment from less than $100 million before 1997 to
$1.7 billien per year in 2000-2005. As of January 2008, the active Bulgaria portfolio of
Bank financed projects ‘consists of ‘nine investment projeets for the original amount of
$423.8 million, including two Global Environmental Fund (GEF) Grants. Recently
funded and pipeline projects have included Public Sector Administration Reform,
Municipal Infrastructure, and Regional Devélopment, all of which include ICT
components.

The UNDP is also actively supporting the Bulgarian ICT seétor; ﬁmdmg an e-
Government Project to develop a Coordination Center on Information, Communication
and. Management Technologies (CCICMT). under the: auspices of the Couricil of
Ministers. The CCICMT mission is'to provide operational, analytical and methodological
suppert to the Coordination -Council for Information Society (CCIS) at the Council of
Ministers. Among the roles of the CCICMT will bs. explonng possxbllmes to éstablish
public-private partnerships and mtiovative financing mischanisms in the ICT seetor,
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IV. NATIONAL ICT NETWORK PROJECT

A. Project Description and Background

Thie Governiment of Bulgaria (OB} has requested USTDA assistancerwith a feasibility
stadythat ‘worlld examine the cconomic and fechnical feasibility of developing a single
national ICT network that: would ultimately connect all. local .and national g@vemment:
ientities. Despxte previous. efforts to create such 4 network, niany government entities in
Bulgaria remain largely disconnécted from one anothér. The lack of mteroperabtlrty
hinders cooperation between government ‘entities, thus reducing the quality of public
services and increasing their cost: As a result; the GOB has identified the creation of :a
national network as.one of its top priorities under the e=government program. Add’mg to:
the urgency of this initistive, a. new ¢-governance law, approved by the Bulparian
Parliament. this ‘past June, introduces strong: tequirements for interoperability among
administrative information systems as well as for network and information security

The .current initiative follows on. a previous feasibility study, which was: funded by
USTDA in 2002, and performed by US. consultancy Megatech Thg initial Feasibility:
Study (FS) ‘study was quite similar in scope to what is currently being proposed. The
study ‘was designed to assist the: Government of Bulgaria accelerate and Tationalize their
ability to use high technology telecommunications and IT equipment fo interconnect
vatious: government agencies 4t the central and local government levels. Bulgaria had
already begun a program n. 1997 to utilize an optic fiber cable network to interconnect
such agencies. However, the program was only parhally suceessful with many of the
government ministries largely outside-the system. Moreover, the capability of integrating
ceniral and local government entities was largely restricted to-.a few of the more
centralized agencies (e.g. Ministry of Finance).

The Megatech FS was designed as a two phase study. The basic analysis and
recommendations were to-take place in Phase 1. Then, the-goal was.to move to a second
phase, ‘in ‘which the USTDA. centractor ‘would assist Bulgaria in developing technical
specifications and b:ddmg documents for the unified system.

The primary ‘conclusions of the FS confirmed that Bulgaria’s current system was 160
disparate and, in many cases, did not -even reach many' of the desired agencies. The
executive summary put it this way: “the findings of the requirements analysis revealed a
common ‘thread. athong the ministriés — the need for a common, high speed secure;
reliable ublqmtous network to enable the delivery of E-government services”. Thus, the
report pmv;ded a number of technical recommendations about the deSIgn of such a
system. One -of Megatech’s Key' recommendations was that: Bulgarian Government:
agencies. should unify their system: {the Nafional Network for Interconnection of
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Government Ministries, tertned NAMDA) around an “MPLS Switching Backborie”. The.
case-was made as follows:

“To reduce operating costs, NAMDA ean evolve their current networks to-provide both
differentiated IP and ATM data services ‘on one infrastructure. But with limited capital
expefiditure budgets, nothmg is mofe importanit than leveraging existing ivestiments. ii
equipment, such as the existing ATM switches being used. in Sofia. The protocol-
independent architecture of the MPLS mulfi-service switeh efic ﬂy handles all formy
of traffic and can use different conirol methods such as MPLS or ATM, NAMDA
should convert to an:MPLS:enabled core switching solution with Iarg;e*-scale MPLS Core:
Switches in Sofia and all the regional cities. It should also inivest in MPLS étiabled ATP
routers to inter-work with the AMPLS .Core switches to achieve the full MPLS
capabilities™.

Upon completion: of ‘the:first: phase of the study, Megatech and USTDA. terminated the:
project ‘without proceeding to the second phase (detailed technical spemﬁcatrons and
bidding documents). The underlying problem was that thers were clearly-difficultiss in
obtaining agreement among Bulgarian. entities as to the right way to unify the
government’s IT infrastructure, Megatech had great difficulty completing the first phase
of the study because of the reluctance of some government entitiss to support the effort:
Thiere ‘were, in addition, strong’ competitive pressures among the Bulgarian entities that

undermined a unified consensus 6n how such a program should procsed.

Given the pitfalls encountered in the previous USTDA feasibility study, ‘it is extremely
important-to ensure that all relevant agencies are fully on board with the current national
ICT network initiative, ate in agreement as to how the Government should proceed, and
are clear on their respective roles and responsibilities.

Based on the discussion sessions Pythia held in-country, our perception is that there is
now strong support among leading officials for a fully unified, hlgh-speed, secure,
reliable government network to enable delivery of e-governmetit services in Bulgaria.
There also appears to be consensus that the State Agency for IT and Communications’
(SAITC) is the proper authority to manage the national ICT network and to lead e
government strategy from a technical perspective*: In this regard, SAITC’s position has
been significantly enhanced by the recently passed, post-EU accéssion, e-
communications and ¢-governance laws, which specifically tiame the SAITC as the only
government body legally entitled to ‘run. telecommunications networks, including the
National Security and Defense Network serving the Ministry of Defense and the Ministry
of Interior. o
(*Note: The Cootdination Council for Information Society within the Council of
Ministers is responsible for defining’ national information society policies, while
the Mmlstry of Administration and Administrative reform is responsible for ‘the
provision of electronic administrative serviees to-citizens and businesses.):
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Pressure: being applied by the European Commission is an -additional incentive for the
maingovernment bodies:to: converge their disparate networks and have them managed.by’
a specializéd ICT agency (such as SATT ch is in dccordance with established EU
best practice. Ordinances covering a Unified Environment for Electronie Document
Exehange and Interoperability and Inforimation Security, which depend ona unified ICT
network infrastructure; must urgently be adapted or Bulgaria could face major delays in
the release of EU funds.as well as.possible fines:.

B. Project Sponsors Capabilities and Commitment

The Grantee, the: State Agency for IT and Communications. (SAITC), ‘was initially
established bY' i Bulganan Governent in. 2005. The following activities are iticluded
within SATTC’s mardate:

‘. Manage gowermnem activities and. unplement state policies in the fields of IT,
communications.and Information Society in Bulgaria
Syniehronize and: actively participate in ICT development in the public sector
Coordinate Information Socnety activities
Support the developmient of networks for national security and defence
Facilitate the establishmerit of partnerships and encourage the devélopment of
business relationships between Bulgarian and foreign companies in the ICT sector
» Coordinate the promotion and marketing of the Bulgarian ICT brand

o s v e

The backbong of the current SAITC network was carved out of the BTC (Bulgarian
national telecoms. operator) prior to its privatization. BTC .allocated to the Bulgarian
Government (via the: SAITC) two pairs of dark fiber linking 20 major Bulgarian cities.

One palr of ﬁbers is'based on SDH techniology and is dedicated to security and defénse,.

while the other is based on Level 3 IP/MPLS. SAITC is -currently in the procéss of
deploying Dense Wavelink Division Multiplexing (DWDM) across the network in order
to meet its:growing bandwidth needs.
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Explanation:

- Redline: optical rings inherited by SAITC from mcumbent operator BTC
- Green line:-conduit purchased by SATTC toincrease capa city.
- Purpleline: DWDM 10Gnetwork owned by Council of Ministers

At the same filne, the Council of Ministers (CoM) operates its own A’I’M-based
metropolitan network in’ Bulgaria’s major cmes, covermg the local loop.

“CoM ‘operates 4 rings; while the: network: i t
:Overall Ihe CoM network compnses 9

‘and. mterhﬁked, Separatelmanagement leads to. meﬂ‘mency ‘and ‘duplication:
keyissue to be resolved as part of the feasxbxhty study is the umﬁcahon f :these two

Stanshcs Instxtute and. other goverﬁment networks would:
unified national infrastriicture.
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Ini a preliminary tove to unify these networks the SAITC has oﬂicxany been manda:ted
by the Government -of Bulgaria to expand i
National ‘State Network (N -
authontres municipalities;, -

fcarnens betwecn mnnstﬂ&s, regy al
- would also: provide the core ICT
© AECcess 1o electromc serviges. (e-governmeiit platform). In
has been charged W1th

- ‘Burldmg a hlgh spe
-about 2.5 Gbps and withi tion for her increase fc pS

s ‘Connicting 28 regional centers and the capxtal within the ﬁber~opti"c fing by the
end of 2009 '

‘®» Providing national connectivity and mtegratwn of NSN with the other miore or
Tess developed networks of‘the state institutions after 2010

A& paxt of the assat imnsfe? agreement with: BTC, about 900 BTC technical staff
TC, itost. of whom have remainied with the agency.
Smce s mcept}on SAITC has been strongly committed to human resources
development, and has-created a strong technical and management team. In addition to the
build-out; management; and administration-of the national ICT network; the SAITC has.
demonstrated its project matiagement capabilities in a number of other -domains. For
example, in the field of education, the following accomplishments have been realized
under SAITC I‘eademhlp in recent years:
*»  All major universities have béen connected to the Internet, and over 80% of
university students have internef access
® “The National High-speed Research Network has been connected to the European
Research and Educational Network (GEANT)
' The majority of the universities have deployed wireless nefworks, providing
expanded Internet access to their professors and students
®  All schools have been computerised and more than 80% of their students use
Internet
* An Inter-School Network has been developed, which provides internet access to
more than. 3,000 Bulgarian schicols.
* PC density in elementary and high schools has reached 1 PC per 12 pupils.

The SAITC is clearly committed to development of the natienial ICT nstwork and its
Chairman, Dr. Plamen Vatchkov, who participated in the USTDA orientation visit to the
U.S. in February, has actively sought USTDA ‘involvement in the project. Dr. Roumen
‘Trifonov, Secretary of the Coordination. Council for Information Society (Council of
Mxinsters) and othier key officials from the ‘Council of Ministers strongly support the
SAITC inthis endeavor.
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C. Implementation Financing

The overall budget for implementation of the ‘proposed national ICT network project is:
estimated at approximately €55 million (/< $69 million), broken down roughly as:
follows:
a. €30 million: core national backbone infrastructure: (covering all 28 regional
centers) with full redundancy and back-up
b. €15 million: network extension to coverall magor municipal authorities;
integration of middleware, platforms, and service applications
©. €10 million: network expansion to smal]er murticipalities and tegional aAccess
points, integration of additional e-services arid applications.

Approximately €10 million from: the 2009 national budget has -already been earmarked
for the national ICT network. The bulk of this funding will be directed towards expanding
the network from the curréiit 19 regional access points to.cover all 28 regional centers by
end-2009 via a two ring structure. (The precise topology of the network structure will be
defined as part of the feasibility study.)

From. 2010 to 2013, Bulgaria will be able to access €15 million in funding under the
European Structural Funds ‘Operational Program for Regional Development”, which has:
a. specific component for enlargement of npational ICT infrastructure: to reach the
municipal level. The SAITC has already been specifically mentioned as the beneficiary of
this program. From 2011, the municipal and regional -authorities can begin applying for
Structural Funds themselves, on a case by case basis, in order to: link their networks: into.
the national system.

Also during this period, additional funds will be'made available from the national budget
for enhancing core infrastructure and strategic e-service applications.
¢ An important initiative of the SAITC: is to mtroduce Next Generation Network:

(NGN) softswitch technology: (programmable devices that contrel VoIP traffic) in
order to integrate the existing network PBXs, therefore allowing the SAITC to by-
pass the national telecoms operator and other providers, potentially leading to
'savings ‘of €50 million per year in telecommunications costs paid to third parties;
This savings potential will be strong argument for releasing funds from the
national budget, as the cost savings realized on telecoms services will represent:a
measurable ‘return on investment” of public funds.

To fill any eventual funding gaps, the SAITC also intends to utilize other possible sources
of financing, including loans from the World Bank, EBRD, and other- organizations,
vendor financing, and, possibly, public private partnerships for specific applications
and/or services running over thé network.
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D. U.s. Export Potential

‘The: Bulgarian national gevernment ICT network infrastructure project will ‘be a major
genietator of U.S. expoits. SATTC expects that close to 90% of the fiber optic cable plarit,
transmISSxon and swﬁch‘“ g, processmg, 1P telephony, WAN gear, soft switches.and CPE

(U] uld besupplied by U.8. vendors, which represents
broken down roughly as follows:

- ”45% § i & optxcal éwﬁehmg e‘q‘»,;pmenf; backbone: & -edge. routers; fiber optic.
plant

» 35% - server & computer equipment; CPE devices; network ‘management &
inventory:software

o 20% - encryption' devices/software’ & firewalls; provisioning systems &
-engineering services

Somie of the ‘potential suppliers fo the SAITC and other governiment agencies on’ the
proposed riational network rollout could include:
*  Switches and routers: Cisco, Foundry, Juniper, Aleatel/Lucent, Nortel,

Qualcomm.

s Transmission/Distribution equipment: Alcatel/Lucent, Harris, Nortel, Motorola;
3Com.

»  Fiber Optic plant: AMP, Ine., Corning, GTE Communications Systems, Siecor;
Harris.

e WAN & LAN gear; IP telephony, VoIP, NGN softswitches & related equipment:
ADC, Avaya, WNuera, Cisco, Dafatek, Franklin Telecom, Sheréhine:
Communications.

. Modem“s & protocol converters: Codex, Digit:ii; Daee, Alcatel/Lucent, RCA,
Micom:,

Packet switching equipment: Digital, Dynatech, Hewlétt Packard, Hughes, Micom

» Communications processors: Amdalil, Digital, Harris, IBM, Unisys

Among ‘these -companies; Cisco, Datatek; HP, TBM,. and 3Com have been specifically
informed on the: project, and have expressed strong interest in: participating in the
nnp}ementatwn phase. In addition, Tumbleweed, a leading U:S. provider of information
security apphcanons ‘which has recently set-up a regional development center i
Bulgatia, would be well placed to-provide network security and back-up components.

(US._content note: While the manufacturing of telecoms/electronic: components is
aglobal business, with. paits and. siub-assemblies sourced from all over the world, most
U.S. telecoms equipmetit vendors contifiue to opérate major assembly -operations in the
U.8.; the bulk of R&D activity is also centered in the U.S. Factoring in product congcept
and. design; software compenents: and licensing; -and other intellectual -property, the
percentage .of overall U'S: content is usually above 70%:)
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E. Foreign'Competition and Market Entry Issues

While U.S. companies ate strong players on the telecommunications market, they Tace:
fierce competition;. primarily from major European equipment manufacturers: AlcateL,
Fricsson, and ‘Sicmeris have a strong presence: in Bulgaria and have fithy
number of pubhc pmcuremems Oﬁen European vendorg have a compar _

; ity A n _,_vgefthepropesed
feasrbﬂxty study for the SAITC will help us. supphers get in at an early stage of
Bulgatia’s planned national ICT government fetwork development and establish
comnercial relationships with the grantes, its partners,. and other government agencies.

F. Developmental Impact

The proposed hational ICT network for the Governmient of Bulgaria will ‘provide
stibstantial development: benefits in the areas of public infrastructure; human capacity
building, technology transfer and productivily enhancement; and market ‘orented
reforms. It will also significantly enhance the Bulgarian Government’s ability to provide:
a-wide range of electronic services for citizens and businesses. A strengthened national
ICT “mfrastructure, -cofiibined ‘with plasined ¢= “government platforris and services, is af
essential pre-condition for further development in other areas of the economy, and will
act as-a‘catalyst for-economic growth.

Among the more imporiant developmental benefits that the project will provide for
Bulgaria are the following:

Infrastructure

The national I€T network project will establish-regional, national, and international ultra:
high speed I€T infrastructure. The ICT network, and the e-govemiment enterprise
architecture that will result, will enable the Bulgarian Government to leverage the
substantial investments it has already made in. IT infrastructure in. order to: provide:
enhanced services to citizens and businesses throughout the country. An ihtégrated
nationial network and unified system will also greatly facilitate the upgrade and
maintenance ‘of non-IT infrastructure as services provided to cities and regions by publie
service providers are moved on-line.

Hunian Capacity Building

The ICT backbone will enable the wide scale introduiction of e-govemment services in
Bulgaria and will provide important benefits in human capacity building. Individuals will
be trained- to use the technologies, resulting in an education about the use of advanced
technologies but also in-how integrated veice; data and information systems work. Once:
1mplemented the mtegrated national. government. network and e-service apphcaﬁons,
combined with ongoing efforts to expand IT systems within the; Mmlstnes are-expected

S8
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to lead to several hundeed new Jobs within the central govemnment adininistratiofs, and
will require extensive training of both technical and general administrative staff.
Furthermore, the: sysfem will lead fo fuller emp}oyment and enhanced skill sets for
currently employed government clerks and technicians.

of Bulgana Successﬁﬂ 1 _etwerk and apphcatmns 1mplementatmn w;ll brmg st‘ate—of the-
art communications networking technologies: to both national and regional .authorities.
The introdiiction of advanced networking techinologies will lead to miore efféctive
institutions and will improve ‘the government’s processes and systems. Apphcanons
running over the national ICT network will also sharply increase the productivity of
public administration staf¥, streamline work procedures; and decrease the administrative
time burden. on citizens and’ businesses. As an added benefit, the new systems and
apphcatmns will encourage the use of ‘next generation” communications and internet
services (¢-commerce, video conferencing, multi-media messaging), which are only now
becoming available in Sofia and some of the.other larger cities.

Market Oriented Reforms

The proposed national ICT sietwork and e-govertiment platform will ¢reate a more fluid
and trafisparent market il the technology sector'as well as il other sectors of the economy
including real estate, agriculture, énergy, and tourism. Platforms and e-government
portals that will run over the network will have -a- highly positive impact on. buasiness-
friendliness ‘and will reduce: the complexity and. difficulty of permitting and lcensing;
including business: hcensmg ‘When public service provision is transparent, streamlined,
and. impartial, there are numerous benefits, most notably, a-decrease in corruption. In
particular, individuals are more willing to invest and launch new ventures/businesses that
¢an result in: increases in financial productivity and -provide finaneial, economic and
social development benefits to.the country. These investments create jobs, increase trade;
and also provide numicrous éconontic and social benefits as the businesses, as well as the
individuals and suppliers associated with them, play broader and greater roles. in the
global market-and trading system.

G. Impact on the Environment

The proposed. project will have no discernable ‘impact on the environment: To the
eontrary; -this ‘project;. like many ICT  initiatives, will have a beneficial impact en the
environment by providing a. network that. will enable the transfer of voice, data and
images electronically, thereby seérving as: a substitite for the human movement of
information, and reducing the need for paper-based storage of information. The required
MPLS ‘core and access networks, including switching, routing, and aggregation will be
primarily deployed over the existing SAITC backbone infrastructure. Networking;
equipment will bé placed on existing switching/aggrégation sites, towérs and conduits
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situated along SAITC’S rights-of-way. Furthermors, the prolect wﬂl Have 1o discernable
detrimental effect on waterways, ground cover, or vegetation, Moreover, the unified ICT
infrastructure that will result from the project will enable the Government of Bulgaria to-
more eifectxvely ‘manage: emergency situations and disasterresponse as'well as to provide:
e~service toolsto more effectively coordinate and/or-manage routine activities such trash
collection, waste-witer control, road repairs, ete.

H. Impact on U.S. Labor

Funding for the proposed project will result i the creation of U.S. jobs if magor-
telecommunications equipment. items such as switching, transmission,. and, distribition
equipment, multiplexers, ‘modems, packet swltchlng equipment, procéssors and
converters, CPE ‘equipment; as well as systems: integration and computer hardware and.
software: are-purchased from U.S. manufacturers and engineering firms, which appears.
quite likely to be the case if USTDA funding is utilized.

In the propesed feasibility study for a national 1€T network: project en behalf of the
SAITC, the selected contractor 'will be providing assistance in network desien and.
equipment specifications. Moreover, funding for the project will not result in the-transfer
of U.S. jobs to Bulgaria, nor will USTDA funding be utilized to assist in the development
of an export-processing zone that could have an indirect negative impact on U.8. jobs.

L. Justification

The Government of Bulgaria is clearly committed to the development of ‘a national ICT
network. The project is one of the main priorities under the ‘new e-governiment program,
and ‘is in full conformity with Bulgaria’s strategic objectives under the EU Lisbon
Agenda. Initial planning-and securing of rights of way for: expansion. of the-¢ore national
backbone infrastructure are already underway Unlike thi situation that was encoutitered
by Megatech while carrying out a previous USTDA supported feasibility study in 2003
and 2004, there now appears to be broad consensus as to how the national network should
be implemented and managed. The potential grantee; the State Agency for 1T and
Communications (SAITC) now has a sufficient mandate, legal rights, and political
support to be the: implenénting and ongoing managenient authority for the goveriiment,
network.

The extended and. wpgraded: national ICT -network will significantly- enhance the:
capabilities . and efﬁc;ency of the Bulgarian Government, will have a posttive xmpact Ol
the country’s economic development, and. will lead to ificreased inward investment. The:
network will be the backbone and enabler for a wide range of e-governmernt services for
citizens and businesses. The unified national system will also facilitate the upgrade and
maintenance of non-IT infrastructure as a greater number-of services-provided by utilities.
and otherpublic service providers aré moved on:line:
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prmﬁe us technol@gy pmwdem with. a:le;?el playmg field inan mcreaﬁ;mgly competitwé;
environfient:

J. Terms-of Reference

o Assess the status of the current: government ICT networks;, develop: a plan and
titrietable for integrating -existing networks: into a unified. system taking into:
atcount the GOBs § expansion plans, assess suitability of current technology aid
equipment to- support the expansion plans and upgrading to a hlgh—bandW1dﬂ1 .
high-traffic capacitysystem,

e Assess the current level of connectivity and interoperability among the ministry
networks and determine needs for upprading and enhancement; assess'the impact
“of organizational relationships on ICT network development and management;,
assess quality of service (QoS) and security requirements and propose solitions.

e Dewvelop a framework for the creation of a government-wide enterprise
architecture: 1o assure a ‘well coordinated and -effective implementation that -is
consistent with national ¢-government initiatives.

o Conduct an economic analysis of the project; develop cost estimates for the
systematic-roll-out of an integrated national network; and assess available sources
of financing for the various network components.

o Conduct an assessment of the developmental impacts that will result from the
national nétwork project in terms of infrastructure, human capacity building,
technology tranisfer; productivity enhancements, and ‘market -oriented reforms.
Conduct aregulatory review and a preliminary: envxronmental analysis,

» Develop a high-level implementation plan for the national ICT network, including

an action plan, network technical specifications, and a procurement plan for the
grantee; ‘assistthe:grantee in developing procurement:documents.

Oualifications and Evaluation Criteria

The selected management and telecommunications consulting company for this technical
asslstance contract should have a proven track record in the following areas:
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» Experience inthe evaluation of complex telecoms and IT projects with emphasis
onthe followmgsystemsﬁechnolog;es IP/MPLS, DWDM, SDH, ATM, PBX,
NGN saﬁsmtch experience 1n fiber optic infrastructure suppoit and systems

_network procurements mcludmg vendor neutral spemﬁcatlons deve}:opment
[25 points]

» Experience inthe establishment of enterprise archilecture governance models
(including organizational framework, processes, roﬂs and responsibilities):

[20°points]

+ Experience-inproject management; implementation planning, and project:
THinancinig:
[15 points]

» Experience in conducting. developmental inipact, legalirepulatory, and
environmental assessments of ICT projects:

[5 points]
+ Experience in condueting similar ICT projects in the country and/or region:
[10-points]
DWRSpOI ™ T Pt termational ine. T e g
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Deseription of Tasks

Task 1z Network Infrastructure Assessment:

éet with the Grantée, the State Ageney for Information
unicatlo:ns (SAITC_), and w:th representahves from the

~ Based on mputs from the two organizations, the Contractor will propose a plan.
and timetable for the full integration.of SAITC’s national backbone network with
‘CoM’s migtropolitan nistworks throtighout the:cointry, addressing both techmical
and organizational issues.

- The Contractor shall gain a clear understanding of the Grantse’s expansion plans:
for the combined. network: (including traffic’ volume; coverage -areas, equipment
under consideration; etc;) as well as possible barriers and constraints to these:
plans..

& Another important area to be examined is the plained integration of PBXs
into the network via VeolP-based NGN soft switches, which would allow
free calls within State Institutions.

= The €ontractor-shall assess the suitability of current technology and equipment to:
support the stated. expansion plans of the combined SAITC/CoM network, and to
upgrade it a !ugh-‘bandwﬁth high-traffic capacity network (incliding future
evolution towards NGN technology)

Deliverable: The Contractor shall develop: a preliminary SAITC/CoM: Network
Assessment and.Integration Plan, including: a definition of services and how they relate:
to. misstoni and technical objectives; a baseliie assessmenit of ‘the current network
infrastructure with' respect to network and service capabilities, capacity utilization,
infrastructure requirements, operations, and implementation planning requirements; and
identification of major gaps.in the existing network status and firture development plans.

Task 2: Interoperability, Reliability, and Security Assessment

 The Coniractor shall meet with representatives ‘of other key ‘ministries (including
the Ministry of Finance, the Ministry of Labor, Ministry of Regional
Developmeiit, mesfry of" Justwe afid: poss‘bly othiers) who are currently using, or
could use the SAITC/CoM network in the future; assess the current level of
‘connectivity and inferoperability -of the ministty networks ‘with that of the
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SAITC/CoM and how it could be enhanced; determine future interoperability
requireinents for the planned integrated. data networks (including standards;
interface specifications, technology trends, muhnne&ta.servxces ete)

- The Contractorshall assessthe current network:

‘myinistries (and others that:may: be identified by the- Grantee} fermme how thelr
networks and. technologies meet current needs; and conduct a. requirements.
analysis for planned enhancements and upgrad S,
o This analysis should assess the digital roufer-| ased netweﬂ( mfrastmcmré
ir place among the ministries, the degree 1o ! ieg are )
TCP/IP on their infrancts and 'WANS, and the potenﬁal of Ieveragmg

existing LAN and WAN nfrastructire to tiaximize. investment.

- The Contractor shall assess current institutional and organizational relationships

(at. the working level) between the Grantee: and government ICT custorners:

i ies), outside operatorsfsupphers and other organizations
(mcludmgthe EU'and international donors).

o The Contractor shall particularly focus on the organizational, funding;

operational, staffing and any and all factors that support or hinder

SAITC’s potential effectiveness as 4 government IET network

administrator and possible coordinatorfleader for e-Government

development.
- The Contractor shall also assess current and ﬁlture Quality of Serv;ce (QOS)

between SAITC and its connectivity provrders and/or end-usem

- The Contractor shall assess current security systems, develop a top level security
architecture for the: enhanced network (including, but not limited to, encryption,
access control,-hash & digital signature), and-develop-aset of policy; organization
and implemeéntation recommendations for the sectirity system

Deliverables: The Contractor shall develop a Network Integration and
Connectivity/Interoperability Report (including alternative scenarios where relevant); a
Functional Requirements: Analysis of Selected Minisiries; an Tnstitutional/Organizational
Relationship Repoit, and a Security Assessment.

_Task 3: Enterprise Architecture Development

- Based -on the technical conclusions from tasks 1 and 2, and on detailed
discussions with the SAITC, the CoM, and. other ministries/agencies; the
Contractor shall develop the framework for the creation of ‘2 Government-wide
Enterprise Architecture. This will be in the form of a set of processes and
structures ‘that will govem the development, coordination, implementation, and
ongoing management of the national ICT network. The: enterpnse architectare:
shiould assure & well coordimated and effective unplementatwn it should also
ensure that performance: of the network and related initiatives: ahgn with national
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e-government initiatives, that ICT resources are used effectively and responsibly,
and that technology related risks are manaped approptiately.

o 'This framework should include & guide for development of the overall
direction; strategy; and management that will be: necessary 1o evaluate;.
adopt; and implement an architecture strategy for a fully integrated
povernment ICT netw k.

- The Coritractor shall propose concrete measures to ensure that all invelved sntities
buy into a shared orgamzatlcm&l framework with clearly established processes;
toles; :and tesponsi . and that all initiatives are mutually supportmxg,v
‘compatible, and cost effective.

- The Contractor shall also propose the organizational. structure (ideally a cross-
ministerial body under SATTC leadership) that will manage the network and
‘services nnplementanon e-governinent processes, citizen’ accesmblhty, and futirs,
jreqmrements

Deliverable: The Contractor shall provide an Enterprise Architecture Governance Model
and Tnstitutional Framework Guidé for the Bulgarian National ICT Network. This report
should mtegrate key technical/network elements and connectivity, interoperability, ‘and
ca;pacxty issues from tasks 1 and 2, into a broader management, institutional capacity,
services-organization and planning document.

Task 4: Economicand Financial Analysis

- The Contractor shall conduct an economic analysis of the project, which should
prowda mformatmn regardmg economlc contmgenc;es market condmons for
methods of achlevmg desn"ed network ﬁmctmnahty, ot any other &conomic
parameters that could impact on the potential successful implementation of the
national ICT network:

- Based on data from the technical assessment and specifications, the Contractor
shall develop: overall cost: estimates (broken down by main core infrastructure,
‘equipment, and service categories) for the systematic roll-out implementation of
the proposed infegrated national ICT network.

- The Confractor :shall assess the available sources of fimancing for the
implementation of the nationwide ICT network, including platforms, applications,
training and other aspects. This assessmeit should include, biit not be: limited to
‘Bulgarian Goveriiment ‘resources, EU Structutal Funds US. Ex-Tmi Bank, the
World Bank, public-private partnerships, etc. The most hkely sources of
implementation financing for the project should be developed in more detail,
coveringmodalities and eligible aspects -of thenetwork that could be financed by
thie tespective source.
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Deliverable: The Contractor shall produce an Econiomic and Fifiancial Repott. Both
the economic and finaicial analysis prepared for the Grantee shall satisfy the
reguirements for prospective publie, private and EU funding sources.

Task 5:. . Developmental inpact AsSessment

~ “The contractor shall evaluate the development impaets (Infrastructure, Humanz
‘Capacity Building; Technology Transfer and Productivity Improvement, M
Oriented Reforms, and. others) that would result should the preject be
implenented in accerdance with the TA recommendations, The Contract shall
also develop a preliminary methodology for assessing these impacts, These
fattors ‘are intended fo provide the Project’s decision-makers and interested
parties with a broader view of the Project’s potential effects on Bulgaria.

% The Contractor shall specifically address each:of'the following categories:

¢ Infrastructure

The: Contractor shall evaluate how the planned national ICT network will
support and enharice local and national govemnment services, J‘nchxdmg‘
emeigency serviees, and will improvement the efficiency and security 'of the:
physical, financial and social infrastructure of the Host Countiy:

¢ Human Capagcity Building

The Contractor shall asséss the mimber and types of local positions that will
be needed to develop the ICT mnetwork and, more generally, how
implementation of the project will lead to new job opportunities, sustained.
employment, or-advanced trainifig to.upgrade the capability of the Wworkforce:

e Technology Transfer and Productivity Enhancement o

The Coritractor shall provide a brief description of the advanced technologies:
and Heenses that will bé utilized.in the enhanced network as well as kow the
network might improve processes and/or systems which will stimulate greafer
economic productivity orallow more efficient use-of resourees.

Market Oriented Reforms and Others
The Contractor shall assess the potential of the network to encourage more
transparent regulatory systems and. institutions, privatization. of staté-owned
gconomic entitiés, promotion of greater competition in non-Gompetitive:
¢conomic sectors, lowering of non-tariff barriers to trads, efe. The:Contractor
shall also assess: any additional benefits thal may result from -project
implementation such as spin-off or replication projects, trends foward safer
workplaces, enhanced good goverance, and establishment of industey-rélated.
biisiriesses. \
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" Task 6 Regulatory Review-and Preliminary Environmental Analysis

# The Contractor shall assess current: Bulgarian law: and EU regulatmns as 1hey
apply 1o fhe Grantée S cufrent ICT z»md "ﬁlture governnie i1

Pro, . : , ahd a dissussmn of how the:
prsgram and Law as well as other :ze]eyant policies and legislation (.. Law on
Electronic. Communications; Telecommunications Sector Policy), will impact the:
TCTnetwork’s viability or prognosis to move forward.

- The Contractor shall discuss any legal implications and/of constraints to
developmenit of & fully integrated national ICT government network; as well as
any issues or barriers to the Grantee’s rolein the administration and management:
-of the network.

o The analysis should also uiennfy lasws, regulatmns or govemmeni
decisions that might have to be implemented or modified in order to
enable the broader, cross-government ICT network functionality or further
empower the Grantee,

= “The Contractor shall conduct a preliminary environmental analysis of the
proposed national ICT network 1o ensure its consistency with applicable laws,
regulations and standards in Bulgaria, aind the EU, as well as with financing
institutions such as the World Bank. The analysis shall identify potential negative
¢rivitonmental impacts, discuss the extent to which they can be ‘mitigated; and
develop plans: for a full environmental impact assessment should the-project move.
forward to the implementation stage.

Task 7: TImplementation and Procurement Plan

- Based on the conclusions of Tasks 1 — 3, as well as relevant factors and/or
constraints tesulting from’ Tasks 4 - 6, the Contractor shall develop a high-level
‘implementation plan for the onal TCT Network, including an action plan of
next steps that need to taken by the: Grantee and other government agencies that:
will intercennect with the-network.

= The Contractor shall. develop technical specxﬁcatmns and. a high-level
procurement plan of the core infrastructure and iain equipment and services (cg
1P routers, MPLS switches, optical core, Ethernet/metro optical switches, ‘wired
and ‘wireless LAN equipment; nefwork management and security systems,
application servers,/tratning, etc.) that would need to: be acquired by the SAITC:
and participating agericies.

- The Contractor shall assist the Grantee ifi developing procurement documents.
Specifically, the team will develop a. format, con "“epmal framework, and
guidelines for structuring requests for proposals (RFPs) from which the SAITC
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can develop one or imore RFPs suitable for the procurement of core ICT network
compornents.

Deliverables: The Contractor shall develop the following: a High-level Implementation
Plan; a Network Technical Specifications Document; and a High-level Procurement Plan
inv-a Sufficient level of detail for SAITC to develop one ormore RFPS.

Task 8: Final Report

- The Contractor shall prepare and deliver to the Grantee-and USTDA a substatitive
and -¢omprehensive Final Report of all work performed under these Terms of
Reference. The Final Report shall be organized according to the above tasks, and
shall include all deliverables and documents that have been provided to the
Grantee in connection with. the performance of these tasks. The report shall
incorporate all findings, recommendations, and conclusions of the TA.

- Within the Final Report the Contractor-shall identify prospective U.S. sources of
‘supply, assess. theit capablhtles -and include their business: names, points of
contact, addresses; and telephone and fax numbers.

- The Contractor shall ensure that the Final Report is prepared in accordance with
Anmnex II, Clause I.of the Grant Agreement.
Notes:

(1)  The Contractor is responsible for compliance with U.S. export licensing
requiremetits, if applicable, in the performance of the Terms: of Reference.

@ The Contractor and the Grantee shall be careful to ensure that the public version
of the Final Report containsno security or confidential-information.

(3)  The Grantée and USTDA shall have ani irrévocable, worldwide, royalty-free, non-

exclusive right to use and distribute the Final Report and all work product that is
developed under these Terms of Reference.

DM:Report: e Pythia internationaline.. a0 o 48

Annex 2 - 48




= Y DM ,-j;'Bng)aria
i Y WA Information and Communications Technology Sector

v

<3

DMREport o w0 Pythia International lne.

ProjectManagement

~kicksoff meeting:
- TeView meetitigs’ _
Network Infrastructure: Assessment: |
= urrent network assessment
—expansion plan’

Interop;, Rel..& Sec. Assessment:
~imtegration & connectivity
-Aunctional requirements
~‘organization & seciirity
Eriterprise Architecture Dev.
-architéchire gov. model
-“institutional framework
Economic & Financial Anglysis

- network-costing

= economic analysis

Deévelopment Impact Assessmerit
Reg. Review & Envir. Assessment
Implem ent. & Procurement Plan:
-technical specifications

- procurement & miplententation
Final Report

- draft report

- final -réport

Annex 2 - 49




T M‘ , DM - Bulgaria
i \f A Information and Communications Technology Sector
K. Project Budget

* ProjectManager

» Network Engineer(s)

» Reliability, Lteroperability & Security Engitieet : 300

» ‘Enterprise Architecture Specialist 4. 1,400 5,600
®

L

[ ]

Financial/Business Case Analyst 1 1,300 1,300
Local Expert(s) 17 600 00
Stipport Services 4%

Project Manager
Network Engineer(s) :
Reliability, Interoperability & Security Engineer 30 29,900
Enterprise Architecture Specialist ) i
Financial/Business Case Analyst
Local Expert(s)
s  Support'Services
- Subtotal -

-
®
-
L d
*
*

Project Manager 3
e Network Engineer(s) 4
» Reliability, Hiteropersbility. & Security Engineer 4 , 5,200
o  Enterprise Architecture Specialist 22 1,400 30,300
* Financial/Business Case Analyst 2 1,300 2,600
‘» Local Expert(s) 10 600 6,000
s Support Services 3

Projec ﬁé}xéger
Network Engineer(s)

Reliability; Interoperability & Seeurity Engineer v 30 1
Enterprise Architecttire-Specialist 2 1,400 2,800
Financial/Business Case Analyst 11 1,300 14,300

Local Expert(s)
pport Servi

s Project Manager

#  Network Erigineer(s)

e Reliability, Interoperability & Security Enigineer

- Enterprise Architecture Specialist 1 1,400 1,400

» Financial/Business Case Analyst 8 1,300 10,400
DM Repott e s DA Intermational Ine 50
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8 0 0 0 @

Reliability, Interoperability & Secutity Enginger
‘Enterprise Architecture Specialist
“Financial/Business Case Analyst

Project Maner
Network Ergineer(s)

1,400 2,800
1,300 ;500

Y

Local Expert(s)
S 2

Project Manager 7 ;600 11,
Network Engirieer(s) 6 40 8
Reliability, Interoperability & Security Engineer 5 1,300 6,500
Enterprise Architecture Specialist: 5 1,400 7,000
Financial/Business Case:Analyst 5 1,300 6,500
Local Expert(s) 8 600 4,800
Support Services 4 (

Project Manager 1

Network Engineer(s) 1 1,400 1,400
Reliability; Interoperability-& Security Engineer’ 1 1,300 1,300
Enterprise Architecture Specialist: 2 1,400 2,800:
Fmancial/Business Case Analyst 3 1,300 3,900
Local Expert(s) 2 ]

Support Services 8 ]

Travel Related Costs:

- Arrfare

- Local Travel & ineidental

- Lodging ‘and M&IE in Bulgaria

Communications (tel., fax, intemet) 20000
Miscellaneous-(report production, photocepies;.courrier;

etc.)
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Budvset Natrative

Direct Labor

Project Marnager. — Responsible for the overall relationship and deliverables on the project;
provides technical direction and overall supervision and guidance to-ensure successful completion
of the terms of reference

» ‘Estimated budget: 38 man-days at-daily rate of $1,600

Network Engmeer(s} Provides in-depth: analysis: on ICT network infrastructire and systems
intégration; acts as project lead on requn'emcnts analysis, expansion plantiing, implementation &
procuremerit; highly experienced. in IT/telecoms network deployment {emphasis on IPAMPLS,
DWDM, ATM & SDH. networks); efies o two experts reqmred depending on Contractor
competencies.

o Estimated budget: 45 man-days at daily rate of $1,400
Reliability, Interoperability & Security Engineer — Conducts the connectxvlty & interoperability
assessient; provides inputs on network expansion, integration & QoS issues; develops network
security architecture:(physical and cyber).

o  Estimated budget: 39 man-days at daily rate of $1 ,300

Enterprise Architecture Specialist — Develops the. enterprise architecture governance model;
provides or Iads efforts on institutional framework development; supports & advises pro_;ect
team :on technical, organizational, regulatory and financial issues; has over 15 years experiencein
enterpris‘efatchiteéture atid-e-governmient,

» Estimated budget:-43 man-days at daily rate of $1,400

Financial/Business Case Analyst —Provides thorongh analysis of the financial aspects of network
implementation (capital & operational expenses, rate of returs, cost models, ete.); acts as préject
leadon developmental impact assessment, regulatory and environmental analysis; has experienice
i ICT project environment.

o Estimated budget: 36 man-days at daily rate of $1,300

Local Bxperts — Piovide assistance with data gathering (techmcal economic, organizational),
network design, ‘and implementation ‘planning under the supervision of the ‘project manager,
nétwork-chgineer(s), enterprise afchitecture specialist, and/or business case analyst.

» Estimated budget: 59 man-days atdaily rate of $600

Support Services — Contractor(s). administrative-and project support staff, providing logistics (e.g.
travel & meeting arrangements), general research, document preparation, etc.
o Estimated biidget:'36 man-days at daily rate of $400

Project Expenses
Travel-related expenses — International flights from the US to Bulgaria for the project

constltants; ten flights at $2,200. Local travel and incidental expenses: $4,000. Lodging, meals,
ete.in Bulgaria: $29,280.

Oflter expenses — Communications (tel, fax, internet), réport production, photocopies, coutrier,
ete.y total cost: $3,600.
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V. SOFIA MUNICIPALITY = ICT NETWORK ENHANCEMENT
PROJECT

A. Project Description and Background

The Municipality of Sofia has requested USTDA. suppeort in its efforts to upgrade its
existing ICT network and to develop interconnectivity between the central and district
offices: of the Municipality. Specxﬁcally, USTDA has been asked to fund a feasibility
study (FS) to define the parameters. of the “Digital City” project. Among the areas to be
covered inthe FS are the following:

=+ -evaluateexisting ICT infrastructure in'Sofia-and identify opportunitiesto integrate
current capacity and conméctivity {copper, FO cable, conduit, -6tc.) mto an
miteroperable, city-wide system;

- assess the: Viab‘ili’cy of builﬂing a single 'unif' éd communicatio‘n and. infonnati'oh‘

= ldentlfy areas in Wthh new technologles can be leveraged to enhance the core
ICT network and to help the municipal government meet user needs;

- define the strategic and functional requirements, including costs.and benefits, of
network implemientation and ‘investmerit in order to achieve the city’s digital
goals;

- develop an IT system which optimizes the administrative processes in the city,
including inter- and infra-institutional processes, internal and external services,
and new value added services.

Based on Pythia’s discussions with municipality officials, it was decided that the
emphasis of the feasibility study should be on Sofia’s core ICT infrastructure, which. is
currently incapable of even connecting the central mnmc1pahty to ity district offices;
much less running the city-wide apphcahons and e-services currently being discussed.
Once an interoperable ICT network is in place, Sofia Municipality will be much better
positioned to outline and prioritize a broad range of services that meaningfully meet the
needs of citizens and ifs strategice-government goals. At a later stage; Sofia Municipality
¢an ‘also begm to develop alteriate tirodels for the establishment, ownership, opération,,
and management of the future system and/or sub-components, based on its organizational
structure, institutional capacity, and relevantlaws and regulations.

The USTDA feasibility study would outhine the strategy and action plan for déveloping.
an integrated information technology and telecommunications infrastructure for the
Municipality ‘of Sofia, taking into account the municipality's operations, dataflow, and
seeurity infrastructure. The FS should ensure that initiatives at the level of the
municipality can properly integrate and interoperate with systems at the national level.

The study would provide the municipality ‘with-the key inputs. it requires to develop a
comprehensive information systems and telecommunications policy. The FS would
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Gations network ie fil ber
optrc nng to mterconne{ct all nmn ipa _' establishing a. single, unified
information and -communigation network: for data, voice and video. It would propose an
infermal approach to metwork management and support; and would also examine
approaches 1o opening the city’s infrastructure to-outside.operators who could compete to
provide various gervices.

The proposed ICT network project is part of Sofia Municipality s broader-ambitien to
exploit new opportunities being opened up by developments in the field of information
and communication technologies. In particular, over the past few years, the City's
administration has beent workmg actively to introduce concepts of e-government and to
implement pilot e-services for its businesses: and citizens. The City is- undertaking many
initiatives for ‘optimizing its administrative processes as-well as providing better quality’
services-to-its. citizens. Based on the lessons leamned-from these recent implementations,
as well as examples taken from other capital cities, Sofia Municipality now understands
the need to take a more holistic approach towards organizing its information and
communication system. The ‘goal is to develop: a single shared infrastructure capable of
supporting -all services. This approach would lead to substantial cost savings and would
provide maximum control over the management of service quality.

As telecommunications are becoming the Sth Unhty in the-contémporary world, the City
of Sofia is attempting to make the most of its existing capacity to implement a solid ICT
infrastructure that will not only ‘support the administrative needs of the municipality, but
would also be opened to market agents who would compete: to provide
telecommumcanons, iternet access, and content-based services based on objectrve
criteria. This will ultimately boost the quality of the service offered by private internet
providers, telecoms and cable TV operators, and other local service providers.

Brief Description of Curtent ICT Infrastructure (Central Sofia Municipality)

The Capital Municipality (CM) network: is currently comprised of 2 number of smaller
networks, physically located in different buildings in Sofia. The: largest network is the
city-headquarters at. 33 Moskovska Street. Connections between the: municipal buildings
are primarily via the city’s own optical lines; however, ofie line i§ rented from BIC. The
optic cables from other buildings are terminated on a special ‘Horizon” switch with optie
interfaces, located in the main buijlding; other cables are connected through media
converters. The:cable system includes specialized cable rooms and cabinets, cable ducts,
sockets, and patch-cables, all fully compliant with the TIA/EIA-568-B cabling standard,
cable sockets and distribution panels are duly numbered, allowing for fast cable tracking.

The physical connections in the local network are provided by a combination of copper

(category 5) and -optical (single and multi-mode optical cables). The connection. speed
between buildings is 1 Gbps, and within the buildings 10/100/1000 Mbp. Two important.
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cetitral municipality buildings are not curxemly connected with the niain network, thcy
have independent internet connectivity’ via. ADSL through BTC, and, DHi d
from fhe ADSL-modems. A third central municipality building, also outside the network,
has a2 Mbit/s optical internet connection from Net-IS-SAT.

General Diagram of the Central Municipality Network

2
]
5
. e
Tnternct e 2
: 3
Firewall 8
—

The local computer network of the Central Municipality is based on flat topoIo"gy rather
than the hierarchical principle employed in most modern networks. While, in the past, use
of flat topology enabled the Municipality to: quickly and easily add new devices,.
performance problems will certainly be encountéred. as the network expands further.
Therefore, the feasibility study will need to propose measures to efficiently reconfigure
the network.

Currently; the network has no separate VLANS; all devices (servers; ‘work: stations,.
printers, active equipment, etc.) are located on a smgle Jarge Broadcast domain, which
also comprises the networks that are physically located in other buildings, (Developing.a
technical solution for segmenting the LAN system intg-separate sub-nigtworks would be
one ‘of the tasks of the FS contractor.) The municipal buildings which do-not have a direct
connection to the main building use separate TP addresses. Orbitel is: the main internet
provider to the Sofia Municipality, providing a 10:Mbps optical connection.

Most of Sofia Municipality’s active network equipnient is. from 3Com. However, various
multiple-port switches from various manufacturers are used to connect workstations and:
printers. 3Com devices (primarily 3Com 4400 and 4200G) are located ‘in a separate
cabmet in The fmain cable room. A number of smalier sw1tches (mosﬂy BCom 2024

mumclpal bm]dmgs The total number of devwes wﬂh i addresses is _about 420 A Lmux
server with a protection firewall for internet-access is used as a default gateway. There is
no: separate specialized demilitarized zone (DMZ) comprising Web, Mail, and other
services. Spannmg tree protocol (a nétwork protocol operatitig on Layer 2 of the OSI-
modgl) is not in vse at Sofia Municipality. Use of this protocol ensures protection against
endless looping of local traffic, which, in turn, can lead to tetal network -collapse:
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B. Project Sponsors Capabilities and Commitment

Founded seven thousand years ago; Sofia, the capital of Bulgaria, is the:'second oldest city
in Europe. Today the population of Sofia is approximately 1:23 million. The: capital
includes 24 administrative. and territorial districts and 34 mayor-led councils. It covers
teiritory of 1310:sq. km. Sofia is the largest city in Bulgaria and the 17th largest city in
Burope.

Recent reforms introduced by the local council have resulted in major changes: in the:
structure -and working style of the city’s administration; a namber of departments have
been restructured and a imoré efficient, objectives-based, management approach has been’
introduced. Impmvmg the efficiency of the local administration, and extendmg the:
service ‘portfolio for citizens and businesses to provide timely, transparent services for
citizens -and business, are among the- top. pnormes of Sofia Municipality: City officials.
fully understand the crucial role of ICT in accomplishing these goals, The planned .
unified ICT network is viewed by city officials as a kéy enabler of the Mayor's program
to improve public safety and security, establish a.21st century education environment;
and develop amodem healthcare system.

The City of Sofia has developed successful partnerships with sevéral organizations in
Bulgatia, miost notably the Applied Research and Communications Fund (ARC Fund) --a
think-tank' and non-governmental organization with whom the city has jointly
implemented successful projects in the past, including one funded by the World Bank's
mfoDev program for the development of a. Municipal Government Management
Information System. The Municipality of Sofia has successfully implemented a number
of ICT initiatives with EU support and is currently ‘in the final pilot phase of a one-stop-
shop service delivery project, which entails the building of several customer service
centers, where citizens can submit inquiries, requests and complaints and receive all
documentation with only one approval, significantly reducing administrative red tape.

Enhanicement of Sofia Municipality’s ICT infrastructure, and expansion of the network to
cover the district offices; is a crucial element in the development of the City’s digital
strategy. Recognizing this; Mayor Borissov-is personally backing the initiative, and has
officially requested USTDA: assistance (see Annex 2: Letter of Request). The Mayor has
also pledged to assure that the necessary financial resotirees, both internal and external,
will be'made available to realize this important project.

C. Implementation Financing

Sofia Municipality has estiniated the total cost of the tequired investmerit in software,
hatdware and services required to implement the enhaniced ICT network for the city at.
between $30 and $35 million. The City of Sofia plans to-undertake this investment by
utilizingstraditional financing mechanisms as well innovative financial instruments, such:
as public private partnerships: In particular, financitig for the implementation phases: of
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the initiative will potentially be available from Sofia’s municipal budget, European Union
structoral Funds through the local Operational Programs: ("Regional Development” and
"Admimistrative capacity"), the European Invesiment Bank, EBRD, the World Bank, and
wother-financial institutions.

Sofia Muinicipality has the capacity to attract the necéssary financial resoutces for the
implementatlon of the proposed €T network, a core componem of the city 8 broader
Soﬁa hags been ratcd BB+ by Standard & Poors. ax_;d thas taken. on b@_rrowmgs of roughly-
$120-million in recent years in order to-finance infrastructure projects. The municipality
is an eligible beneficiary of Europeant Union structural funding, where the. available
amount for urban development (excluding road development projects) and administrative
capacity optimization exceeds $200 Million for the next 5 years.

Since: 2006, Ex<Im Bank has had a Master Guarantee Agreement in place with the
Bulgarian banks UBB and Postbank. Sofia Mimicipality could qualify for Ex-Im Bank
funding-under the sub-sovereign loan program. Ex-Im Bank could also: facilitate. vendor
financing for U.8.-sourced’ network_mg equipment;

City officials are confident that implementation finaneing. will be -available should the
feasibility study conclude that the proposed ICT network project is viable.

D..U.8. Export Potential

USTDA support of the proposed ICT network enhancement project for the Municipality
of Sofia is fully justified by the significant export potential it represents for U.S.
technology providers. Sofia Municipality and its advisors expect that project investments
will total approximately $33 million, of which over 90%, or about ‘$30 million, could
potentially be supplied by U’S. vendors.

A rough breakdown of the major ICT network categories/components, and their
respective potential for U.8. exports; is provided below:

Category’ ; Estimated U.8. Export Potential
- IP & optical switching equipment $6,600,000
- Backbone & edge routers $3,300:000
- Servers &-compuling equipment $3,000,000
» Network management & inventory software $7,500,000
- Enciyption devices/software, firewalls, etc. $2,100,000
- Provisioning systems & engineering services $3.,600.000
TOTAL. $30;000,000

Cisco. ‘has. been: a strong proponent of the ICT :network enhancement project.
Represéntatives from the company’s Bulgariah office: have advised officials at Sofia
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Mummpahty on deﬁnmg the key project elements, and were especially helpful to Pythia
in carrying out the DM. Havmg provided Sofia Mummpa.hty with networking equipment,
and services in the past, Cisco is aware-of thetechnical issues faced by the Municipality,
and is uniquely qualified to participate in the implementation phase-of the project. 3Com,
which has been a major-equipment:supplier to the Municipality, has also expressed strong
initerest i the project.

Othier major US ‘equipment and service providers-who could potenitially contribute to the
municipal ICT network include:
o ADVA Optical, Avaya, Avici Systems, Bay Networks, Cienna; Cortina Systems,
Dell, HP, IBM, Infinera, IPC/Positron; Juniper, Mindspeed Technologies,
Motoiola,  Polcycom, RAD; SAIC, Télcordia, Telllabs.

In ‘addition, once the niunicipal ICT network has been implemented, significant 1.8,
‘export opportunities will be created for a- wide range of applications and e-government
services that willrun.over the network (e.g. e-taxation, e<procurement, e-permitting; etc.).
A number of U.S. platform and. software developers, including Micresoft, Oracle,
Google,. ESRI, Tumbleweed and others, maintain. regional offices in Bulgaria and will be
well placed to compete for these opportunities.

(U.S. content note: While the manufacturing of telecoms/electronic components is
a global business, with paits and. sib-assemblies sourced from all over the world, most
US. telecoms equipment 'vendors eontinue to operate major assembly -operations ‘in the
U.S.; the bulk of R&D activity is also centered in the U.S. Factoring in product concept
and design; software components and licensing, and other intellectual property, the
percentage of overall US. content is usually above 70%.)

E. Foreign Competition and Market Entry Issues

While U.S: companies are: strong players on the telecommunications market, they face
fierce competition, primarily from major European equipment manufacturers. Alcatél,

Ericsson, ‘and Siemens have a strong presefice in Bulgaria and have recently won a
number of public procurements. Often, European vendors have a comparative advantage
in Eastern Europe-due to lower shipping costs, preferential customs duties treatment, and
ready-availability of grant funding and mixed.credits. USTDA’s funding of the proposed
feasibility study for‘the Municipality of Sofia will help U.S. suppliers get:in at an early
stage of the ¢ity’s planned natiotial ICT network enhancement efforts and establish
commercial relationships with the grantee, its partners, local private operators, and other
local government-agencies. ' '

U.S. telecommunications équipment is very well-teceived on the Bulgarian market and a
number of U.S.-based manufacturers, including Avaya, HP, Cisco, and. 3Com, maintaina

direct presence in the country. However, the Bulgarian market remains dominated by
European producers such as Siemens, Ericsson; Nokia, and Alcatel.
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F. Developmental Impact

‘The “proposed ICT network enhancement. project for the Municipality of Sofia will
provide substantial development. benefits in: the areas of public infrastructure, human
capacity building, technology transfer and: productivity efihancement, and market oriented
ieforims. It will also significantly enhancg the Sofia M]Imcipal}ty s ability to ‘provide
services to citizens and businesses. ' ‘

Among the more important developmental benefits that. the project will provide for
Bulgaria are the following:

Infrastructure

The: ICT network. enhancement. project. for the Municipality ‘'of Sofiz will ‘substantially
improve the existing network and will allow the eentral municipality to interconnect with.
its district offices, resulting in: the creation -of a seamless, unified ICT infrastructure,
accessible to city employees, citizens, and businesses: throughout the city. The tunicipal
ICT network will serve as the backbone of, and enabler for, a wide range of e-
government. services: planned. for Sofia; many of which will be implemented with the
support of EU structural fimds. The unified network conceptfapproach. deployed in Sofia:
could also be replicated in other major eities in’ Bulgaria and. interlinked at -a. national
level.

Human Capacity Building

The municipal ICT network will provide important benefits in human eapacity building.
Employees of the Municipality of Sofia will be tramed to use the networking systems
resulting in an education about the use of advanced technologies but also in how
integrated voice, data and information systems work. The project is expected to lead to-at
least 20 new jobs at Sofia Municipality; and will require extensive training of beth
technical and general administrative staff. Fiirthermore, the system will lead to fuller
employmerit and enhanced. skill sets for current IT personnel. At a later stage, the
applications-and services that will run over the network will require training of mhunicipal
clerks and adminisirative staff ‘The training and education obtained on networking
technologies, applications, and e-services:can also apply to other work (and persenaluse)
areas and provide additional synergies.

Technology Transfer and Productivity Improvement:

The enhanced municipal ICT network will bring state-of-the-art communications.
networking technologies to-the Municipality of Sofia. X will alse increase Internet access
and usage, particularly in the outer districts, which aré pootly setved by the existing:
network. The ICT network will improve the municipal government’s processes and
systeras, tesulting in greater econemic productivity and streamlined work procedures.
Once implemented; the ICT infrastructure will allow employees ‘of the municipality to
interact more efféctively with one another; as - well with city residents. The apphcailons
that will ‘later run over the municipal ICT network will also. sharply increase the
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prdductivity of Soﬁa $ administrative staff and decrease the admihis‘traﬁve ﬁme burde'n

ifax coliec’ucm aﬁd o more efﬁczenﬂy respond to cmzen requests fer hcqnses, penmts
etc. The system will also enable Sofia Municipality-fo interconnect w her

and local networks around the country; further expanding the use of these technologxes
and spreading the productivity enhaniceiments.

Muarket Oriented Reforms.

The city-wide 1€T network will provide the: platform for the: launch of @ mumber of
planned e-government. applications, which, in tum, will lead to more transparent,
streamlined, and impartial public servicés. By opening up-the municipal ICT network to
outside operators based on. objective service level requirements, the project is also
expected to boost competition among service and content providers, leading fo a more
open and dynamic market for telecommunications and related services.. Improved
services to local businesses that the network will enable, will lead to more investment, an
improved environment for trade, and to sustainable economic development.

G. Impact on the Environment

Iniplernentation of the proposed ICT network enhancetnent for the Municipality of Sofia
will have no. ‘discernable negative impact on the environment, as it will be primiarily
deployed over existing city conduits and rights-of-way. To the contrary, the ICT network
project is-expected to have a positive impact.on the environment. One of the project goals
is to utilize the modern information and communication technologies that ‘will be:
deployed in order to reduce pollution, noise and traffic congestion, and increase the safety
and security of the citizens of Sofia. By creating a single, unified information systein, the
‘Municipality seeks to centralize information flows in order to producethe data necessary
for monitoring and reporting on the environment. Sofia Municipality will seek to
integrate data from different information systems that- monitor environmental phenomena.
The goal of such integration will be the ability to suppert policy in the areas of air and
water pollution, carbon emissions, traffic, noise, etc. Moreover, the unified ICT
infrastructure that will result from the project will enable the Municipality of Sofia to
more effectively manage emergency situations and disaster-response as-well as to provide:
e=Service 1ools to more eﬁ'ectlvely eoordinate and/or manage routing activities such trash
collection, waste-water control, road repairs, etc.

H. Impact on U.S. Labor

Fundmg for the proposed municipal ICT project will result in the creation of US. jobs if
major felecommunications' equipment items such as switching, trarismission, and
distribution equipment, multiplexers, modems, packet switching equipment; processors.
and .converters, CPE. equipment; as: well as -systems dntegration and computer hardware:
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and. ‘Software are putchased from U.S. manufacturers and engineering firms, which
appears quite likely to be thie case if USTDA funding is utilized.

Iin the proposed feasibility study-for the ‘enhianced ICT network: project on behalf of the
‘Sofia Municipality; the selected contractor will be providing assistance innetwork design
and equipment specifications. Moreover, ﬁmdmg for the project will not result in the
1 of U.S, jobs to Bulgana, nor ‘will USTDA fundmg be utilized to .assist in the
development of an export-processing zone that could have anindirect negative impact on
8. jobs:

1. Justification

USTDA support for the proposed ICT network enhancement project is fully justified as it
will fill a pressing: and immediate need of Sofia Municipality, and will lay the
‘groundwork for the development of e-government in the: city. Development of this.
network is: considered by Mayor Borissoy and the local council to be a key strategic
priority for the city; and the Mayor has personally requested USTDA -assistance ‘in this
endeavour. '

EU structural funds and other financing sources are readily available for Sofia’s planned
ICT network enhancemerit; however, before approaching these funds, the city must build
a-solid strategy and development plan. In order-to access these funds for the network
project, Sofia Municipality needs USTDA supportfor a feasibilitystady that will analyze
the required investments and outline the implementation readmap.

‘Within the EU operational program for ‘adminisirativé capacity’, a significant amount of
additional funding will be available to Sofia Municipality for e-government development
and specific ‘e-service applications. However, ‘these: funds generally do not cover
infrastructure and hardware. The USTDA-funded project in support of the city’s.core ICT
network, which-will be the key enabler of these applications, will thus fill a major gap in
Sofia’s digital developmient. ‘

The ICT network enhancement project will have. a major developmental impact on the
Municipality of Sofia as it will provide ICT network infrastructure to.all areas of the crty,
leading to miore efficient municipal govemment and better services to citizens and
businesses. This will improve the business climate, leading to'increased investment in the:
city; The projeet will directly lead to the creation of new jobs at the Municipality of
Sofia and will require additional training for a number of existing employees.

The proposed ICT network project for Sofia Municipality will alse be a:major generator
of U.8. technology exports. U.8. exports resulting directly fromi the project are estimated
at-'$30: million. USTDA support for the municipal network deployment will also-create-a
level playing field for: a number of U.S. vendors such as Cisco, 3Com, HP, and
Tumbleweed, which have all shown a strong interest in the project.
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J. Terms:of Reference

Seope-of Work:

o Conduct a detailed assessment of the existing IT infrastructure for the Central and
‘Regional Municipalities as well as other institutions of relevance fo the project.

o (Evaluate the services that are currently being provided over the metwork. and
‘teview plans for future services and projects that need to be taken into
consideration when planning the enhiariced IT infrastructure.

‘o Detertnine the new IT infrastructure and network upgrade requirements -
capacity, security, prioritization, ¢te. - that will be necessary to carry the current
-and newly planned services, taking into account the: Municipality’s short to
medium term plans and budgets.

» Perform a connectivity assessment for the enhanced network;, and recommend
‘possible-additional telecommunications infrastructure requirements to:support the
IT:system and, possibly, to.allow it to-interconnect with other networks.

e Conduct an Economic and Financial analysis of the project, assess its.
-developmental impacts, and perform a préliminary environmental analysis.

» Define the implementation planmng process considering alternate scenarios for
phased deployment, ensuring compatibility between legacy andfor newly
proposed systems; identify constraints and limitations to be considered prior to
deployment:

e Assist the Municipality of Sofia in preparing the procurement documents, and
developing the evaluation methodology.

Qualifications asid Evaluation Criteria

The selected IT consulting company for this technical assistance contract should have a
proven track record in the-following areas:

» Experiencein the analysis and-evaluation of complex ICT networks, including
systems migration, connectivity, interoperability, and security issues.

[20:points]

«» Experience inthe design and integration of public sector ICT systems ofa similar
scope and complexity, with an emphasis on stigle unified network infrastructure:
[20:points]

* Experlence n mfrastructure support 1 e. ﬁber optic networks br‘bz‘idband, WANs

[15 pomts]
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» Experience inn ICT project management, implementation planning; and project
[15 points]

» Enperiencedda the procuscment ofmunicipalor sials 10T networks:and/or sub=
‘systes, including RFP developrient and vendor evaluation.
[15 points]

s “Experiencein conducting developmental impact, regulatory, and environmental
assesstherits of ICT projects.
[5 points]

» Experience in conducting similar ICT projects in the-country and/or region;
[10 points] | |

i8
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Deseription of Tasks

Task 1: ICT Infrastructure; Services and Applications Assessment

The Contractor shall analyze the current network infrastructure, topology and
approach being' applied by the Municipality of Sofia, mclud;ng network

capabilities, service applications; current: capacity and ufilization. The analysis

shallinclude both theilogical and physical infrastructure.

o As part of the ana}ysis the Contractor shall seéck to identify signs of
duplication of infrastructute due to lack of centralized resource
management.

The Contractor shall conduct an assessment of the main software; applications,
and netwerk services that currently run on the municipal networks, and. the
infrastructure required to.mn them.

The Cortractor shall condict an interoperability assessment of the systems in
operation by the central and district/sector municipalities.

The Contractor shall perform an apalysis of Sofia. Municipality’s information:
secunity policy, types of data and resources, and respective expectations for
protection-of confidential data.

The above analysis and assessment should be oriented towards Sofia
Municipality’s goal of building a Single Unified ICT Infrastructure that carries
data, voice and video and allows for:

e Centralized IT topology, enabling:

o centralized managemeént arid support of ‘the netwerk; central network
monitoring and reporting system; centralized access' to: municipal
resources and services; ‘interoperability ‘of all municipal resources;
unified services such as e-mail, telephony, video conferencing,
wireless and VPN access to nietwork resourcss, ste.

¢  Secufity requirements:

o Personal Data handling, Sensitive data handhng; Internal trules for

aceess and use of information B

[Deliverables: The Contracter shall provide -a:report on the current state vs. desired sate:
of municipal ICT infrastructuire, focusing primarily on network services, inforniation
security, interoperability, network management and reporting, and. availability and
visibility aspects.] " '
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Task 2: Connectivity Assessiment and Recommendations

- The Contractor shall assess the conneetivity needs of the: central -and district
municipal offices based on-network services and application requirements. Based
on this assessment, the Contractorshall determine which type(s) of connectivity
‘would be optimal for the Munieipality’ and/or its district offices, -and define the
requirements;

- “The ‘Contractor shall conduct-a survey of the connectivity options available on the
Bulgarian. market and perform a comparison based on: availability, reliability;
security, and service level aprecinent (SLA) optiofis.

- The Contractor shall assess requirements for' any -additional telecommumcatmns
infrastructure that might be required by the Municipality of | Sofia to-support new
applications.

- The Contractor shall provide advice to the Municipality of Sofia on the
contracting approach based on a detailed assessment .of the: Bulgarian market for
Intemet access and connectivity services (including kéy: players market practices;
:service offerings, future trends), and on the Municipality’s: institutional needs:

o Central vs, distributed approach (billing, SLA, price offering
considerations)

o Pure connectivity vs. Internet service contract

o Mixed approach (Cennectivity is «contracted centrally, while Internet
services are contracted individually by sub-institutions)

o Managed service contraet

[Deliverables: The Contractor' shall provide a report on. commectivity needs and
requirements, including an assessment of available connectivity offers on the market,
providers, and conditions. The report shall include reconimendations to the: Miinicipality
on. what type(s) -of connectivity or service o be contracted, contracting approach and
relevant considerations. |

Task 3: Network Architecture Déevelopment and Systems Design.

- Based on the inputs from tasks 1 and 2, and the Graniee’s. goals and objectives,.
the Contractor shall develop a detailed design foran advanced municipal network;
which is characterized by high reliability, availability, and secutity, and supports
full interoperability with district municipal offices.

- The comprehensive network architecture and systems desigii should addresses the
following elements and functionality:

s Integrated WAN connectivity which allows for single management of data,
voice and video. The WAN design should meet the following basic
requirements:
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o integrated security, mtegrated telephony and voice & video
conferencing; integrated WAN optimization capability; mtegrated
video:surveillance and aceess control

Centralized network management and support
Centtalized voice processing and managenieiit
Centralized digital signage system

System for traffic analysis and contiol/management
Centrally:managed network security:

o Secure cofimectivity (VPN); Data Center (DC)securliy Perimicter
security; Content security;, End-point security: Intrusion prevention

& Data Center design with respeet to:

o Security'and data protection; Resiliency; Redundancy; Disaster
recovery; Higlvavailability; Resource optimization and virtualization
mechanisms; FCoE.

« Basic Services 1o be centrally supported in the DC:

o  Active Directory (LDAP), E-mail; Data Base; FTP (File sharing);

Web server; DNS; Centrally managed applications

s o o & @

{Deliverables: The Contractor shall provide -a. detailed documented architecture design,

which includes specifications for the core networking equipment, data center (DC),
middleware, and software, and guarantees a working solution that meéts all project goals.
The architecture design and network specifications should be in. sufficient detail to
develop procurement docuiments. ]

Task 4: Implementation and Financing Plan

- The Contractor shall develop overall cost estimates :(brdken down by main core
infrastructure, equipment; and service categories) for the systematic roll-out
implementation of the enhanced municipal ICT network.

- The contractor shall define the implementation process and timeline for
-deployment. of the enhanced municipal ICT network, considering alternate
scenarios for phased implementation of the system, and analyzing the cost/benefit:
of each.

- The contractor shall prepare a strategy to enistire compatibility between - the

. Central and Re‘g'j_ioj_rial Municipalities, incorporation of existifig' legacy systems,
and integration of new components- and sub-systems.

- “The contractor shall identify constraints and Hmitations that should be identified
and flagged for consideration during implementation.

= The contractor shall analyze economic contingencies, market conditions for
technologies and network services, supply agreements, and alternative methods

for :achieving ICT network enhancemént based on a Single Unified Network
approach.
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The contractor shall analyze potential sources of firiaricing for the municipal ICT

‘network: implementation. ‘This analysis shall include prospective financing based

onthe Municipality of Sofia’s operational budget as well resoutces available from
national agencies; EU Structural Funds, U.S. Ex-Im Bank (both vender financing;
andsubzsovereign loans); and multi-lateral development banks:

[Deliverable; ‘The Contractor shall provide a réport on implemeitation planning
considerations, including an outline of alternate scenarios for implementation, a strategy
to ensure compatibility, and constraints and limitations on implementation. The Report,
shall include an economic analysis and an assessment of likely sources of finance for the:
project ]

Task 5: Developmental Impact Assessment and Environmental Analysis

The contractor shall evaluate the development impacts (Infrastructure, Humai.
Capacity Building, Technology Transfer and Productivity Improvement, Market-
Oriented. Reforms, and others) that would result should the project be

dimplemented in accordance with the TA recommendations. The: Contract shall

also. develop a preliminary methodology for assessing these impacts. These
factors are intended to provide the Project’s decision-makers and interested
parties ‘with 4 broader view of the Project’s potential effects on Bulgaria. The
Contractor shall specifically address each of the following categories:

o Infrastructure

The: Contractor shall evaluate how the planned- municipal ICT network will
support and enhance local government services and. improve the efficiency
and :security of the physical, financial and social infrastructure of the Host
Cotintry.

¢ Human Capacity-Building

The Contractor shall assess the number and types of local positions that will
be nieeded to develop and enhance Sofia’s ICT network and, more generally,
how implementation of the project will lead to new job opportunities;
sustained employment, or advanced training to upgrade the capability of the
workfores.

. Technelogy Transfer and Productivity Enhancement v
The Contractor shall provide a brief description of the advanced technologies
and licenses that will be utilized in the enhanced network as well as how the
“ngtwork might itprove processes andfor systems which will stimulate greater
economic productivity or allow more efficient use-of resources.

s  Market Oriented Reforms and Othiers

The Contractor shall assess the potential of the network to encourage more
transparent regulatory: systems and institutions, pnvatxzanon of state-owned
coonomic &ntities, ‘promotion of preater competmon in non-competitive
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economic sestors, Towering of non-tariff bartiers to trade, ete. The Contractor
shall also assess' any additional benefits that -miay result from project
mplementaﬁon such as spin-off or replication’ projects, frends toward safer
workplaces, enhanced good governance, and establishment of industry-related
businesses.

The Contractor- shall conduct a. preliminary  environmental analysis of the
roposed municipal ICT network enhancement project to enstire 1ts consistency’
with applicablg laws, regulations.and standards-in Bulgaria, and the EU, as well as
'with financing institutions such as the World Bank. The analysis shall identify

‘potential negative environmental impacts, discuss the extent to which they-can be

mitigated, and develop plans for a full environmental impact assessment should
the project move forward to the implementation stage.

Task 6: Procurement Preparation Assistance

‘The consultant ‘will assist the Municipality of Sofia. to devélop piocurement.

documents which will assure delivery of a fully functional ICT network in
conformity to the defined architecture and design. Specifically, the Contractor
will develop a format, conceptual framework, and guidelines for structuring
requests for proposals (RFPs) from which the Municipality can develop one or

‘more RFPs suitable for the procurement of ICT systems and supporting

infrastructure, as identified by the Municipality.

The -consultant will also assist in the preparation of methods for the preliminary
evaluation of potential vendors (pre-selection criteria), proposal evaluation
«critefia, scofing miethodology, and evaluation procedure documentation.

[Deliverable: The Contractor shall provide guidelines for developing RFPs, evaluation
criteria, scoring methodology, and evaluation procedures. )

Task 7: Finial Report

The Centractor shall prepare and deliver to the Grantee.and USTDA a substantive
and comprehensive Final Report of all work performed under these Terms of
Reference. The: Final Report shall be organized according to the above 6 tasks,

-and shall include all deliverables and documents that have been provided to the

Grantee i ‘connection with the: performance of these tasks. The report shall
incorporate all findings, recommendations,.and conclusions of the TA.

Within the: Final Report, the Contractor shall identify prospective U:S. sources of

isupply, assess. their- capabilities, and include their business names, points of

contact, addresses, and teléphone and fax numbers.
The ‘Contractor shall ensure that the Final Report is prepared in accordance with
Annex II, Clause I'of the Grant Agreement.
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Notes:

(1)  The Contractor is tesponsible for compliance with U.8. :export licensing
requirements, if applicable; in the performance of the Terms of Reference,

(2) The Contractor and the Grantee shall be careful to ensute that the public version
of the Final Report contains n¢ security or'confidential information. :

(3) . The Grantee and USTDA shall have an itrevocable, worldwide, royalty-frée, non-

exclusive right to use and distribute the Final Report and all work product that is
developed under these Terms of Refersnce.
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0 Project Management
- kick-off meeting
- Teview nreetings: )
1 Infra., Services & Apps: Assessient,
~1€T infrastructure assessment
~software, services, & applications.
‘ ~/interoperability &.security
2 Connectivity Assessment
-;connectivity needs & ophions
- tnarket-assessment
3 Network Arch. & Systems.-Design
—architectire design
-:network specifications
Implementation & Finance Plan
Dev. Impact & Envir. Assessment
Procuremenit Prep. Assistance
Final Report
-draft report
-final report

=3OV U B
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K. Project Budget

[

o Network Engineer 16 1,400 22,400 |
e  Systems Analyst g 1,400 11,200
e Connectivity & Network Security Specialist 7 1,401 9800
¢ Financial & Business Analyst 3 L2001 3,600
s Local Expert(s) 18 0 103

»  Support Services

Project Manager

Network Engineer

Systems Analyst

Connectivity & Netiwork Seclirity-Specialist

e Financial & Business-Analyst 1
Local Expert(s) . 8
Support Services 5

al

1,200 1,260

*  Project Manager 1,60 2.8

¢ Network Engineer 14 1,400 | 19600.
®  Sysiems Analyst 7 1,400 9,800
s Connectivity-& Network Security Specialist 5 1,400 5,600
»  TFinancial & Busiriess Analyst 1 1,200 1,260
» _Local Expert(s) 16 600 9,600
»  Support Servi

Project Manager

Network Engineer

Systems Anzlyst

Corinectivity & Network Security Specialist
Financial & Business Analyst

Local Expert(s)

Project Manager

. 3 : B

s Network Enginger 3 1.A00 4 ‘
» _ SystemsAnalyst L 3 L400 | 4200
» Comneetivity: & Newwork Security Specialist: 1 1,400 1,400 _
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Network Engineer

Systems Analyst

‘Connectivity. & Network Security. ‘Specialist
Firancial & Business Analyst

Liocal Expert(s)

Support Services

o Project Manaper 1 600

s Network Engineer 1

‘e SystemsAnalyst 1 1,400 1,400
¢ Connectivity- & Network Secufity Specialist 1 1,400 1,400
o Financial & Business Case Analyst 4 1,200 4,800
‘s Logal Expert(s) 2 600 1.200.

Support Services

Travel Related Costs:
- Adrfare 2,200 8 17,600
- Liocal Travel & mcidental 3,600
- Liodging and M&IE ity Bulgaria 240 110 26,400
s Comminications (tel., fax, internet) 1,800 |
& Miscellaneous (repoit production, photoeopies; courrier;
_ete) . . . 1,400
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Pirect Labor

Project. Marager — Responsible for the. overall selationship and. déliverables on; the -project;
provides technical dntcctxon and overall supervisionand guidance to ensuresuccessfnl completion

o Estimated budg 36 mani-days at daily rate of $1,600

Network Engineer - . Provides in-depth analysis on ICT network infrastricture and topology; acts
as project lead ‘on requirements analysis, expansion planning; implementation and procurement;
has over 15 yedrs experience in IT and telecoms network deployment (emphasis -on: systems-
mitgration, mteroperabxhty, unified networks)

‘o Estiniated budget: 51 man-days at daily rate of $1,400

Systems Analyst — Works with the metwork: engineer in ICT infrastructore assessment and
implemenitation planning; acts:as project lead in'software applications and services assessient.
o Estimated budget: 34 man-days at daily rate of $1,400

Connectivity & Network Security Anglyst — Provides or leads efforts: on nietwork conmectivity
requlrcmcnts and optmns acts as pro_;ect Iead 'on ‘connectivity market assessment; develops.

. Es&mated budget 30 man—days at daily rate of $1,400

Financial & Business Analyst — Piovides thorough analysis of the financial aspects of network
implementation {capital & operational .expenses, rate of retumn, cost models, efc.); acts :as project:
lead ‘on -developmiental impact assessment and environmental analysis; has experience in ICT
project erivironment.

‘» Estimated budget: 36 man-days at daily rate of $1,200
Local Experts — Provide assistance with ‘data gathering (technical andfor economic), network
design, and implementation. planning under the supervision of the project manager, network
enginest (and Ppossibly the business analyst) '

o Estimated budget: 60 man-days at daily rate of $600
Support Services — Contractor(s) administrative and project support staff, providing logistics(e.g-
teavel & meeling arrangements); general research; documient preparation, etce:

o Estimated budget: 41 man-days at daily rate of $400

Project Expenses

Travel-related expenses — International flights from the US to Bulgaria for the project
consultants; eight flights at $2,200. Local travel and incidental expenses: $3,600. Lodging, meals;
ete. inBulgaria: $26,400.

Ofther expenses — Communieations {tel., fax, infernet), report production, photecopies, courrier,
ete; total cost: §3,200.
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ANNEX 1- Glossary of Technical Acronyms

Asymmetrie Digital Subscriber Line (ADSL,) is a form of DSL; a data communications:
’teclmelogy that enables faster data. transmission -over copper telephone lines than a
conventional voiceband modem can provide. It does this by utilizing frequengiss that are:
not used by a voice telephone eall. A sphtter ot microfilter - allows.a single telephone
connection to be used for both: ADSL service and voice calls at the same time. Because:
phone lines vary in quality and were not originally engineered with DSL in mind, it-can’
generally only be used ever short distances, typically less than 4km.

Dynamic Host Configuration Protocol (DHCP) is a protocol used by networked
devices (clfents) to-obtain the parameters necessary for operation inan Internet Protocol
network. This protocol reduces systemy administration workload, -allowing devices to be
added tothe network with little-or no manual configuration.

Ademilitarized zone (m computer security), named after the military usage of the term
and. normally abbreviated to DMZ; also known as a demarcation zone or perimeter
network; is a-physical or Togical subnetwork that contains and exposes an organization's
external serviees to- a larger, untrusted network, usually the Intemet. The purpose of a.
DMZ is to add an. additional ayer of security to an orgamzanons Local Area Network
(LAN); ‘an external attacker only has access to equipment in the DMZ, rather than the
wholeof the network.

The Domain Name System. (DNS) is .a hierarchical naming system for computers,
services, of any resource participating in the Interriet. It associates various information
with domain names assigned to such participants. Most importantly; it translates humanly
meaningful domain names to the numerical (binary) identifiers associated with
networking equipment for the purpose. of locating. and -addressing these devices world-
wide.

File Transfer Protocol (FTP) is a network protocol used to ‘transfer data from one
computer to-another through a network such as the Internet. FTP is a file transfer protocol
for:exchanging and manipulating files over a TCP computer network: A FTP client may
‘connect to-a FTP server to manipulate files on that server.

Fiber Channel over Ethernet (FCoE) is a proposed mapping of Fibre Channel frames
over selected full duplex IEEE 802.3 networks. This allows Fibre Channel to leverage 10
‘Gigabit Fthemet networks while preserving the Fibre Channel protocol. The specification
1§ supported by a large nimber of network and storage vendors.

The Internet Protocel Suite (commonly TCP/AP) is the set of communications protocols
used for the Internet and -other similar nefworks. It is named from two ‘of the most
important protocols in it: the Transmission Control Protocol (TCP) and. the Intemnet
Protocol (IP), which were the first two niétworking protocols defined i this standard,
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The Iaghtwelght Directory Access Protocol (LDAP) is an application pfotocol for
querying and modifying directory services runninig over TCP/IP. A directory is ' set of
objects with similar aftributes organized in a logical and hicrarchical manner. The most
common example is-the telephone directory; which consists of aseries of names (either of
persons or organizations) orgamzed alphabetically, with ach name having an address
and phone number attached.

The Open Systemis Interconnection Basic Reference Model (OSI Model or OSI Seven
Layer ‘Model) is- an abstract: description for Jayered communications and computer
network protocol desxgn It was deveieped as part ef the Open Systems Irnerconnecnon
whxch, from top fo battom, .ér:_,e ‘ ihe Apphcatlon, Presentatl_(}n Sess;on Transp,ort,
Network, Data-Link, and Physical Layers.

A Semce Level Agreement (SLA)’ is a fo’rmally negotia‘ted a'greement' between two
between Service prov;ders _It records the common understandmg about serv;ces

priorities, responsibilities, guarantee, and such — collectively; the level of service. For
example;, it may specify the levels of availability, servxceablhty, performance; operation,

or other attributes of the service like billing and even penalties in the case of violation of
the SLA.

TIA/EIA-568-B is a set of three telecommunications: standards from the
Telecommunications Industry Association, a 1988 offshoot -of the ETA. The standards
address commercial building cabling for telecom products and services. The three
standards are formally titled ANSI/TIA/EIA-568-B.1-2001, -B.2-2001, and -B.3:2001.

A-virtaal LAN (VLAN) is a group of hosts with a. common set ‘of requirements that
communicate as. if they were attached to the Broadcast domain, regardless of their
physical location. A VLAN has the same attributes as a physwal LAN,. but it allows for
end stations to be grouped together even if they are not located on thé same network
switch. Network reconfigurafion can be done through software instead of physically
relocating devices:. '

A virtual private network (VPN) is a computer sistwork in which some of the links
between nodes are carried by open connections or virtual circuits in. some larger network
(e.g., the Internet) instead of by physical wires. The link-layer protocols ‘of the virtual
network ‘are said to be tunneled through the. larger network when-this is-the .case. One
common application s secure communications through the publ;c Internet, but a VPN
need not have explicit secutity features, such as authentication or content encryption.
VPN, forexample, can:be used to separate the traffic of different user communities over
an underlying network with strong security features.
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Dear Mr. Stein
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VI. SOFIA MUNCIPALITY 311 NON-EMERGENCY CALL CENTER
A. Project Description and Background

Thie Municipality of Sofia is currently examining the economic and technical feasibility
of developing a 311 non-emergency call center: This initiative is in line with the
Municipality’s “digital city” objectives, and Bulgaria’s e-government orientation. Once
suecessfully deployed in Sofia, the system could thén by duplicated and expanded into all.
major Bulgarian cities, leading to improved government efficiency and substantial
developmental impacts on a national level.

U.S. solutions provider, Winbournie & Costas Tric., has been the main proponent of this.
initiative for Sofia Municipality. Discussions between the company’s consultants: and
Sofia officials directly led to the request for USTDA technical assistance. Winbourne &
Costas, which maintains a- Bulgarian office, has designed and implemented 311 public
service communications systems and operations Since 1998. Its client base includes some:
of the largest jurisdictions in the US,, including New York City, Philadelphia, and
Washington DC.

311 systems, ‘giving citizens easy, fast access to non-emergency governinent. services
using an easily remembered teléphone number, have lead to6 major improvemeénts in the
delivery of a wide-range of government services. The methods and thinking of how to
deliver government services ranging from transportation to health to permitting and
licensing is undergoing a transformation.in the US and EU due to the role 311 systems
are now playing in many large and small local governinents.

Designing and implementing ‘an efficient 311 system requires more than software and
hardware. ‘Considering that implementing and operating a 311 system is a
“trapsformational” undertaking for .any municipal govemment and requires the:
involvement of experienced professionals, the initiative requires changes to not only the
“front-end” citizen access to services but more importantly a reengineering of the ‘back-
end” service delivery process by line agencies. Improving service delivery along the
entire “chain of delivery’ is becoming -an increasingly: critical issue for public officials.
who. are résponsible to citizens with an ever rising setvice expectation level. 311 is a
solution that provides a basis to-meet those expectations. As the point: of intake, and the
initial point of contact with the citizen, the-call center is a critical node inthe delivery of
servige. Limited wait times; accurately handling or recording the citizen requests are the
basisfor:a:satisfied citizen. The main focus in the set-up-of a 311 call center should be on
the process of call handling and recording, includinig the staffing, procedures and
technology required to make these processes effective.

‘Suceessful implementation of a state-of:the=art 311 call center system will provide Sofia
Municipality with.a number of benefits, among which:are the following:
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+ Ensure Consistency of Government Message

# Track and Monitor Inferaction with Constituents

» Provide Efficient Workflow for Staff Handoffs

s Reduce response time & iniprove staff efficiency
B. Main TA Objectives

Design of the 311 Call Center should provide for riaximum expansion; and flexibility for
future growth as the call volume increases.. A brief white paper prepared by Winboume &
‘Costas. for Sofia Municipality, discussed the main design. and project concept issues.
Particular-emphasis was placed.on following internationally recognized best pracﬁces i
implementing the system. Key elements of the white paper, along with other observations
and considerations, are included in this section:

The proposed technical assistance (TA) for- Sofia Municipality should define the
parameters of the 311 call center and, in an initial stage, provide a system with the ability
to prov1de minimal services for eallers and provldmg ‘walk-in™ sefvice to: .cifizens:
needing forms and other information. In a second phase, the call center would
inerementally expand its services to include all City agencies and services. 311 call
services.in this phase would include electronic service request capability, integration with
Sofia Municipality’s web page for inforination and service requests, established metrics
for meastring the performance of city agencies based on the call data. These
enhancetents can be planned and implemented over time accordiu_g: to financial,
technical and operational capabilities.

Using best practices is a key element for planning, implementing and managing a 311
system and the proposed TA for the Municipality of Sofia should include a survey of
international best practices in 311 operations, technology, training, funding, process
management; organization and personnel.

When }mplementmg 311 eitizen call service centers in major US cities, the mayors and
other elected officials have established similar general goals to guide the planning and
implementation. These goals include the following:
o Provide “One Call to:City Hall’. Make the experience of the ¢itizen or visitor
calling for city services or information transparent.and easy,,
o Provide timely and accurate informationte callers on City government
services, activities and public announcements
o Reduce the numbers of call transfers between offices; and caller patience
o Eliminate the need for the caller to know which city agency to call for
service
o Establish:a “closed loop™ process forreceiving and resolving service
requests
¢ Higher levels of citizen satisfaction
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@ Establish a basis to measure performance by city agenciesiin providing their
services te.citizens
o The data collected by the call takets can be used to track and wieasure the,
perforniance of all city agencies, mcludmg public safety
o Improvements in'managentent processes resulting from management’s
ability to analyze patterns of consumption and efficiencies-of City
Sservices.
o Effective use of City resoiirces.
o Potential cost savings through: consolidation of call taking activity
e Provide a communication capability for the City government to communicate
with citizens when needed. Examples are public service/health announcement,
‘changes in:services, in emergencies, and special events
« Establish Call Center call taking; based on-a 4 position call center

The TA should develop a phased project implementation approach to be adapted by the

Municipality of Sofia in meeting all its short term and long term nieeds for

communications with the city’s residents and visitors. The initial suggestion of

Winbourne & Costas:was for a two-phased approach as follows:

® Phase One: Design and implement an initial 311 Call Center composed-of calltaking
and walk-in services ’

s Phase Two; Enhancement of the Call Centerto accothmodate a full spectram of
:municipal services.and call- volume from:-citizens and visitors requesting information
-and:services

Amiong the main tasks that should be tovered in the 311 call center technical assistance
for the Municipality of Sofia.are the following:

Develop, design and manage 3-1-1 Public Services Intake Centers:
Technology planning, integration and inistallation

Beinichmark best practices

Reenginicer operational processes

Develop pohcxes regulations and organizational analysis

Conduct staffing assessmierits and qualifications

.Assess non-emergéncy processes and standard operating procedures
‘Develop costanalysis

Develop RFP documents

¢ e & e ¥ & & @ @

C. Main Project Implementation Activities
The TA would provide support to Sofia Municipality in coordinating the following main
activities, possibly in:coordination with a vendor:

Preliminary Planning Activities
1. Establish the project work plan, ‘establish project milestones-and schedule; form and
assign roles and responsibilities for City Expert Working Group
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2. Select the Call Center site, with consideration for fiitire expansion to accommodate
the Call Center (if possible-with space to: accommiodate Watch Center and future
Emergency Operations Center (EOC)

3. Determine any construction requirements; costs; and schedule. Keep-theseigosts to a
minimum, focusing mainly on electrical, cabling; equipment.space, and:cooling,
needs. Use City resources - where possible

4. Initiate coordination-with telephons operators, mobile and fixed for implementing 311
telephone number and other requirements for transmitting calls to'the Center.

5. Obtain approval from Communications Regulatory Commission (CRC) for use-of 311
telephone number

6. Plah Public Awareness/Educatmn/Pubhclty campaign.

7. Determine Call Center hours and days of operation

8. Begin Iransfer/hmng[selectlon process for call taking staff’

Technical and Operational Design Activities:

1. Review and re—clanfy (if necessary) the project work plan, prq;ect milestonés:and
schedule; rolés and responsibilities for City Expert Working Group and vendor staff,

2. Clarifydata, voice; and video communications needs and assess the supporting.
télecommunications and radio'communications infrastructure for the Call Center
Finalize technical solution and equipment-related Bill of Materials

3. Prepare drawings of Call Centér floorand desktop layout

4. Prepare procurement documents to purchase the furniture, computers, telephones, and
other equipment for the Call Center

5. -Purchase equipment, schedule equipment installation by vendors

6. Coordinate with city-agencies and private sector confractors for operational and
communications requirements
6.1. Road Repairs:call
6.2. Garbage Collection calls
6.3. Utility Calls (water, sewage, electricity; gas; heating)
6:4. City Government information (events, hours of operatlons ete.)

7. ‘Gather services-related data from city agencies and road repair, garbage collection,
and utility vendors and prepare Knowledge Base

8. Design and build data base and call taker interface

9. Test Knowledge Base-{lata base application (limited to specified vendors and general
city government information)

10. Clarify method for updating vendor and &ty govemment information

11. Prepare training plan for ¢all takersand supervisor

12. €onduet training on equipment and knowledge base application

Imglementatlon
Coordinats all vendor installation aetivities

Install furniture and ¢guipment

Review test plans and test acceptance criteria

Perform product testand reviewrgwﬁs ‘
Tumn facility over to the City staff for stigoing operation

G
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Required Call Center Equipment

A preliminary bill of materials required for initial deployment of the 311 Call €enter is:
prov1ded below:

Air Conditioning unit

Low woltage:cabling for voice, data and video

‘Furniture—workstations, tables and chairs.

Telephones, facsimils machine, and printer

5 Desktop computers

‘One server for network connection. Additional equipment can be determined with,
City I'T staff, based on connectivity to City WAN and to support Knowledge base
applications, at City expense ‘ A ’

LCD Monjtor for cable TV access (newsand weather monitoring)

Telephone connectivity (responsibility of City)

Planined Outconies

The implementation approach for botlt the first day of operations and the:eventual “End-
State Vision” is based on a single premise of providing easily accessible, more
accountable, improved service delivery to citizens by the Municipality. The challenge:is
how to design an alternative to the current business practices that provides easy,
transparent access to government services and is more responsivé and accountable to:
citizen needs. The initial Call Center system should evolve over time to a more
sophisticated system; setting expectations. is a critical respensibility, especially at the
initial stage of the project. Once the Call Center is launched and citizens start to use the
311 call number, the call volume is expected 1o increase dramatically, [For example in
New York City the srowth went from 3 million calls in'the first year to nearly 15 miillion
in the fourth year of the system. Thus, the possibility for rapid growth rate has to be
accounted for in the-initial design and later as additional services.are-added.}

Whereas the ultimate goal of a 311 system is to answer and handle all calls with a
minimum of transfers to agencies, the itial functions of the Call Center would be
limited to providing general city government information, accepting complaints and
creating service requests related to the road repair, garbage collection, and itility
providers, and transferring out the remainder of calls.

As thie system matures over time; the 311 Call Center will handle more calls with ‘one-
call solutions”. These services include:
» Fewer calls transfers to-city agencies
& Newservices such as providing callers 'with answers o frequently asked questions
related to city: services \ ‘ '
s Sending service request from callers directly to-city agencies
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o Measuring city agency performance by established metrics; i.e: time to complete
service request

Initial Implementation Schedule

A pmhmmary estimation for the design and implementation tasks is approximately five
to:six moriths from award of the-contract. This time period, does not include tims for
constnctxon reniovations, but includes the following:

Preliminary Plannmg Activities—Months 1-3

Final Design—Month 4

Procurement of ¢quipmetit-Month-4

Installation-Month-Month 5

Product and Integration testing-Month 5

Training-Month=5

Turn-over to City management for ongoing operations-Mornith 6

¢ e % ° e @ @

D. Project Budgeting and Financing Issues

Based on the experience of US cities, the implementation cost for a fully-functional, eity-:
wide 311 Call Center in Sofia could be estimated at roughly $4 million. [note: this:does
not include facility costs: i.e. building cests, renovation, furiture, etc.] The overall
estimate is broken-down as follows:
e Start-up deployment for the system: $3.2 miltion
o includes design, implemeritation, softwarg and equipment [switches,
routers; application servers & network; database(s); computer hardware
{PCs,.etc.); systems integration.]
e Operating-costs: $800,000 (yearly basis)
o includes personnel, maintenance; and call tariffs

As the ‘implementation cost and US export potential in Sofia alone would not justify
USTDA support:for the project, an important part of the proposed technical assistance
would to assess possibilities for replication and/or expansion.of the system to :cover the:
other major Bulgarian cities.

Funding for implementation of the 311 Call Center could be made available from EU
Structural Funds under the Administrative Capacity and/or Regional Development
Operational Programs.

For U.S. sourced cail center hardware and sofiware, US Ex-Im bank is able to provide
vendor financing. In addition, a number of innovative mechanisms for financing eall
centers have been devéloped. including surcharges on telephone: bills and other ‘off-
book’ financing, public-private parinerships, etc. Examining:these possibilities. should.
also be a sub-task of the technical assistarice project.
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Vil LIST OF KEY CONTACTS
A US Government Contacts

U.S. Embassy Sofia

U.8. Commercial Service

16, Kozyak Street

1407 Sofia, Bulgaria

Tel.: 43592 939 5745

Fax; +359 2:939 5735

Scott Pozil,

Commercial Attache

Email: scott.pozil@mail.doc.gov
Stanislava Dimitrova, '
ICT Specialist, EcoLinks Program Representative
Stanislava.dinsitrova@smail doc.gov

Peter Delin,
‘Budget-Analyst, Office Manager
‘Peter.delin@mail.doc.gov

U.S. Embassy, Political Section
Daiko Tonev
Tel. +359-2°937 5212

Email: tonevDT(@state.pov

USTDA

Jamie Merriman,

Country Mariager, Europe & Eurasia

E-mail: imerriman@ustda. gov.

Matt Von Brauchitsch,

Project Analyst Contractor, Europe & Eurasia
E+<mail: mbrauchitsch@ustda.gov

U.8. Trade-and Development Agency
1000 Wilsen Blvd., Suite 1600
Arlington, VA 22209-3901

Tel: (703) 875-4357

Fax:{703) 875-4009
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B. Bulgarian Government Contacts
National ICT Network

Mz Plamess VATCHKOV
Chairman

Council of Ministers,
‘State: Agenicy:for Information-Technology and Communications
6, Gourko Street

Sofia, Bulgaria

Tel: +359-2-949-211%

Fax: +359-2-980-3810

E-mail: pvatchkov@daits.government.b

Mr. Roumeit TRIFONOV

Secretary

Coordination Couneil for Information Society
Council of Ministers

1, Dondukov Boulevard

1594 Sofia, Bulgatia

Tel: 359-2-940-2439

E-mail: r.triforiovi@povernment.bo

Mr: Krasimir Simonski,
Deputy Chair

Council ‘of Ministers,
State Agency for Information Technology and Communications
6, Gurko Street

‘Sofia, Bulgaria

Tel: +#359-2-949-2150:

Fax: +359-2-981-8787

E-mail: simonski(@daits. government.b,

Peétar Thev,

Director; Network Integration and Design

Council of Ministers,

‘State: Agency for Information Technology-and Communications
6, Gurko Street,

Sofia, Bulgaria »

Tel: +359-2-949-2801

Fax: +359 2-980-3810
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Angel Ivaxmv,

o \El Managing Board
mestry of State Admuns*traimn and nistrative Reform
8, Serdika Str.

1000: Sofia, Bulgaria

Tel.: +35_9-2-94o-1393

Anastasya Tsunizheva,
Expert

Council of Ministers,
‘State Agency for Information Technology and Communications
6, Gurko Street,

Sofia, Bulgaria

Tel: +359-2-949-2451

Fax: +359+2-980:2806

E-mail: atsunizheva@daits.govenment.bg.

Slavicho Manolov,
Chief'Coordinator
Coordination Center for Information, Communication and Management Technologies
(UNDP program for the Council of Ministers) '

1, Dondukov Blvd.

1594 Sofia, Bulgaria

Tel: +359-2-940-3644

Fax: +359-2-940-3647

E-mail: smanolovi@ccit. government b

Municipality of Sofia:

Mr. Minko Guerdjikov;
Deputy Mayor.

Sofia Municipality

33, Moskovska Strest
1000 Sofia; Bulgaria
Tel: 4359-2:987-7079
Fax: +359-2—980—9865
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Dr, Nadya Nikolova,
Director; European Programs and Projects
Sofia Municipality '

33, Moskowska Street

1000°Sofia, Bulgaria

Tel: +359-2-937-7286

Fax: +359:2-988-5132
E-mail: nnikolovalgsofia by

[

Mr. Valentin Lazarov,

Head of Administrative Coordination Divisiofi
Sofia Municipality

33; Moskovska Strect

1000 Sofia, Bulgaria

Tel: +359-2-987- 4209

Fax:4359-2-937-7425

E-mail: viazarov{@sofiabg

Me: Chavdor Petrov,
Directorof IT

Sofia Municipality

33, Moskovska Street
1000 Sofia;, Bulgaria
Tel.: +359-2-987-0820
E-mail: 45rovi@sofia by

‘Ms. Teodora Zafirova,
Coordination Department
Municipality of Sofia
Tel./Fax: +359-2-981-0273
Cell: 359 882414042
Email: tzafirova@sofiabg
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C. US Company Contacts

Cisco Systems

Cisco Systems Bulgaria
Business Park Sofia:
Building 11b, 4th floot
‘Sofia 1766, Bulgatia
Tel: #3592 93759 27
Fax: +3592937 59 539
Peter Ivanov,

General Manager

- PIVAROV{@CISCO.CoM:
Viadislav lankov,
Public Sector Account Manager
viiankov@Cisco.com

Lyudmila Lisicheva,
Account Managetr

lisicheva@cisco.com

Ned Cabot

Business Development Manager
Public Sector - Strategic Initiatives
Emerging Markets

Cisco Systems, Inc.

Mobile +1.202 222 8368
neaboti@cisco.com

HBM

George Robev,

Public Sector Manager
IBM Bulgaria Ltd.

36, Dragan Tzankov St.
Sofia 1040, Bulgaria
Tel.: +3592 971 25 50
Fax: 4359 2973 31 63
Cell: +359 886:861.550
E-mail; georgi.robevi@bg
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Mega Tech Incorporated

'1749-01d Meadow Road, Suite 650
‘MecLean, VA 22102

Tetl.: 1 703:534 1629

Fax: 1703 534 7208

Dolores D. Fisk,

President & CEO

E-mail> dfiski@megatech.com

Charlie R. Schilling;
Executive Vlce Presxdent anid COO

Dale Rit(:hl'e,
Vice President.and General Manager
E-mail: dritchie@megatechinc.com

Datatek Applications, Inc.

379 Campus Drive, Suite.100
Somerset, NJ 08873

Phone: 732.667.1080

Fax: 732.667.1091

Alan Stultz, Sales and Marketing Manager
E-mail: astuliz@@datatekcorp.com

Winbouime & Costas. Inc.

Jeffry P. Winbourne,

President

1411 K Strect, NW, Suite 200
Washington, DC 20005

Tel.; +1 202737 6001 x2061

Fax: +1 2023582094

E-mail: jwinbourne@weime.com
Dr. Vélizar Shalamanov,

Vice President-& GM, WCI-Europe
ik Druzhba -2, bl 527-2-9 ’
1582 Sofia, Bulgaria

Mgbile: 4359 887954 770

E-miail: vshalamanov@weime.com
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ESRI Bulpatia

d. N. Vapcarov
ofia; Bulgaria
Tel.: +3592/9 62 63.66
Fax: +3592/962 63 65
Evgenia Karadjova,
General Manager

Miglena Kuzmanova,
Marketing & Projects
Email: Info@estibulgaria.com

HP, Bulgaria

55, Vaptzarov Blvd. Expo 2000
1407 Sofia, Bulgaria

Tel.: #3592/ 9 69 8940

Fax: 4+ 3592/9:69 89 61
Milena Mihailova,

Enterprise Marketmg Manager

3Com

Benjamin Darvas,
Regional Sales Manager, South East Europe
Lajosutca48-66

1036.Budapest, Hungary

Tel. +36 1.430 2430

Fax:+36 1430 2437

E-mail; benjamin_darvas@3com.com

Ersel Parlar,
General Manapger, Bulgaria

77, James Baucher Blvd., 3rd floor, Office 5
1407 :80fia, Bulgaria

Tel: £3592962 5222

Fax +359 2 962 43 22
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U.S. TRADE AND DEVELOPMENT AGENCY
Arlington, VA 22209-2131

NATIONALITY, SOURCE, AND ORIGIN REQUIREMENTS

The purpose of USTDA's nationality, source, and origin requirements is to assure the
maximum practicable participation of American contractors, technology, equipment and
matenials in the prefeasibility, feasibility, and implementation stages of a project.

USTDA STANDARD RULE (GRANT AGREEMENT STANDARD LANGUAGE):

Except as USTDA may otherwise agree, each of the following provisions shall apply to the
delivery of goods and services funded by USTDA under this Grant Agreement: (a) for
professional services, the Contractor must be either a U.S. firm or U.S. individual; (b) the
Contractor may use U.S. subcontractors without limitation, but the use of subcontractors
from host country may not exceed twenty percent (20%) of the USTDA Grant amount and
may only be used for specific services from the Terms of Reference identified in the
subcontract; (c) employees of U.S. Contractor or U.S. subcontractor firms responsible for
professional services shall be U.S. citizens or non-U.S. citizens lawfully admitted for
permanent residence in the U.S.; (d) goods purchased for implementation of the Study and
associated delivery services (e.g., international transportation and insurance) must have their
natipnality, source and origin in the United States; and (e) goods and services incidental to
Study support (e.g., local lodging, food, and transportation) in host country are not subject to
the above restrictions. USTDA will make available further details concerning these standards
of eligibility upon request.

NATIONALITY:
1) Rule

Except as USTDA may otherwise agree, the Contractor for USTDA funded activities must be
either a U.S. firm or a U.S. individual. Prime contractors may utilize U.S.
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subcontractors without limitation, but the use of host country subcontractors is limited to
20% of the USTDA grant amount.

2) Application

Accordingly, only a U.S. firm or U.S. individual may submit proposals on USTDA funded
activities. Although those proposals may include subcontracting arrangements with host
country firms or individuals for up to 20% of the USTDA grant amount, they may not include
subcontracts with third country entities. U.S. firms submitting proposals must ensure that the
professional services funded by the USTDA grant, to the extent not subcontracted to host
country entities, are supplied by employees of the firm or employees of U.S. subcontractor
firms who are U.S. individuals.

Interested U.S. firms and consultants who submit proposals must meet USTDA nationality
requirements as of the due date for the submission of proposals and, if selected, must
continue to meet such requirements throughout the duration of the USTDA-financed activity.
These nationality provisions apply to whatever portion of the Terms of Reference is funded
with the USTDA grant.

3) Definitions

A "U.S. individual” is (a) a U.S. citizen, or (b) a non-U.S. citizen lawfully admitted for
permanent residence in the U.S. (a green card holder).

A "U.S. firm" is a privately owned firm which is incorporated in the U.S., with its principal
place of business in the U.S., and which is either (a) more than 50% owned by U.S.
individuals, or (b) has been incorporated in the U.S. for more than three (3) years prior to the
issuance date of the request for proposals; has performed similar services in the U.S. for that
three (3) year period; employs U.S. citizens in more than half of its permanent full-time
positions in the U.S.; and has the existing capability in the U.S. to perform the work in
question.

A partnership, organized in the U.S. with its principal place of business in the U.S., may also
qualify as a “U.S. firm” as would a joint venture organized or incorporated in the United
States consisting entirely of U.S. firms and/or U.S. individuals.

A nonprofit organization, such as an educational institution, foundation, or association may
also qualify as a “U.S. firm” if it is incorporated in the United States and managed by a
governing body, a majority of whose members are U.S. individuals.

Annex 3 -2




SOURCE AND ORIGIN:
1) Rule

In addition to the nationality requirement stated above, any goods (e.g., equipment and
materials) and services related to their shipment (e.g., international transportation and
insurance) funded under the USTDA Grant Agreement must have their source and origin in
the United States, unless USTDA otherwise agrees. However, necessary purchases of goods
and project support services which are unavailable from a U.S. source (e.g., local food,
housing and transportation) are eligible without specific USTDA approval.

2) Application

Accordingly, the prime contractor must be able to demonstrate that all goods and services
purchased in the host country to carry out the Terms of Reference for a USTDA Grant
Agreement that were not of U.S. source and origin were unavailable in the United States.
3) Definitions

“Source” means the country from which shipment is made.

"Origin” means the place of production, through manufacturing, assembly or otherwise.

Questions regarding these nationality, source and origin requirements may be addressed to
the USTDA Office of General Counsel.
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GRANT AGREEMENT

This Grant Agreement is entered into between the Government of the United States of
America, acting through the U.S. Trade and Development Agency ("USTDA") and the
State Agency for Information Techriology afid Communications ("Grantee”). USTDA
agrees to provide the Grantee under the terms of this Agreement US$390,180 ("USTDA
Grant") to fund the cost of goods and services required for a feasibility study ("Study™)
on the proposed National ICT Network Project ("Project") in Bulgaria ("Host Country™),

1. USTDA Funding

The funding fo be provided under this Grant Agreement shall be used to fund the costs of
a contract between the Grantee and the U.S. firm selected by the Grantee ("Contractor”)
under which the Contractor will perform the Study ("Contract”). Payment to the
Contractor will be made directly by USTDA on behalf of the Grantee with the USTDA
Grant funds provided under this Grant Agreement.

2. Terms of Reference

The Terms of Reference for the Study ("Terms of Reference™) are attached as Annex 1
and are hereby made a part of this Grant Agreement. The Study will examine the
technical, financial, environmental, and other critical aspects of the proposed Project.
The Terms of Reference for the Study shall also be included in the Contract.

3. Standards of Conduct

USTDA and the Grantee recogmze the existence of standards of conduct for public
officials, and commercial entities, in their respective countries. The parties to this Grant
Agreement and the Contractor shall observe these standards, which include not accepting
payment of money or anything of value, directly or indirectly, from any person for the
purpose of illegally or improperly inducing anyone to take any action favorable to any
party in connection with the Study.

4. Grantee Responsibilities

The Grantee shall undertake its best efforts to provide reasonable support for the
Contractor, such as local transpertation, office space, and secretarial support.
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5. USTDA as Financier
{A) USTDA Approval of Compefitive Selection Procedures

Selection of the U.S. Contractor shall be carried out by the Grantee according to its
established procedures for the competitive selection of contractors with advance
notice of the procurement published online through Federal Business Opportunities
(www.fedbizopps.gov). Upon request, the Grantee will submit these ‘contracting
procedures and related documents to USTDA for information and/or approval. |

(B) USTDA Approval of Contractor Selection

The Grantee shall notify USTDA at the address of record set forth in Article 17 below
upon selection of the Contractor to perform the Study. Upon approval of this
selection by USTDA, the Grantee and the Contractor shall then enter into a contract
for performance of the Study. The Grantee shall notify in writing the U.S. firms that
submitted unsuccessful proposals to perform the Study that they were not selected.

(C) USTDA Approval of Contract Between Grantee and Contractor

The Grantee and the ‘Contractor shall enter into a contract for performance of the
Study. This contract, and any amendments thereto, including assignments and
changes in the Terms of Reference, must be approved by USTDA in writing. To
expedite this approval, the Grantee (or the Contractor on the Grantee's behalf) shall
transmit to USTDA, at the address set forth in Article 17 below, a photocopy of an
English language version of the signed contract or a final negotiated draft version of
the contract.

(D) USTDA Not a Party to the Contract

It is understood by the parties that USTDA has reserved certain rights such as, but not

limited to, the right to approve the terms of the contract and any amendments thereto, .
including assigntents, the selection of all contractors, the Terms of Reference, the
Final Report, and any and all documents related to any contract funded under the '
Grant Agreement, The parties hereto further understand and agree that USTDA, in
reserving any or all of the foregoing approval rights, has acted solely as a financing
entity to assure the proper use of United States Government funds, and that any
decision by USTDA to exercise or refrain from exercising these approval rights shall
be made as a financier in the course of funding the Study and shall not be construed
as making USTDA a party to the contract. The parties hereto understand and agree
that USTDA may, from time to time, exercise the foregoing approval rights, or
discuss matters related to these rights and the Project with the parties to the contract
or any subcontract, jointly or separately, without thereby incurring any responsibility
or liability to such parties. Any approval or failure to approve by USTDA shall not
bar the Grantee or USTDA from asserting any right they might have against the
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Contractor, or relieve the Contractor of any liability which the Contractor might
otherwise have to the Grantee or USTDA.

(E) Grant Agreement Controlling
Regardless of USTDA approval, the rights and obligations of any party to the contract
or subcontract thereunder must be consistent with this Grant Agreement. In the event
of any inconsistency between the Grant Agreement and any cofitract or subeontract
funded by the Grant Agreement, the Grant Agreement shall be controlling,

6. Disbursement Procedures

(A) USTDA Approval of Contract Required

USTDA will make disbursements of Grant funds directly to the Contractor only after
USTDA approves the Grantee's contract with the Contractor.

(B) Contractor Invoice Requirements
The Grantee should request disbursement of funds by USTDA to the Contractor for
performance of the Study by submitting invoices in accordancé with the procedures
set forth in the USTDA Mandatory Clauses in Annex II.
7. Effective Date
The effective date of this Grant Agreement ("Effective Date") shall be the date of
signature by both parties or, if the parties sign on different dates, the date of the last
signature.
8. Study Schedule
(A) Study Completion Date

The completion date for the Study, which is FebruaryZS“{, 2010, is the date by which
the parties estimate that the Study will have been completed.

(B) Time Limitation on Disbursement of USTDA Grant Funds

Except as USTDA may otherwise agree, (a) no USTDA funds may be disbursed
under this Grant Agreement for goods and services which are provided prior to the
Effective Date of the Grant Agreement; and (b) all funds made available under the
Grant Agreement must be disbursed within four (4) years from the Effective Date of
the Grant Agreement.
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9. USTDA Mandatory Clauses

All contracts funded under this Grant Agreement shall include the USTDA mandatory
clauses set forth in Annex II to this Grant Agreement. All subcontracts funded or
partially funded with USTDA Grant funds shall include the USTDA mandatory clauses,
except for clauses B(1), G, H, I, and J.

10. Use of U.S. Carriers
(A) Air

Transpottation by air of persons or property funded under the Grant Agreement shall
be on U.S. flag cartiers in accordance with the Fly America Act, 49 U.S.C. 40118, to
the extent service by such carriers is available, as provided under applicable U.S.
Government regulations.

(B) Marine

Transportation by sea of property funded under the Grant Agreement shall be on U.S.
cartiers in accordance with U.S. eargo preference law.

11. Nationality, Source and Origin

Except as USTDA may otherwise agree, the following provisions shall govern the
delivery of goods and services funded by USTDA under the Grant Agreement: (a) for
professional services, the Contractor must be either a U.S. firm or U.S. individual; (b) the
Contractor may use U.S. subcontractors without limitation, but the use of subcontractors
from Host Country may not exceed twenty percent (20%) of the USTDA ‘Grant amount
and may only be used for specific services from the Terms of Reference identified in the
subcontract; (¢) employees of U.S. Contractor or U.S. subcontractor firms responsible for
professional services shall be U.S. citizens or non-U.S. citizens lawfully admitted for
permanent residence in the U.S.; (d) goods purchased for performance of the Study and
associated delivery services (e.g., international transportation and insurance) must have
their nationality, source and origin in. the United States; and (¢) goods and services
incidental to Study support (c.g., local lodging, food, and transportation) in Host Country
are riot subject to the above restrictions. USTDA will make available further details
concerning these provisions upon request. '

12. Taxes

USTDA funds provided under the Grant Agreement shall not be used to pay any taxes,
tariffs, duties, fees or other levies imposed under laws in effect in Host Country. Neither
the Grantee nor the Contractor will seek teimbursement from USTDA for such faxes,
tariffs, duties, fees or other levies.
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13. Cooperation Between Parties and Follow-Up

The parties will cooperate to assure that the purposes of the Grant Agreement are
accomplished. For five (5) years following receipt by USTDA of the Final Report (as
defined in Clause 1 of Annex II), the Grantee agrees to respond to any reasonable
inquiries from USTDA about the status of the Project.

14. Tmplementation Letters

To assist the Grantee in the implementation of the Study, USTDA may, from time to
time, issue implementation letters that will provide additional information about matters
covered by the Grant Agreement. The parties may also use jointly agreed upon
implementation letters to confirm and record their mutual understanding of matters
covered by the Grant Agréement. '

15. Recordkeeping and Audit

The Grantee agrees to maintain books, records, and other documents relating fo the Study
and the Grant Agreement adequate to demonstrate implementation of its responsibilities
under the Grant Agreement, including the selection of contractors, receipt and approval
of contract deliverables, and approval or disapproval of contractor invoices for payment
by USTDA. Such books, records, and other documents shall be separately maintained for
three (3) years after the date of the final disbursement by USTDA. The Grantee shall
afford USTDA or its authorized representatives the opportunity at reasonable times to
teview books, records, and other documents relating to the Study and the Grant
Agreement.

16. Representation of Parties

For all purposes relevant to the Grant Agreement, the Government of the United States of
America will be represented by the U. S. Ambassador to Host Country or USTDA and
Grantee will be represented by the Chairman of the State Agency for Information
Technology and Communications. The parties hereto may, by written notice; designate
additional representatives for all purposes under the Grant Agreement.

17. Addresses of Record for Parties

~ Any notice, request, document, or other communication submitted by either party to the
other under the Grant Agreement shall be in writing or thmugh. a wire or electronic
medium which preduces a tangible record of the transmission, such as-a telegram, cable
or facsimile, and will be deemed duly given or sent when delivered to such party at the
following:
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To:  State Agency for Information Technology and Communications
6 Gurko Street
Sofia
Bulgaria

Phone: +359-2-049-2115
Fax: ‘ +359-2-980-3810

To:  U.S.Trade and Development Agency
1000 Wilson Boulevard, Suite 1600
Arlington, Virginia 22209-3901
USA '

Phone: (703) 875-4357
Fax: (703) 875-4009

All such communications shall be in English, unless the parties otherwise agree m
writing. In addition, the Grantee shall provide the Commercial S_ec_:tion of the U.S.
Enibassy in Host Country with a copy of each communication sent to USTDA.

Any communication relating to this Grant Agreement shall include the following fiscal
data: .

Appropriation No.: 119/101001
Activity No.: ~ 2009-81009A
Reéservation No.: 2009810009
Grant No.: GH2009810003

18. Termination Clause

Fither party may terminate the Grant Agreement by giving the other party thirty (30) days

advance written notice. The termination of the Grant Agreement will end any obligations '
of the parties to provide financial or other resources for the Study, except for payments b
which they are committed to make pursuant to noncancellable commitments entered into
with third paities prior to the written notice of termination. £
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19. Non-waiver of Rights and Remedies

No delay in exercising any right or remedy accruing to either party in connection with the
Grarit Agreement shall be construed as a waiver of such right or remedy.

20. U.S. Technology and Equipment

By funding this Study, USTDA secks to promote the project objectives of the Host
Country through the use of U.S. technology, goods, and services. In recognition of this
purpose, the Grantee agrees hat it will allow U.S. suppliers to compete in the
procurement of technology, goods and services needed for Project implementation.

[THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK]
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IN WITNESS WHEREQF the Government of the Umted States of Amenca and

&rough Its duly auﬂxorlzed rEpresentatwe, have caused thxs Agreement to be si gned i hé.a
English language in their names and delivered as of the day and year wiitten below. In.
the event that this Grant Agreement is signed in more than one language the English
language version shall govern.

Fgg the Government of the For the State Agency for Information
United States of America Technology and Communications

By:

Date:

‘Witnessed: - Witnessed: ..

Annex I -- Terms of Reference

_Annex IT -- USTDA Mandatory Clauses

Annex 4 - 8§




Annex
Terms of Reference
TASK 1:  Network Infrastructure Assessment

The Contractor shall meet with the State Agency for Information Technology and
Commiunications (Granteg), and with representatives from the Council of Ministers
(CoM) in Sofia to launch the Feasibility Study (FS). During this and subsequent sessions,
the Contractor shall determine the status of the current networks of the two organizations,
including existing coverage areas, main users, service types and objectives, data
transmission speeds, technologies, equipment types and facility locations.

Based on inputs from the two organizations, the Contractor shall propose a plan and
timetable for the full integration of the Grantee’s national backbone network with CoM’s
metropolitan networks throughout the counfry, addressing both technical and
organizational issues.

The Contractor shall gain a clear understanding of the Grantee’s expansion plans for the
combined network (including traffic volume, coverage areas and equipment under
consideration) as well as possible barriers and constraints to these plans.

Another important area to be examined is the planned integration of private bxanch
exchanges (PBXs) into the network via VoIP-based next-generation network (NGN) soft
switches, which would allow free calls among State Institutions.

The Contractor shall assess the suitability of current technology and equipment to support
the stated expansion plans of the combined Grantee/CoM network, and to upgrade ittoa
high-bandwidth, high-traffic capacity network (including future evolution towards NGN
technology)

Deliverable: The Contractor shall develop a preliminary Grantee/CoM Network
Assessment and Integration Plan, including: a definition of ‘Services:fand how they relate
to mission and technical objectives; a baseline assessment of the current network
infrastructure with respect to network and service capabilities, capacity utilization,
infrastructure requirements, operations, and implementation planning requirements; and
identification of major gaps in the existing network status and future development plans.

TASK 2: Interoperability, Reliability, and Security Assessment

The Contractor shall meet with representatives of other key ministries (including the
Ministry of Finance, the Ministry of Labor, Ministry of Regional Development, Ministry
of Justice, and possibly others) who are currently using, or could use the Grantee/CoM
network in the future; assess the current level of connectivity and interoperability of the
ministry networks with those of the Grantee/CoM and how it could be enhanced; and
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determine future interoperability requirements for the planned integrated data networks
(including standards, interface specifications, technology trends and multimedia
services).

The Contractor shall assess the current network and IT infrastructure of the above
ministries (and others that may be identified by the Grantee), determine how their
networks and technologies meet current needs, and conduct a requiréments analysis for
planned enhancements and upgrades. This analysis shall assess the digital router-based
network infrastructure in place among the ministries, the degree to which ministries are
using TCP/IP on their intranets and WANS, and the potential of leveraging existing LAN
and WAN infrastructure to thaximize investment. '

The Contractor shall assess current institutional and organizational relationships (at the
working level) between the Grantee and government ICT customers (ministries,
agencies), outside operators/suppliers, and other organizations (including the EU and
international donors). The Cortractor shall particularly focus on organizational, funding,
operational and staffing matters, and any and all factors that support or hinder the
Grantee’s potential effectiveness as a government ICT network administrator and
-possible coordinator/leader for e-Government development.

The Contractor shall also assess current and future Quality of Service (Qo8) requirements
and the potential for introducing service level agreements (SLAs) between. the Grantee
and its connectivity providers and/or end-users.

The Contractor shall assess current security systems, develop a top-level security
architecture for the enhanced network (including, but not limited to, encryption, access
control, hash & digital signature), and develop a set of policy, organization and
implementation recommendations for the security system

Deliverables: The Contractor shall develop a Network Integration and
Connectivity/Interoperability Report, including alternative scenarios where relevant.
This shall include a functional requirements analysis of selected ‘ministries, an
institutional/organizational relationship report and a security assessment.

TASK 3: Enterprise Architecture Development

Based on the technical conclusions from Tasks 1 and 2, and on detailed discusstons with
the Grantee, the CoM, and other ministries/agencies, the Contractor shall develop the
framewotk for the creation of 2 Government-wide Enterprise Architecture. This will be in
the form of a set of processes and structures that will govern the development,
coordination, implementation, and ongoing management of the national ICT network.
The Enterprise Architecture should ensure that implementation will be well-coordinated
and effective. It should also ensure that performance of the network and related initiatives
align with national e-government initiatives, that ICT resources are used effectively and
responsibly, and that technology-related risks are managed appropriately.  This
framework should include a guide for development of the overall direction, strategy, and
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management that will be necessary to evaluate, adopt, and. implement an architecture
strategy for a fully integrated government ICT network.

The Contractor shall propose concrete measures to ensure that all involved entities buy
into 2 shared organizational framework with clearly established processes, roles, and
resporsibilities, and that all initiatives are mutually supporting, compatible, and cost
effective. 4 K . :

The Contractor shall also propose the organizational structure (ideally a cross-ministerial
body under Grantee leadership) that will manage the network and serviees
implementation, e-government processes, citizen accessibility, and future requirements.

Deliverable: The Contractor shall develop an Enterprise Architecture Governance Model
and TInstitutional Framework Guide for the Bulgarian National ICT Netwerk. This report
should integrate key technical/network elements and connectivity, interoperability, and
capacity issues from Tasks 1 and 2 into a broader management, institutional capacity,
services organization and planning document. '

TASK 4: Economic and Financial Analysis

The Contractor shall conduct an economic analysis of the project, which should provide
information regarding economic contingencies, market conditions for technologies and
network services, supply and sourcing agreements, alternative methods of achieving
desired network functionality, or any other economic parameters that could impact on the
potential successful implementation of the national ICT network.

Based on data from the technical assessment and specifications, the Contractor shall
develop overall cost estimates (broken down by main core infrastructure, equipment, and
service categories) for the systematic roll-out implementation of the proposed integrated
national ICT network.

The Contractor shall assess the available sources of financing for the implementation of
the nationwide ICT network, including platforms, applications, training and other aspects.
This assessment should include, but not be limited to, Bulgarian Government resources,
EU Structural Funds, U.S. Ex-Im Bank, the World Bank and public-private partnerships.
The most likely sources of implementation financing for the ptroject should be developed
in more detail, covering modalities and eligible aspects of the network that could be
financed by the respective source.

Deliverable: The Contractor shall develop an Economic and Financial Report. Both the

economic and financial analysis prepared for the Grantee shall satisfy the requirements
for prospective public, private and EU funding sources.
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TASK 5: Developmental Impact Assessmient

The Contractor shall evaluate the development impacts that would result should the
project be implemented in accordance with the FS recommendations. The Contractor
shall also develop a preliminary methodology for assessing these impacts. These factors
are intended to provide the Project’s decision-makers and interested parties with a
broader view of the Project’s potential effects on Bulgaria. The Contractor shall
specifically address each of the following categoties:

Tifrastructure

The Contractor shall evaluate how the planned national ICT network will support and
enhance local and national government services, including emergency services, and will
improve the efficiency and security of the physical, financial and social infrastructure of
the Host Country,

Human Capacity Building’

The Contractor shall assess the number and types of local positions that will be needed to
develop the ICT network and, more generally, how implementation of the project will
Jead to new job opportunitics, sustained employment, or advanced training to upgrade the
capability of the workforce.

Technology Transfer and Productivity Enhancement

The Contractor shall provide a brief description of the advanced technologies and
licenses. that will be ufilized in the enhanced network as well as how the network might
improve processes and/or systems which will stimulate greater economic productivity or
allow more efficient use of resources.

Market Oriented Reforms

The Contractor shall assess the potential of the network to encourage more transparent
tegulatory systems and institutions, privatization of state-owned economic entities,
promotion of greater competition in rion-competitive economic sectors, and lowering of
nen-tariff bartiers to trade.

Other Impacts

The Contractor shall assess any additional benefits that may result from ‘p‘mject
implementation such as spin-off or replication projects, trends toward safer workplaces,
enhanced good governance, and establishment of industry-related businesses.
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TASK 6: Regulatory Review and Preliminary Environimental Analysis

The Contractor shall assess current Bulgarian law and EU regulations as they apply to the
Grantee’s current ICT, and future government-wide, network. The regulatory analysis
shall include 4 review of the Bulgarian E-Government Program and recently passed E-
Governarice Law, and & discussion of how the Program and Law, as well as other
relevant pohcxes and legislation (eg., Law on Electronic Communications,
Telecommunications Sector Policy), will impact the ICT network’s viability or prognosis
to move forward.

The ‘Contractor shall discuss any legal implications and/or constraints to development of
a fully integrated national ICT government network, as well as any issues or barriers to.
the Granteg’s role in the administration and management of the network. The analysis
shall also identify laws, regulations, or goverrment decisions that might have to be
implemented or modified in order to enable the broader, cross-government ICT network
functionality or further empower the Grantee.

The Contractor shall conduct a preliminary environmental analysis of the proposed
nationial ICT network to ensure its consistency with applicable laws, regulations and
stahdards in Bulgaria and the EU, as well as with financing institutions such as the World
Bank, The analysis shall identify potential negative environmental impacts, discuss the
extent to which they can be mitigated, and develop plans for a full environmental impact
assessment should the project move forward to the implementation stage.

TASK 7: Implementation and Procurement Plan

Based on the conclusions of Tasks 1 — 4, as well as relevant factors and/or constraints
identified in Task 6, the Contractor shall develop a high-level implementation plan for the
National ICT Network, including an action plan of next steps that need to taken by the
Grantee and other government agencies that will interconnect with the network.

The Contractor shall develop technical specifications and a High-level Procurement Plan
of the core infrastructure and main equipment and services (¢.g., IP routers, MPLS
switches, optical core, Ethernet/metro optical switches, wired and wireless LAN
equipmerit, network management and security systems, apphcatton servers, training) that
would need to be acquired by the Grantee and participating agencies.

The Contractor shall assist the Grantee in developing procurement documents.

Specifically, the Contractor will develop a format, conceptual framework, and guidelines
for structuring requests for proposals (REPs) from which the Grantee can develop one or
more REPs suitable for the procurement of core ICT network components.
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Deliverables; The Contractor shall develop a High-level Implementation Plan, a Network
Technical Specifications Document, and a High-level Procurement Plan in a sufficient
level of detail for the Grantee to develop one or more RFPs.

TASKS:  Final Report

The Contractor shall prepare and deliver to the Grantee and USTDA a substantive and
eomprehensive Final Report of all work performed under these Terms of Reference. The
Final Report shall be organized according to the above tasks; and shall include all
deliverables and documents that have been provided to: the Grantee in connection with
the performance of these tasks. The report shall incorporate all findings,
recommendations, and conclusions of the FS.

Within the Final Report, the Contractor shall identify prospective U.S. sources of supply,
assess their capabilities, and include their businéss names, points of contact, addresses,
~ and telephone and fax numbers.

The Contractor shall ensure that the Final Report is prepared in accordance with Annex
11, Clause I of the Grant Agreement.
Notes:

(1) The Contractor is responsible for compliance with U.S. export licensing
requirements, if applicable, in the performance of the Terms of Reference.

(2) The Contractor and the Grantee shall be careful to ensure that the public
version of the Final Report contains no security or confidential
information, '

(3) The Grantee and USTDA shall have an irrevocable, worldwide, royalty-

free, non-eéxclusive right to use and distribute the Final Report and all
work product that is developed under these Terms of Reference.
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USTDA Mandatory Contract Clauses

A. USTDA Mandatory Clauses Controlling

The paities to this contract acknowledge that this contract is funded in'whole or in-part by

the U.S. Trade and Development Agency ("USTDA") under the Grant Agreement
between the Government of the United. States of America acting through USTDA and
State Agency for Information Technology and Communications {("Client”), dated

("Grant Agreement”). The Client has selected

(*‘Conti‘actor") to perform the feasibility study ("Study") for the National ICT 'Ne‘twdrk'
Project ("Project") in Bulgaria {"Host Country"). Notwithstanding any other provisions
of this contract, the following USTDA. mandstory contract clauses shall govern. All

subcontracts entered into by Contractor funded or partially funded with USTDA Grant
funds shall include these USTDA mandatory contract clauses, except for clauses B(1), G,
H, 1, and J. Inaddition, in the event of any inconsistency between the Grant Agreement
and any contract or subcontract thereunder, the Grant Agreement shall be controlling:

B. USTDA as Financier
(1) USTDA Approval of Contract

All contracts funded under the Grant Agreement, and any amendments thereto,
including assignments and changes in the Terms of Reference, must be approved by
USTDA in writing in order to be effective with respect to the expenditure of USTDA
Grant funds. USTDA will not authorize the disbursement of USTDA Grant funds
until the contract has been formally approved by USTDA or until the contract
conforms to modifications required by USTDA during the contract review process.

(2) USTDA Not a Party to the Contract

It is understood by the parties that USTDA has reserved certain rights such as, but not
limited to, the right to approve the terms of this contract and amendments thereto,
including assignments, the selection of all contractors, the Terms of Reference, the
Final Report, and any and all documents related to any contract funded under the
Grant Agreement. The parties hereto further uniderstand and agree that USTDA, in
reserving any or all of the foregoing approval rights, has acted solely as a financing
entity to assure the proper use of United States Government funds, and that any
decision by USTDA to exetcise or refrain from exercising these approval rights shall
be made as a financier in the course of financing the Study and shall not be construed
as making USTDA a party to the contract. The parties hereto understand and agree
that USTDA may, from time to time, exercise the foregoing approval rights, or
discuss matters related to these rights and the Project with the parties to the contract
or any subcontract, jointly or separately, without thereby incurring any responsibility
or liability to such parties. Any approval or failure to approve by USTDA shall not
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bar the Client or USTDA from asserting any right they might have against the
Contractor, or relieve the Contractor of any Hability which the Contractor might
otherwise have to the Client or USTDA.

C. Nationality, Source and Origin

Except as USTDA may otherwise agree, the following provisions shall govern the
delivery of goods and services funded by USTDA under the Grant Agreement: (d) for
professional services, the Contractor must be either a U.S. firm or U.S. individual; (b) the
Coritractor may use U.S. subcontractors without limitation, but the use of subcontractors
from Host Country miay not exceed twenty percent (20%) of the USTDA Grant amount
and may only be used for specific services from the Terms of Reference identified in the
subcontract; (c) employees of U.S. Contractor or U.S. subcontractor firms responsible for
professional services shall be U.S. citizens or non-U.S. eitizens lawfully admitted for
permanent residence in the U.S.; (d) goods purchased for performance of the Study and
associated delivery services (e.g:, international transportation and insurance) must have
their nationality, source and origin in the United States; and (€) goods and services.
incidental to Study support (e.g., local lodging, food, and transportation) in Host Country
are not subject to the above restrictions. USTDA will make available further details
concerning these provisions upon request.

D. Recordkeeping and Audit

The Contractor and subcontractors funded under the Grant Agreement shall maintain, in
accordance with generally accepted accounting procedures, books, records, and other
documents, sufficient to reflect properly all transactions under or in connection with the
contract. These books, records, and other documents shall clearly identify and track the
use and expenditure of USTDA funds, separately from other funding sources. Such
books, records, and documents shall be maintained during the contract term and for a
period of three (3) years after final disbursement by USTDA. The Contractor and
subcontractors shall afford USTDA, or its authorized representatives, the opportunity at
reasonable times for inspection and audit of such books, records, and other
documentation.

E. U.S. Carriers
1) Air
Transportation by air of persons or property funded under the Grant Ag}’eg”mem _shail
be on U,S. flag carriers in accordance with the Fly America Act, 49U.8.C. 40118, to
the extent service by such carriers is available, as provided under applicable U.S.

Govertiment regulations.

(2) Marine
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Transportation by sea of property funded under the Grant Agreement shall be on U.S.
carriers in accordance with U.S. cargo preference law.

F. Workman's Compensation Insurance

The Contractor shall provide adequate Workman's Compensation Insurance coverage for
work performed under this Contract. '

G. Reporting Requirements

The Contractor shall advise USTDA by letter as to the status of the Project on March 1st
annually for a period of two (2) yeats after completion of the Study. In addition, if at any
time the Contractor receives follow-on work from the Client, the Contractor shall so
notify USTDA and designate the Contractor's contact point including name, telephone,
and fax number. Since this information may be made publicly available by USTDA, any
information which is confidential shall be designated as such by the Contractor and
provided separately to USTDA. USTDA will maintain the confidentiality of such
information in accordance with applicable law.

H. Disbursement Procedures
(1) USTDA Approval of Contract

Disbursement of Grant funds will be made only after USTDA approval of this
contract. To make this review in a timely fashion, USTDA must receive from either
the Client or the Contractor a photocopy of an English language version of a signed
contract or a final negotiated draft version to the attention of the General Counsel's
office at USTDA's address listed in Clause M below.

(2) Payment Schedule Requirements

A payment schedule for disbursement of Grant funds to the Contractor shall be
included in this Contract. Such payment schedule must conform. to the following
USTDA requirements: (1) up to twenty percent (20%) of the total USTDA Grant
amount may be used as a mobilization payment; (2) all other payments, with the
exception of the final payment, shall be based upon contract performance rnilestones;
and (3) the final payment may be no less than fifteen percent (15%) of the total
USTDA Grant amount, payable upon receipt by USTDA of an approved Final Report
in accordance with the specifications and quantities set forth in Clause 1 below.
Invoicing procedures for all payments are described below.

(3) Contractor Invoice Requirements
USTDA will make all disbursements of USTDA Grant funds directly to the Contractor.

The Contractor must provide USTDA with an ACH Vendor Enroliment Form (available
from USTDA) with the first invoice. The Client shall request disbursement of funds by
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UsquA to the Contractor for performance of the contract by submitting the following to
USTDA: \

(a) Contractor's Invoice

The Contractor's invoice shall inelude reference to an item listed in the Contract
payment schedule, the requested payment amount, and an appropriate certification
by the Contractor, as follows:

(i) For a mobilization payment (if any):

"As a condition for this mobilization payment, the Contractor certifies that it will
perform all work in accordance with the terms of its Contract with the Client. To
the extent that the Contractor does not comply with the terms and conditions of
the Contract, including the USTDA mandatory provisions contained therein, it
will, upon USTDA’s request, make an appropriate refund to USTDA. "

(ii) For contract performance milestone payments:

"The Contractor has performed the work described in this invoice in accordance
with the terms of its contract with the Client and is entitled to payment
thereunder. To the extent the Contractor has not complied with the terms and
conditions of the Contract, including the USTDA mandatory provisions contained
therein, it will, upon USTDA's request, make an appropriate refund to USTDA."

(iii) For final payment:

“The Contractor has performed the work described in this invoice in accordance
with the terms of its contract with the Client and is entifled to payment
thereunder. Specifically, the Contractor has submitted the Final Report to the
Client, as required by the Contract, and received the Client’s approval of the Final
Report. To the extent the Contractor has not complied with the terms and
conditions of the Contract, including the USTDA mandatory provisions contained
therein, it will, upon USTDA’s request, make an appropriate refund to USTDA."

(b) Client's Approval of the Contractor's Invoice

(i) The invoice for a mobilization payment must be approved in wiiting by the
Client.

(ii) For contract performance milestone payments, the following certification by
the Client must be provided on the invoice or separately:

"The services for which disbursement is requested by the Contractor have been
performed satisfactorily, in accordance with applicable Contract provisions and
the terms and conditions of the USTDA Grant Agreement.”
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(iii) For final payment, the following certification by the Client must be provided
o the invoice or separately:

"’I‘h@ services for which disbursement is requested by the Contractor have been
performed satisfactorily, in accordance with applicable Contract provisions and
terms and conditions of the USTDA Grant Agreement. The Final Report
submitted by the Contractor has been reviewed and approved by the Client. "

(¢) USTDA Address for Disbursement Requests

Requests for disbursement shall be submitted by courier or mail 1o the attention of
the Finance Department at USTDA's address listed in Clause M below.

(4) Termination

In the event that the Contraet is terminated prior to. completion, the Contractor will be
eligible, subject to USTDA approval, for reasonable and documented costs which
have been incurred in performing the Terms of Reference prior to termination, as well
as reasonable wind down expenses. Reimbursement for such costs shall not exceed
the total amount of undisbursed Grant funds. Likewise, in the event of such
termination, USTDA is entitled to receive from. the Contractor all USTDA Grant
funds previously disbursed to the Contractor (including but not limited to
miobilization payments) which exceed the reasonable and documented costs incurred
in performing the Terms of Reference prior to termination.

1. USTDA Final Report
(1) Definition

"Final Report” shall mean the Final Report described in the attached Annex I Terms
of Reference or, if no such "Final Report" is described therein, "Final Report” shall
mean a substantive and comprehensive report of work performed in accordance with
the attached Annex 1 Terms of Reference, including any documents delivered to the
Client.

(2) Final Report Submission Requirements
The Contractor shall provide the following to USTDA:

(a) One (1) complete version of the Final Report for USTDA's records. This
version shall have been approved by the Client in writing and must be in the
English language. It is the responsibility of the Contractor to ensure that
confidential information, if any, contained in this version be clearly marked.

USTDA will maintain the confidentiality of such information in accordance with ‘ )
applicable law. -
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and

(b) One (1) copy of the Final Report suitable for public distribution ("Public
Version"). The Public Version shall have been approved by the Client in writing
and must bein the English language. As this version will be available for public
distfi‘b‘utiom it iust not contain any confidential information, If the report in (a)
above contains no confidential information, it may be used as the Public Version.
In any event, the Public Version must be informative and contain sufficient
Project detail to be-useful to prospective equipment and service providers.

and

(c) Two (2) CD-ROMs, each containing a complete copy of the Public Version of
the Final Report. The electronic files on the CD-ROMs shall be submitted in a
commonly accessible read-only format. As these CD-ROMs will be available for
public distribution, they must not contain any confidential information. It is the
responsibility of the Contractor to ensure that no confidential information is
contained on the CD-ROMs.

The Contractor shall also provide one (1) copy of the Public Version of the Final
Repott to the Foreign Commercial Service Officer or the Economic Section of the
U.S. Embassy in Host Country for informational purposes.

(3) Final Report Presentation
All Final Reports submitted to USTDA must be paginated and inchude the following:

(a) The front cover of every Final Report shall contain the name of the Client, the
name of the Contractor who prepared the report, a report title, USTDA's logo,
USTDA's mailing and delivery addresses. If the complete version of the Final
Report contains confidential information, the Contractor shall be responsible for
labeling the front cover of that version of the Final Report with the term
“Confidential Version.” The Contractor shall be responsible for labeling the front
cover of the Public Version of the Final Report with the term “pyblic Version.”
The front cover of every Final Report shall also contain the following disclaimer:

"This report was funded by the U.S. Trade and Development Agency
(USTDA), an agency of the U. S. Government. The opinions, findings,
conclusions or recommendations expressed in this document are those of the
author(s) and do not necessarily represent the official position or policies of
USTDA. USTDA tnakes no representation about, nor does it accept
responsibility for, the accuracy or completeness of the information contained
in this report.”

() The inside front cover of every Final Report shall contain USTDA's logo,
USTDA's mailing and delivery addresses, and USTDA’s mission statement.
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Camera-ready copy of USTDA Final Report specifications will be available from
USTDA upon request.

(¢) The Contractor shall affix to the front of the CD-ROM a label identifying the L
Host Country, USTDA Activity Number, the name of the Client, the name of the
Contractor who prepared the report, a report title, and the following language: -

“The Contractor certifies that this CD-ROM contains the Public Version of
the Final Report and that all contents are suitable for public distribution.”

(dy The Contractor and any subcontractors that perform work pursuant to the
Grant Agreement must be ¢learly identified in the Final Report. Business name,
point of contact, address, telephone and fax numbers shall be included for
Contractor and each subcontractor,

(¢) The Final Report, while aiming at optimum specifications and characteristics
for the Project, shall identify the availability of prospective U.S. sources of
supply. Business name, point of contact, address, telephone and fax numbers
shall be ineluded for each commercial source.

(f) The Final Report shall be accompanied by a Jetter or other notation by the
Clierit which states that the Client approves the Final Report. A certification by
the Client to this effect provided on or with the invoice for final payment will
meet this requirement.

J. Modifications

All changes, modifications, assignments. or amendments to this contract, including the

appendices, shall be made only by written agreement by the parties hereto, subject to

written USTDA approval.

K. Study Schedule

(1) Study Completion Date

The completion date for the Study, which is February 28%, 2010, is the date by which
the parties estimate that the Study will have been completed.
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(2) Time Limitation on Disbursement of USTDA Grant Funds

Except as USTDA may otherwise agree, (a) no USTDA funds may be disbursed
under this contract for goods and servicés which are provided prior to the Effective
Date of the Grant Agreement; and (b) all funds made available under the Grant
Agreement must be disbursed within four (4) years from the Effective Date of the
Grant Agreement.

L. Business Practices

The Contractor agrees not to pay, promise to pay, or authorize the payment of any money
ot anything of value, directly or indirectly, to any person (whether a governmerital
official or private individual) for the purpose of illegally or improperly inducing anyone
to take any action favorable to any party in conrection with the Study. The Client agrees
not to receive any such payment. The Contractor and the Client agree that each will
fequire that any agent or representative hired to represent them in connection with the
Study ‘will comply with this paragraph and all laws which apply to activities and
obligations of each party under this Contract, including but not limited to those laws and
obligations dealing with improper payments as described above.

‘M. USTDA Address and Fiscal Data

Any communication with USTDA regarding this Contract shall be sent to the following
address and include the fiscal data listed below:

U.S: Trade and Development Agency
1000 Wilson Boulevard, Suite 1600
Arlington, Virginia 22209-3901
USA

Phone: (703) 875-4357
Fax:  (703) 875-4009

Fiscal Data:

Appropriation No.: 1197101001

Activity No.: 2009-81009A

Reservation No.: 2009810009

Grant No.: GH2009810003

N. Definitions :
All capitalized terms not otherwise defined herein shall have the meaning set forth in the ;:
Grant Agreement. _
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0. Taxes

USTDA funds provided under the Grant Agreement shall riot be used to pay any taxes,
tariffs, duties, fees or other levies imposed under laws in effect in Host Country. Neither
the Client nor the Contractor will seek reimbursement from USTDA for such taxes,
tariffs, duties, fees or other levies.
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